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Administrivia

Slides presented during this webinar are available in the handouts and will be posted here:
* http://www.wirelessinnovation.org/webinars

Recorded Webinar will be available on the Forum’s You Tube Channel:
* https://www.youtube.com/channel/lUCYUeZvOuJTP270zoKsyysOw

Email Lee.Pucker@wirelessinnovation.org if you need more information
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Go To Webinar Interface

Your Participation

=] 8;9:;3*‘;";“% » Open and close your control panel
ellings

& MUTED 4H0000000¢ . .
Join audio:

» Choose Mic & Speakers to use
VolP

e Choose Telephone and dial
using the information provided

[Enter a question for staff] Submit questions and comments
via the Questions panel

Webinar Housekeeping Note: Tod ay’S presentation is
N O e being recorded and will be
GoTo\Webinar provided within 48 hours.
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Today’s Speakers

Awaiz Khan, Ruckus Wireless (Chair of the CBSD Test Task Group)

Doug Goedken, Nokia
Idan Raz, AirSpan
Chris Williams, Ericsson
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Wireless Innovation Forum
CBSD Test & Certification Webinar

WG4 CBSD
Ver 1.0.0
30-Aug-2017




Webinar Outline

Introduction: Overview of CBSD test strategy, in light of FCC Part 96 requirements
* FCC requirements & how CBSD testing meets those requirements
» Overview of WIinnForum development activity for CBSD certification: Test spec, Test Code, WinnForum
Approved CBSD Test & Certification program
Test strategy:
» Description of certification strategy
* In-scope / out-of-scope for WinnForum testing
Handling of Domain Proxy
Test case overview and test structure
Test code architecture and test code validation

Example test case from test specification
Walk-through of test case with Mock-SAS code
WinnForum Approved Test & Certification program details
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FCC Requirements

FCC Title 47 - Chapter | - Subchapter D - Part 96

Title 47: Telecommunication

Subpart 0—General Authorized Access
PART 96—CITIZENS BROADBAND RADIO SERVICE

§0E 31 Authorization

Contents §oE. 35 General authorioed access use

Subpart A—General Rules Subpart E—Technical Rules
Gitizens Bmoadband Rado Service Device
Seneral rsdio neguinements
Adoifsoral requiremsants far ¢

Scope.
Definitions.
Eligibility.
Authorization required.
Regulatory status.
£96.11 Freguencies.
£96.13 Freguency assignments.
Subpart B—Incumbent Protection ~Spectrum Access Systam
U ACCess Sysham purposes and Tunchionsity

Protection of federal incumbent users.
fioe gabhedrs] ard relerilicd

Protection of existing fixed satellite service (F35) earth stations in the 3600-3700 MHz Band and 3700-4200 MHz Band.
Operation near Canadian and Mexican borders.
Protection of existing cperaters in the 3650-3700 MHz Band.

o=

aSon. suihenbeastion, and suthonzsthon of Cikmens Sroadband Radio Sennce Devicea

[~ ]
oy h &

whOUn Un un
Pa = =

59 Freguanty SSaagrmsant
|

= T ey
Subpart C—Pric—rity Access EE & .- PECITUT BCCERE ST A
5665 Specinum BCOEES FYSHOT mOmEn
27 authorization. L Spacinum ecress system responsibaibes relabed to pnonty acoees speirum manager bases
25 Prority access licenses.
27 Application window.
29 Competitive bidding procedures.
.31 Aggregation of priority access licenses.
.32 Priority access assignments of authorization, transfers of control, and leasing arangements.

Environmental Sensing Capability

§0E BT Environmenisl sermang capabity

LR R LN LD R G
[ e R R ]

o oo o

AurhorTy: 4T US.C. 154(1), 303, and 307
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WIlnnForum Spectrum Sharing Committee Structure

Forum Chair

Committee Board
Representative

Observers
Government agencies engaged in
the development of the system
(FCC, NTIA,NIST)

Current incumbent users Steering
Researchers and academics with Group

special knowledge and contribution

Operators, users and equipment

providers with no intent to use the Working Group 1
system, but with an interest in topic Operational and

Functional
Requirements

WInnForum Board of Directors

Working Group 2
— T Security
Requirements

Working Group 3 Working Group 4
Protocol Test and
Specification Certification

Working Group 5
Operations

Spectrum Sharing multi-shareholder committee
http://www.wirelessinnovation.org/ssc WIRELESS
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Architecture and Framework created to ensure Incumbent Protection

Incumbent Interference Determination
CBRS-Channel Assignment

SAS 2

b = FCC databases 1
A — ;— - SAS to SAS interface
Priority Access License [ -

Informing Incumbent
Incumbent (when AL Detection: ESC

..applicable N——

SAS to CBSD interface ~‘-—- . I

I
Domain Proxy Incumbent

«..(optional) Detection

‘ (Radar)
|

| |

Priority Access License CBSD |[CBSD | CBSD |CBSD

o ceemmmomness . S
Access Points (e.g., eNB)

(Channel Assigned via Request) W EEsE
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CBRS SAS and CBSD - Architecture

SAS:
CBSD Regjistration
Interference analysis
Incumbent protection
PAL license validation
CBSD channel assignment

CBSD power limits
L

FCC databases

Informing Incumbent
(when applicable

PAL protection
SAS-t0-SAS coordination

Domain Proxy:

» SAS interface security (TLS, certs)

» CBSD message aggregation

» CBSD interface security per
operator requirements

* Interference contribution reporting
to SAS

WhmForum Standards®

Domain Proxy (optional)
—

CBSD1 CBSD2 CBSD3
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= = SAS to SAS interface

Incumbent Detection:

ESC
| - w

= == SAS to CBSD interface

CBSD:

» SAS interface/procedure operation

* Interference contribution reporting
to SAS
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Documents pertaining to CBSD testing

Wireless wvation Forum Document Number WINNF-15-P-0060-V1.0.0

WINN Forum Certification Flow

WINNF-15-P-0060 SSC WG4 Certification
Process

Certification

Test Classification

8
g
g
8
<

ance
10T Vendor
Testing

Evidence

WINNE-17-RFI1-00122-V1.0.0 CBRS CBSD WG4 develops and publishes the test cases.
Test Specification Request for Comment Functional tests to address requirements from FCC and
lor WG1, WG2, WG3

Testing the protocol (messaging) exchanged between the
CBSD/DP and SAS

Test cases leveraged to create test scripts/code for
facilitating execution of the test cases by the test labs.

Published documents available at: hitps://workspace.winnforum.org/higherlogic/ws/public
WIRELESS
INNOVATION
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Standards that comprise Release 1

WINNF-TS-0112-V1.3.0 CBRS Operational and Functional Requirements (in ballot)
WINNF-TS-0065-V1.1.0 CBRS Communications Security Technical Specification
WINNF-TS-0071-V1.0.0 CBRS Operational Security Technical Specification
WINNF-TS-0016-V1.1.0 SAS to CBSD Protocol Specification
WINNF-TS-0096-V1.1.0 SAS to SAS Protocol Specification

WINNF-TS-0061-V1.1.0 SAS Test and Certification Specification (in finalization)
WINNF-TS-0122-V1.0.0 CBSD Test and Certification Specification (in ballot)
WINNF-TS-0245-V1.0.0 PAL Database Specification

WINNF-TS-0022-V1.0.0 CBRS PKI Certificate Policy

WINNF-17-SSC-0002-V2.0.1 WinnForum Recognized CBRS Air Interfaces and Measurements
WINNF-TR-0205 CBRS Protocols Technical Report

Published documents available at:
 https://workspace.winnforum.org/higherlogic/ws/public
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http://www.wirelessinnovation.org/

WIRELESS

INNDVATIDN Home | Knowledge Center | Join | About Us

Events | News | Projects & Committees | Issue Submissions

F DR U M

Member Login

HPP LOGIN SIGNUP

A/
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INNOVATION

ure of radio communicatior

Documents

endar Ballots

B8 Groups

Public Documents

Member Login

Username
Filters [2) All Documents
; Name State Submitter Group o Date # Actions

Password Search by Name
<O B winNng Final Pucker, Lee (SSC) Sp... - 2017-0
Groups

A v WINNF-TR-0205-V1.0.0 CBR... - Final Pucker, Lee (S8C) Sp... - 2017-0..
All Groups

<

SipalDicker oo [SSCisn

| forgot my password

Filtering options available for finding specific file.
ZX
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What is addressed?

CBSD, Domain Proxy and SAS
¢ Citizens Broadband radio Service Device (CBSD): entity communicating with the SAS and meets the general
requirements applicable to all CBSDs and the specific requirements set forth in sections 96.41, 96.43 and 96.45
Domain Proxy: entity communicating with the SAS on behalf of multiple individual CBSDs or networks of CBSDs.

Spectrum Access System (SAS): authorizes and manages use of spectrum for the Citizens Broadband Radio
Service in accordance with Title 47 CFR Part 96 subpart F.

CBSD Registration Processing

« How a CBSD registers with a SAS, including owner registration, professional installer registration and CBSD
registration.

Spectrum Grant Request Processing
« How a CBSD requests and relinquish grants, and how grants are reassigned or terminated.

CBSD Measurement Reporting
¢ CBSD measurements of their local interference environment, and reporting data back to the SAS.

Certified Professional Installer Training Program Approval Standard
¢ Guidelines for adoption of uniform industry working standards and curriculum required to be consistent with the
protection of spectrum, both licensed and GAA, for sharing in the 3550-3700 MHz band.
Communications Security
« The communications security policies governing SAS and CBSD communications interfaces.

WIRELESS
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CBSD needs to be registered

User Registration Process (includes a secure
mechanism for CBSD-User association)

Before a CBSD can begin channel
allocation requests with the SAS, the et oo Tatera b o et

CBSD must be registered with the SAS. e Interface [ tenr
User Registration ID, authentication to SAS Registration
credentials, etc Information

User Registration
CBSDs must be associated with a user
The user is required to pre-register (enroll)
with the system 1
The user may be the owner, the deployer, or CBSD Information (SIN, FCC ID, Location, etc)

the manager of the CBSD(s). CP provided information Front End

- Interface
<only for CBSDs Prof lly Installed>
nly for rofessionally Installe o SAS

User Entered Data

. . g cBSD
CBSD Registration cBsDiD Information
* The CBSD must register with the SAS and Only for CBSD's professionally installed.
provide installation details. CBSD SN & FCC ID, CPIDL

Front End
Interface
to SAS

i i . +_ Antenna parameters, Location, etc

* The CBSD is either user installed or

; fi H " Note: CPI information can be entered into
installed by a Certified Professional Installer e o el el e iforam n s

(C P I) Professional acceptable.
Installer

WIRELESS
INNOVATION
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Who can install the CBSD?

» Userinstalled CBSDs:
» Category A CBSDs can be installed by a user or an authorized associate or employee of the user.
* To be userinstalled, the Category A CBSD must:
* Be capable of automatically determining its location (GPS) and provide the location information as part of the
CBSD registration process
Operate at the maximum power level, or lower, specified for a Category A device (30dBm/10MHz EiRP)
Have an antenna height <6 meters above average terrain, when installed outdoors

* Professionally (CPI) installed CBSDs:
» All Category B CBSDs.
Category A CBSDs unable to automatically determine their location (GPS) accurately enough to meet the FCC
Rules.
* Forinstance, not capable of automatic determination of their location, either by design or due to
disadvantaged placement.
Category A device located outdoors with an antenna height >6 meters above average terrain

Any Category A CBSD requiring antenna information (gain, pointing direction).

CPIs must pass a certification program to be registered in a centralized database, accessible by all SASs. This
will provide the installer with a system wide unique CPI Identifier and a method to authenticate the Installer when

accessing the CPI account. WIRELESS

INNOVATION
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CBSD state transitions
From “WINNF-TS-0016-V1.1.0 SAS to CBSD Technical Specification”

Registration

Req Failure » SAS/CBSD operation is managed by two state machines
» Both state machines reside in CBSD and SAS

Unregistered — > Registered » CBSD Registration state machine

e CBSD begins in an Unregistered state and enters the Registered state
once all of the required registration parameters have been provided to
the SAS (either directly or entered via an SAS interface).

Deregistration Only one instance of registration state machine

BSD in Regi f i f
CBSD Registration State Diagram gllo%ati?nu?;[otr)r? |SnASeg|stered state before requesting a frequency

CBSD may deregister itself or be deregistered by the SAS for a variety
e e (it of reasons.
time not extended

* CBSD Grant state machine

Grant is the mechanism used by the SAS/CBSD to authorize a CBSD to
operate over a certain frequency range at a certain power level for a
certain period of time

Multiple instances of grant state machine
Enables multi-band/carrier CBSDs

Grant State machine manages CBSD requests, grant allocations, grant
pr maintenance, frequency reassignments, suspension/termination due to
e rkert gt et incumbent detection, grant relinquishment
or ORED durepiatersd CBSD radio is only transmitting in the Authorized state
CBSD Grant State Diagram

WIRELESS
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SAS-CBSD Procedures

SAS Discovery Procedure
Authentication Procedure

CBSD Reqistration Procedure

CBSD Spectrum Inquiry Procedure
CBSD Grant Procedure

CBSD Heartbeat Procedure

CBSD Grant Relinquishment Procedure
CBSD Dereqistration Procedure

1.
2.
3.
4.
5.
6.
1.
8.

Each procedure consists of a request from the CBSD and a response from the SAS.

SAS-CBSD protocol is based on the HTTPS (HTTP over TLS)

WhmForum Standards®
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SAS-CBSD Procedures (1 of 2)

SAS Discovery Procedure

SAS provides services using IPv4, optionally IPv6
SAS Administrators provide URLs for the CBSDs/Domain

Authentication Procedure

TLS-v1.2 is used to perform authentication

CBSD/Domain Proxy initiating the TLS connection authenticates with the SAS, and the SAS
authenticates with the CBSD/Domain Proxy

All message exchanges involving communication between a CBSD/Domain Proxy and the SAS are
performed in an established TLS connection

CBSD Reqistration Procedure

WhmForum Standards®

CBSD indicates to a SAS its intention to operate.

CBSD provides a fixed location, unique identifiers (e.g., owner information, device information), Group
membership, and radio-related capabilities.

A successful registration procedure concludes with the SAS providing a unique identifier for that CBSD.

Successful registration implies a validation by the SAS that the CBSD has been FCC certified and
confers on the CBSD the right to be authorized by the SAS to operate in accordance with a Grant.

WIRELESS
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SAS-CBSD Procedures (2 of 2)

CBSD Spectrum Inquiry Procedure
» Optional procedure that the CBSD may initiate any time after receiving a cbsdld
» Allows Registered CBSDs to request information on available channels

CBSD Grant Procedure

» Authorization provided by a SAS to a CBSD, subject to a Heartbeat exchange, to transmit using
specified operating parameters.

* Once issued, a Grant’s operating parameters (e.g. EiRP, channel) are not changed; if new or modified
operating parameters are required, a new Grant must be obtained.
CBSD Heartbeat Procedure
» CBSD informs the SAS its need to access the allocated spectrum for the specified grantid
» CBSD initiates this procedure any time prior to the expiration of the Heartbeat Interval timer.
* SAS is allowed to suspend or terminate the Grant

CBSD Grant Relinquishment Procedure
 The CBSD terminates radio operation associated with a specific Grant.

CBSD Dereqgistration Procedure

 When the CBSD determines it should deregister from the SAS, it shall cease transmission associated
with any Grants and then send a DeregistrationRequest

* The SAS marks the CBSD as Unregistered, removes any existing Grants. WiRELESS

INNOVATION
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SAS-CBSD interface message summary
Messages apply to both CBSD and Domain Proxy

Procedure
CBSD Authentication
CBSD Registration

CBSD Spectrum
Inquiry

CBSD Grant

CBSD Heartbeat

CBSD Spectrum
Relinquishment

CBSD Deregistration

WhmForum Standards®

TLS messages

Registration Request
Registration Response

Optional
Spectrum Inquiry Request
Spectrum Inquiry Response

Grant Request
Grant Response

Heartbeat Request
Heartbeat Response

Relinquish Request
Relinquish Response

Deregistration Request
Deregistration Response

CBSD establishes a TLS session with SAS

CBSD provides information to the SAS for
purpose of registering. CBSD must register prior
to requesting access for spectrum

CBSD asks the SAS what spectrum may be
available

CBSD request access to an amount of spectrum
and SAS will respond

CBSD informs SAS it is still using the allocated
spectrum. SAS can respond whether CBSD can
continue, suspend operation or terminate
operation

CBSD informs SAS it no longer needs to access
the spectrum associated with the given Grant

CBSD informs the SAS its request to have its
registration deleted

Slide 22
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CBSD can initiate a registration

CBSD is registered with the SAS

CBSD obtains information that will
assist it in requesting spectrum

Upon successful response, the
CBSD can operate its radio

Depending on the response, the
CBSD can continue operating or
needs to stop transmitting on
specified Grant

CBSD stops using the spectrum

CBCD is no longer registered with
the SAS. It is not transmitting.

WIRELESS
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SAS-CBSD interface basic operation per WinnForum specifications
CBSD

Registration Request (userld, fccld, chsdSerialNumber, callSign, chsdCategory, CBSD initiates registration

SAS accepts
registration, informs
device it can initiate
spectrum request

SAS confirms request
and provides
operational conditions

SAS responds and
provides new updates

WhmForum Standards®

cbsdinfo, airlnterface, installationParam, measCapability, groupingParam)

Registration Response (cbsdld, measReportConfig, response)
Spectrum Inquiry Request (cbsdld, inquiredSpectrum, measReport)
Spectrum Inquiry Response (cbsdld, availableChannel, response)

Grant Request (cbsdld, operationParam, measReport)

Grant Response (cbsdld, grantld, grantExpire Time, heartbeatinterval,
measReportConfig, operationParam, channelType, response)

Heartbeat Request (cbsdld, grantld, grantRenew, operationState,
measReport)

Heartbeat Response (cbsadla, grantld, transmitExpireTime, grantExpireTime,
heartbeatinterval, operationParam, measReportConfig, response)

Relinquishment Request (cbsdld, grantid)
Relinquishment Response (cbsdld, grantld, response).
Deregistration Request (cbsdld)

Deregistration Response (cbsdld, response)

Copyright © 2017 Software Defined Radio Forum, Inc. All Rights Reserved

with SAS

Optional message for CBSD to
enquire about available spectrum

CBSD initiates request for spectrum

CBSD initiates heartbeat

CBSD activates radio and repeats heartbeat for
spectrum access. If the response is “Suspend”,
“Terminate”, the CBSD must cease transmission
within 60 seconds after Transmit Expire Timer

CBSD no longer needs spectrum, remains in
“Registered” state but grant is no longer valid

WIRELESS
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CBSD will require to re-register to
gain access to spectrum again




O.

160 —199:
200 — 299:
300 — 399:
400 — 499:

500 — 599:

WhmForum Standards®

Response Codes

SUcCCess

general errors related to the
SAS-CBSD protocol

error events related to the
CBSD Registration procedure
error events related to the
Spectrum Inquiry procedure
error events related to the
Grant procedure

error events related to the
Heartbeat procedure

Copyright © 2017 Software Defined Radio Forum, Inc. All Rights Reserved

responseCode Value INETE

Slide 24

0
100
101
102
103
104
105
200
201
300
400
401
500
501
502

SUCCESS

VERSION
BLACKLISTED
MISSING_PARAM
INVALID_VALUE
CERT_ERROR
DEREGISTER
REG_PENDING
GROUP_ERROR
UNSUPPORTED_SPECTRUM
INTERFERENCE
GRANT_CONFLICT
TERMINATED_GRANT
SUSPENDED_GRANT
UNSYNC_OP_PARAM

WIRELESS
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Message Encoding and Transport

HTTPS (HTTP+TLS) is used for communication between
servers (SAS) and clients (CBSD)

A SAS-CBSD message is encoded using JSON (JavaScript
Object Notation)

A parameter value can be one of the primitive JSON data
types, i.e., string, number, boolean, array, or object.

If a parameter is an object, a name for the object is given
and a separate table describes parameters in the object.

Each parameter is indicated as “Required”, “Optional” or
“Conditional”:
“Required”: Parameter shall always be included in the message.
“Optional”: Parameter may be included in the message.
» “Conditional”: Parameter shall be included in the message, if and
only if the specified conditions are satisfied.
A JSON array in a message can contain a single or multiple
requests or responses associated with a CBSD or different
CBSDs with a Domain Proxy

Slide 25
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Example JSON-encoded SAS-CBSD message
{
“registrationRequest”: {
“feccld”: “abcl23”,
“cbsdCategory”: “A”,
“callSign”: “CB987”,
“userld”: “John Doe”,
“airinterface”: {
“radioTechnology”: “E_UTRA”
}
“cbsdSerialNumber”: *“abcd1234”,
“measCapability”: [
“RECEIVED_POWER_WITHOUT_GRANT”

“installationParam”: {
“latitude”: 37.419735,
“longitude”: -122.072205,
“height”: 6,

“heightType”: “AGL”,
“indoorDeployment: true
}

“groupingParam”: [

{ “groupld”’: “example-group-1",
“groupType”: “INTERFERENCE_COORDINATION™ },
]

WIRELESS
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CBRS Communications Security per WinnForum requirements

From “WINNF-TS-0065-V1.1.0 CBRS Communications Security Technical Specification”

* The WInnForum COMSEC Technical Specifications defines all the
communications security polices required to provide Authentication, CBRS RoolCA pe—
Authorization and Encryption for messages exchanged within the
whole end to end CBRS eco-system based on industry well known \
protocols and infrastructures (TLS and PKI). Y

\
Our Current CBSD security design is based on the COMSEC TS. SASE’;“% Prfssinl CBSD Wandacurerl) - 1oAS Proie

Ingtaller CA CA CA
CBSDs use TLS1.2 to establish Authenticated and Encrypted
communications channel with the SAS. Y

to the SAS.

This TLS connection secures only the SAS-CBSD interface.
Independent security measures and techniques are needed to secure
other interfaces like LTE S1 Control , User and management

interfaces.
Domain Accredited PAL
CBSDs and SASs digital certificates are issued by dedicated i
Certificate Authorities certified by a CBRS Root CAs designated by
the Industry.

This approach allow each CBSD to have its own encrypted channel e istler

Ll_
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CBSD Test Case / Code Development Milestones

25 Aug WINNF-17-RFI-00122-V1.0.0 CBRS CBSD
Test Specification Request for Comment
«  WINNF-TS-0122-V1.0.0 CBSD Test and Certification Specification
ballot start

Webinar: CBSD Testing - Overview, Strategy and Demonstration

FCC OET comments on RFI
Test Code Development Complete

WINNF-TS-0122-V1.0.0 CBSD Test and Certification Specification Ballot
resolution begin

Test Code Verification Complete
Test Code delivery to OET/Test Labs

WINNF-TS-0122-V1.0.0 CBSD Test and Certification Specification Ballot
resolution complete

Test Labs Certification Ready
First PAG TCB Enquiry to OET

WIRELESS
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CBSD Test Strategy

INNOVATION
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WilnnForum CBSD Test Strategy

KDB 940660 D01 Part 96 CBSD v01 outlines two aspects
required for certification under Part 96:
1. Demonstrating compliance to specific RF requirements and limits
2. Demonstrating compliance to rules governing the connection and
interaction between the CBSD and SAS
WInnForum addresses second aspect only, verifying:
* Proper implementation of the SAS-CBSD protocol, according to
WIinnForum specification, and
* Proper CBSD behavior in interactions with the SAS
WinnForum test report demonstrates CBSD compliance to all
rules governing the connection and interaction with SAS.

‘CBRS‘ Slide 29
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WInnForum Deliverables for CBSD Certification

WinnForum SSC WG4 will provide the following deliverables
to aid with FCC Certification of CBSDs:

1. Test specification to demonstrate compliance to SAS-CBSD protocol
and CBSD behavior, as required by WIinnForum specifications

2. Test code implementation of CBSD Test Harness, emulating SAS to
complete test cases from the test specification

INNOVATION
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Test Case Development Flow

Test case & test code development is ultimately based upon
demonstrating compliance to non-RF Part 96 requirements

Derived Test Case Test Case

Requirements Requirements Definition Implementation

| CBRS CBRS
Operational and Architecture and CBSD Test
Part 96 Functional Certification Code
Requirements Specification

WINNF-TS-0112 WINNF-TS-0122

WGH1 WG4 WG4

|

Wireless Innovation Forum
ACtIVItIeS WIRELESS

INNOVATION
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Test Approach

WIinnForum has taken a black-box approach to testing CBSDs:
 CBSD uses normal operational software (not test mode). Minimal
additional functionality to support WinnForum test cases.
* Monitoring of external interfaces to verify protocol and behavior:
« SAS-CBSD interface
* RF interface
« Testing is air-interface technology agnostic

 RF conformance (EIRP, spectral mask, etc.) left to separate FCC
OET procedures

INNOVATION
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WinnForum CBSD Test Scope

The following items are in-scope for WinnForum CBSD testing:

1. Testing of SAS-CBSD protocol, and CBSD behavior under SAS
control

2. Stand-alone CBSD, or CBSD under supervision of Domain Proxy

The following items are out-of-scope for WinnForum CBSD
testing:
1. Radio conformance to RF limits are left to normal FCC OET
procedures.

2. Specification of particular RF test equipment used in WIinnForum
CBSD testing

.CBRS‘ Slide 33
W rum S
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Test Harness and Setup

WInnForum test setup shown at right:
UUT is CBSD or Domain-Proxy + CBSD et
Test Harness (“Mock-SAS”) simulates SAS to
exercise SAS-CBSD interface and controls UUT for SAS-CBSD
each test case interface
Test Harness implemented by WinnForum to run all nit.
test cases Under-Test

RF test equipment monitors CBSD RF interface to CBSD RF

determine whether: interface
UUT is transmitting within its grant o Test
UUT ceases transmission within requisite time upon Equipment
certain events ) " —
Does NOT perform calibrated RF measurements
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Test Case Overview

Test specification provides test cases for each protocol
message in the SAS-CBSD protocol:

» Registration & Deregistration processes

» Spectrum Inquiry, Grant, and Relinquishment processes

* Heartbeat process

 Measurement Report procedure

For each process, success and failure test cases are
included, such as:

« Suspension or Termination of in-service grant by SAS

o« SAS-CBSD communications failure

Specific test cases with multiple CBSD are provided for
Domain Proxy, if present.
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Domain Proxy

The Domain Proxy is a logical entity
that can represent one or more CBSD
to the SAS

Domain Proxy is an optional element.
If vendor implements:

Domain Proxy + CBSD must meet Part 96 Domain Proxy
in same manner as stand-alone CBSD e optional)

Domain Proxy + CBSD are certified l_tiﬁ%
together k4

] ] CBSD CBSD CBSD CBSD
CBSD may only operate with Domain —— ) ) s

Proxy with which it has been certified

INNOVATION
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Testing With Domain Proxy

WinnForum testing with Domain Proxy:
» Test cases for CBSD also apply to Domain Proxy + CBSD
Some additional test cases specifically address Domain Proxy

Test harness will support both stand-alone CBSD and CBSD with
Domain Proxy
Test cases for Domain Proxy include 2 CBSD

INNOVATION
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Test Code Development and
Maintenance




N

WhmlForum Standare

¥

Overall Approach

Test Harness Software

Copyright © 2017 Software Defined Radio Forum, Inc. All Rights Reserved

SAS-CBSD
interface UuT

(CBSD/DP)
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Test Harness Components (1)

Test Harness Software

Copyright @ 2017 Software Defined Radio Forum, Inc. All Rights Reserved

SAS-CBSD
interface UuT

(CBSD/DP)
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Test Harness Components (2)

Test Harness Software

oS EEm EEm EEE B EEN EEE BN NN EEE NN EEE SN BEE SN BEm B EEn B Eae By

Each step in csv \ . . .
testcaseXXX.csv references a .json file .json files TC definition contained in .csv

| (1 Registration json 'Each json file contains details file and associated .json files.
l
l
\

I
Spectruminguiry.json of protocol Request/Response | Each TC has separate .csv file
Grant.json for one step in the test case I definition.
|

Heartbeat.json | These files are NOT TO BE
Heartbeat_rcode500.json ) | U MODIFIED.

< /

D L - e . e . e o e . .

SAS-CBSD
interface UuT
(CBSD/DP)

Ny
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Test Harness Components (3)

Test Harness Software

oS EEm EEm EEE B EEN EEE BN NN EEE NN EEE SN BEE SN BEm B EEn B Eae By

Each step in csv \ . . .
testcaseXXX.csv references a .json file .json files TC definition contained in .csv

file and associated .json files.

I
Spectruminguiry.json of protocol Request/Response | Each TC has separate .csv file
Grant.json for one step in the test case I definition.
|

Heartbeat.json | These files are NOT TO BE
Heartbeat_rcode500.json ) | U MODIFIED.

! r

| . Registration.json Each .json file contains details
I

!

\

\ /

D L - e . e . e o e . .

SAS-CBSD
interface UuT
(CBSD/DP)

' . Configuration specific to
Config.xml ; I the lab and UUT.

Lab-specific config (i.e. IP UUT-specific config (i.e. These are the only files to
address, certificates, etc.) fceld, serialNumber, etc.) be modified by test lab.

| ¢
WIRELESS
ZX <
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Test Harness Components (4)

Test Harness Software

oS EEm EEm EEE B EEN EEE BN NN EEE NN EEE SN BEE SN BEm B EEn B Eae By

Each step in csv \ . . .
testcaseXXX.csv references a .json file .json files TC definition contained in .csv

l file and associated .json files.
SpectrumInquiry.json of protocol Request/Response | Each TC has separate .csv file

I

|

definition.
These files are NOT TO BE
MODIFIED.

Grant.json Lfor one step in the test case
Heartbeat.json C
Heartbeat_rcode500.json ) | U

! r

| . Registration.json Each .json file contains details
I

!

\

\ /

D L - e . e . e o e . .

Detailed

’ SAS-CBSD
logging of gll Test Log interface UuT
TC messaging

& pass/fail iz (CBSD/DP)

summary

' . Configuration specific to
Config.xml ; I the lab and UUT.

Lab-specific config (i.e. IP UUT-specific config (i.e. These are the only files to
address, certificates, etc.) fceld, serialNumber, etc.) be modified by test lab.

| ¢
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Test Code Development and Verification

Test code is developed within WinnForum SSC WG4 CBSD
Work Group by multiple CBSD vendors

Test code written in Python, code maintained in Wireless
Innovation Forum GitHub repository

Test code implements test cases as presented in WINNF-
TS-0122 Test Specification

Code for each test case is implemented by one CBSD
vendor and verified by at least two other CBSD vendors
participating in the Work Group, prior to release
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WIinnForum CBSD Test Code Validation Method

WhmForum Standards®

CBSD Vendor(1)
w4 Verification Testing
of the Test Code

Complete
Move the test . ;
Test Code Code to et G (B @t Review of

K to WinnForum Comments for
Development GitHub as Member Review Test Code

version 1

Version 1

CBSD Vendor(2)
Verification Testing
of the Test Code

Move the test
Code to
GitHub as
Version +1

Verification testing of the test code (step 3, step 4) needs to be done by a CBSD
vendor different than the test code developer (step 1).

Numbering of Test Codes will match the test case section number in WINNF-TS-
00122 CBRS Architecture Test and Certification Specification.

Track Sheet for each test code going through the steps.

Test code verification implicitly includes Mock-SAS Engine code verification.
Issues tracked in GitHub
Bi-Weekly Ticket Scrub

Final code maintenance to done by jointly with CBRS Alliance Test and Cert Group

*
Change Requests
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GitHub Repository

L Wireless-Innovation-Forum / Citizens-Broadband-Radio-Service-Device ©Owatch> | 16 | | FStar | 2 | YFork 2
<> Code Issues 22 Il Pull requests 0 Projects 0 Wik L+ Settings Insights =

Branch: master = Create new file = Upload files = Find file = History

Citizens-Broadband-Radio-Service-Device / CBRS_Mock_SAS_Python_Master /

Idan Raz Initial commit Latest commit a12d414 13 days ago

m cbrsPython Initial commit 13 days ago
B certificates Initial commit 13 days ago
B8 jsonExpectedFolder Initial commit 13 days ago
B testFiles Initial commit 13 days ago
£l .gitignore Initial commit 13 days ago
E] .project Initial commit 13 days ago

E] .pydevproject Initial commit 13 days ago

4"§ WIRELESS
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Anatomy of

Test Harness CBSD
Reg _Re

Example test case: Reg_Resp
\g_\’

CBSD begins in unregistered state soecing Re

CBSD triggered to start transmission process W
CBSD follows through protocol steps with Grant_Re

SAS to start transmission —CrantResp |

CBSD starts from
unregistered state

Test harness simulates SAS responses to ‘w/
CBSD, ensuring CBSD adheres to protocol — HBResp

Test harness introduces stimulus as called BRI — StartRF Tx

for in test case (e.g. TERMINATE_GRANT in W
Heartbeat Response message) ~GRANT)

Time to
RF test equipment measures time to stop } cease Tx

—>

transmission from trigger condition SAS-CBSD Cease RF Tx
|nterface WIRELESS

‘ ‘ INNOVATION
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Test Harness Engine Requirements

Test Harness Engine uses Python 2.7 code and can run on
Windows 7 and Windows 10 Operating Systems running on
standard PCs

Test lab wishing to run the Test Harness Engine needs to
Prepare a PC with windows 7 or Windows 10

Install Python 2.7 and relevant packages — all available for free
download from public internet

Download the Test Harness from WinnForum GitHub repository

INNOVATION
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Running Test Harness in Lab

Each test case required for certification in WINNF-TS-0122 has in
the Test Harness corresponding CSV and JSON files
Test Lab technician does not need to edit or modify the existing
CSV and JSON files — this is prepared by WinnForum and
maintained in GitHub
Test lab technician running Test Harness needs to configure a few
XML files that define
General parameters of the Test Harness environment (IP address, port
number, etc.)
CBSD UUT parameters for Registration (CAT A/B, CBSD FCC ID, CBSD
Serial Number etc.)

‘CBRS‘ Slide 49
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Running Test Harness in Lab

Test Lab technician opens a Command Window and is activating
the Test Harness Engine

Test Lab technician inputs in the Command Window the relevant
test case name from WINNF-TS-0122 which activates the relevant
CSV and JSON files in Test Harness Engine

CBSD/Domain Proxy UUT runs the relevant messages with Test
Harness Engine

Test Harness Engine provides a PASS/FAIL result for the test and
stores relevant logs of SAS<->CBSD protocol messages and test
seguence execution

Test Lab technician inputs in the Command Window the next test
case for CBSD/Domain Proxy UUT

‘CBRS‘ Slide 50
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Example XML Configuration File for Test Harness General Parameters

<?xml version="1.0"?><cbrsParams>
<jsonsRepoPath>\jsonExpectedFolder\</jsonsRepoPath>
<testRepoPath>\testFiles\</testRepoPath>
<hostlp>90.0.0.114</hostlp>
<port>5000</port>
<heartbeatLimit>30</heartbeatLimit>
<pemkFilePath>\certificates\flaskcertl.pem</pemFilePath>
<keyFilePath>\certificates\flaskcbsdiot.key</keyFilePath>
<caCerts>\certificates\cacertidanl.pem</caCerts>

</cbrsParams>

. ‘ INNOVATION
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Example XML Configuration File for CBSD Parameters

<?xml version="1.0" encoding="UTF-8"?>
<cbrsParams>
<secondsToAddForGrantExpireTime>3000</secondsToAddForGrantExpireTime>
<secondsToAddForTransmitExpireTime>1200</secondsToAddForTransmitExpireTime>
<registrationParams>
<userld>${maximumLength:128}</userld>
<fccld>${maximumLength:128}</fccld>
<cbsdSerialNumber>78DADA12</cbsdSerialNumber>
<cbsdCategory>"$or":["A","B"]</cbsdCategory>
<airinterface>
<radioTechnology>${maximumLength:128}</radioTechnology>
</airInterface>
</registrationParams>
</cbrsParams>

WIRELESS
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Running Test Cases

c :nPython2?>python c:“~CBRS_Mock_SAS_16_Aug~chrsPython—masterschrsPython“controllerssstartOfProject.py e .
Please enter a csv file path that include the test you request to run {pay attention insert the csv file without the csv suff Activating Test Harness Engine
ix) in Command Window
TERFNATED_GRANT N

_G ps Selecting Test Case to run

?

ﬁguld you like to add the test to specific folder ? (select yez or nod “TERMINATED_GRANT_HB
the selected test from the user is ! TERMINATED_GRANT_HB
#* Running on https://?0.08.0.114:5888- (Press CTRL+C to quit»
CBSD sent registration Request
validation passed successfully. the engine sent pegistration Response
90.8.8.27 - - [20/0ug/20817 23:56:321 "POST ~u2_Brregistrations HITP-1.1" 208 -
CBSD zent spectrumlnguiry Request
ualidation passed successfully, the engine sent spectrumlnguiry Response *

CBRS/Domain Proxy UUT
runs the relevant messages

ggsg gegz ;P;n£2gggﬁgggﬁi7 23:56:321 YPOST Av2.Br/spectrumlnguirys HITPA1.1" 2688 - with the Test Harness Engine
validation passed successfully, the engine sent grant Response
A.8.27 - - [2B8/0ug-20817 23:56:321 "POST ~v2.@-grants HITP-1.1" 288

v. the engine sent heartheat Response
A.8.27 - - [208/Aug-s2817 23:56:331 "POST ~sv2.Brheartheats HITP-/1.1" 288

CBSD sent heartheat Reguest

validation passed successfully, the engine sent heartheat Response

70.8.8.27 - - [2B/0ug-2017 23:58:331 "POST ~v2.B-heartheat, HITP-1.1" 288

CBSD sent heartheat Request

validation passed successfully., the engine sent heartheat Response

78.0.0.27 - - [21/Aug/2017 BA:00:331 “"POST ~v2._B/heartheat, HITP,1.1" 288 —

arrived to nstep starting guestion answer session with the technician

the gquestion iz : CBSD 2 stopped transmiszsion and iz in Registered state? please choose one of the answers :

Y

n

Y
for the guestion : CBED 2 stopped transmission and is in Registered state? . the user choose vy
ithe guestion is :© CBSD 1 continues to transmit? please choose one of the answers =

4
n

Y

for the question : CBSD 1 continues to transmit? . the user choose y

the additional comments for the current test are : [EAIL Result for
comment for CBSD vendor . B
The final result of the test : TERMINATED_GRANT_HB is — passed the additional comments for the current test are : comment fon 51 L.ase

CBSD vendor

lf'lease enter a csv file path that include the test you reguest to run (pay attention insert the csv file without the csv suff * Selecting next test

ix) ce tn
. case to run
or guit to close .

WIRELESS
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Test Harness Overall PASS/FAIL Summary

& C | 192.168.56. 100550134

DEFECTS 1 defect toral

n the server shot down because | ERROR - An Error
oceurred while comparing between actual and expected
requestin the json : idanSderegZ json

KUNIT 1 iterns total

|dandemo Saug —

TEST RUN Started 10/08/2017 at 17:26:21

2

Cases in 8m 395 190ms
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ENVIRONMENT

FEATURES 1 items total

wyithout feature [ 1

REPORT STATS Alure Test Pack

Data size:

Latest =

) _ Generated in:
Allure's wersion 899ms
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Test Harness Example of Test Case Message Logging

[=] TERMINATED_GRANT_HE_2017_08_20_23 56_18log ml
i INFO: 03/20/2017 11:56:15 PM the selected test from the user is : TERMINATED GRAWNT HE
INFO: 0OS5/20/2017 11:56:32 PM registration redquest from CERS HE
regisctrationRegquest™: [
i

fairInterfacef™: |
"radioTechnology™: "E_TTRALT

Y

"oallS3ign™: "Airspanf#lsystem™,

"obhsdCategory ™ AT,

"ochesdSerialNunber®™: "7eB1ES17472CM,

"focIdT: "Rirspan—-LTE44™,
fuserId”™: "Lirspan-radiolZlz"T

MoairInterface™:

"radioTechnology™: "E_TUTRALT

Y

"oall3ign™: "Rirspanf#lsyscem™,
"obhsdCategory™: BT,
echsdSerialMubher™: "7SDADLAIZ'™,

"focld': "Airspan-LTE44™,
fuserIdf™: "bLirspan-radiolzlZ™

H
INFO: 08202017 11:56:32 PM engine sent successfully, the response to CEBER3I
"registrationResponse™: [
i
fohsdIdT: "Airspan-LTE44Mock-SAST76E1EGL17472C,
fresponseT: {
fresponseCode™: 0O

3 WIRELESS
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CBSD Test Program
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WinnForum Approved CBSD Test Program for FCC Authorized Test Labs

WinnForum plans to collaborate with CBRS Alliance to approve Test Labs
to test conformance to WinnForum Specification

» The program will be built on existing collaboration agreement

» Agreement will require that testing be open to all applicants, not just CBRS Alliance members

» Testing will be against WinnForum CBSD Test Specification and maintain the inherent technology
neutrality

Final agreement will allow CBSD vendors to state that they are “Compliant with WinnForum CBRS
Standards” and/or are “WIinnForum CBRS Certified”

The goal is to have all the Part 96 compliance tests (RF+Protocol) to be
completed such that TCB post report review can initiate PAG inquiry to
OET for device authorization

The CBRS Alliance managed WinnForum Test Program will include
periodic audits for the test labs to assure testing standards are met

» Post completion of program definitions it will be made available for FCC/OET review prior to
implementation

A nominal fee will be charged by CBRS Alliance to maintain this program
‘SEEH ‘ INNOVATION
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Definitions

CBSD Test Standard

» Standard defining how a Test Lab/CBSD OEMs can be approved to run a CBSD Test program
for FCC certification

* Includes a curriculum standard defining the requirements necessary for conducting non-RF
Part 96 compliance tests by the test labs

Approving Body
 Entity that approves a Test Administrator to offer Part 96 CBSD compliance test services
CBSD Test Administrator

 Entity that subscribes to CBRS Alliance Test program to execute tests for e.g. FCC approved
Test Labs

CBSD Test Program

» Maintenance procedures followed by approving body. These are the procedures required for
things like record keeping of program subscribers and maintenance of publically available test
specifications and test code

WIRELESS
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CBSD Test Program Development Process

Published for
» FCC/OET
approval process

Maintained by CBRS Alliance Test and
Certification group

INNOVATION
Slide 59




WInnForum approved CBSD Test Program

Records on participating programs
° Common portable credentialing
1 iFi 1 process
CBRS Alliance Test and Certification P oeams global database of current
participating Test Labs
N Interacts with WinnForum for test lab
compliance requirements

Applications submitted Approval and ongoing accreditation of external Test Labs

for accreditation

A 4

CBSD Test Administrator Test adminitrators can only be FCC

accredited test labs.
(e'g' Test Labs) Test lab executes all the required tests

and interacts with TCB to ensure all PAG
requirements are met

WIRELESS
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Appendix
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Example Test Case with Test Harness (Mock-SAS)

Example Test Case from WINNF-TS-0122

Conformance and Performance Test Technical Specification;
CBSD/DP as Unit Under Test (UUT):

 section 6.4.4.2.2

 Test Case identifier: WINNF.FT.C.HBT.43

« Test Case name: Heartbeat responseCode=500
(TERMINATED_GRANT) WINNF testing with Domain Proxy
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Example Test Case with Test Harness (Mock-SAS)

Step #1.:
Ensure the following conditions are met for test entry:
DP has two CBSD registered successfully with test harness

Each CBSD {1,2} has a valid single grant as follows:
« valid cbsdld = Ci, i={1,2}
« valid grantld = Gi, i={1,2}
» grantis for frequency range Fi, power Pi
Both CBSD are in AUTHORIZED state and transmitting within their granted bandwidth on RF interface

Step #2:

DP sends a Heartbeat Request message for each CBSD. This may occur in a separate message per CBSD,
or together in a single message with array of size 2.

Ensure Heartbeat Request message is formatted correctly for each CBSD, including, for CBSDi i={1,2}:
cbsdld =Ci, i ={1,2}

grantld = Gi, i ={1,2}
operationState = “AUTHORIZED”
Result for Step #2: PASS or FAIL

WIRELESS
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Example Test Case with Test Harness (Mock-SAS)

BACK
Step #3:

If separate Heartbeat Request message was sent for each CBSD by the DP, the test harness shall respond to each
Heartbeat Request message with a separate Heartbeat Response message.

If a single Heartbeat Request message was sent by the DP containing a 2-object array (one per CBSD), the test
harness shall respond with a single Heartbeat Response message containing a 2-object array.

Parameters for each CBSD within the Heartbeat Response message should be as follows, for CBSDi:
cbsdld =Ci
grantld = Gi
For CBSD1:
¢ transmitExpireTime = current UTC time + 200 seconds
* responseCode =0
For CBSD2:
¢ transmitExpireTime = T = current UTC time
responseCode =500 (TERMINATED_GRANT)

WIRELESS
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Example Test Case with Test Harness (Mock-SAS)

Step #4.
After completion of step 3, test harness shall not allow any further grants to the UUT.

If CBSD sends further Heartbeat Request messages for CBSD1, test harness shall respond with a Heartbeat
Response message with parameters:

cbsdld =C1

grantld = G1

transmitExpireTime = current UTC time + 200 seconds
responseCode =0

Step #5:

Monitor the RF output of CBSD2. Verify:

CBSD2 shall stop transmission within bandwidth F2 within (T + 60 seconds) of completion of step 3
Result for Step #5: PASS or FAIL

WIRELESS
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Example Test Case with Test Harness (Mock-SAS)

Configuring Test Harness (Mock-SAS) :

Mock-SAS needs to be configured with the following files:

» XML configuration file with the CBSD parameters required for Registration Request
* JSON files with desired Request/Response messages according to the test steps

» CSV filelisting the JSON files in the order of the messages between Domain Proxy/CBSD UUT
and Mock-SAS

Preparing JSON files in Mock-SAS:

Step #1 of the test case specifies that Both CBSD are in AUTHORIZED state and transmitting
within their granted bandwidth on RF interface.

For this the following JSON files are prepared in Mock-SAS:

* Registration Request/Response JSON file with response code = 0 and relevant parameters

* Spectrum Inquiry Request/Response JSON file with response code = 0 and relevant parameters
* Grant Request/Response JSON file with response code = 0 and relevant parameters

» Heartbeat Request/Response JSON file with response code = 0 and relevant parameters

‘ ‘ INNOVATION
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Example Test Case with Test Harness (Mock-SAS)

Step #2 of the test case specify Domain Proxy UUT sends Heartbeat Request. BACK

Step #3 of the test case specify that Heratbeat Response will have response code =
500 (TERMINATED_GRANT)

For this the following JSON files is prepared in Mock-SAS:

 Heartbeat Request/Response JSON file with response code = 500 and relevant
parameters

According to the steps this is the last required message between Domain Proxy

UUT and Mock-SAS, meaning no more JSON file are required.

The JSON files are located at directory cbrsPython-master\ jsonExpectedFolder
Each JSON file is a single Request/Response message for a single CBSD

The JSON file which is for the last message between Domain Proxy UUT and Mock-SAS will
have the name of the test case identifier.

The JSON file which is for the last message between Domain Proxy UUT and Mock-SAS will
have the relevant PASS/FAIL question according to the last step of the test (step 5)
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Example Test Case with Test Harness (Mock-SAS)

File Edit View Tools Help
Organize « Include in library = Share with = Burn

4 | cbrsPython-master
| chrsPython
o certificates
I 1 jsonExpectedFolder
1. Logs
| testFiles

R

WhmForum Standards®

Mew folder
Mame

.. DptionalParams

2| grantl.jsen

| grant,json

7| Heartheatl,json

| Heartbeat?.json

7| registrationl,json

|| registrationZ json

| 7| spectruminguiryl json

| spectrumlnguiry2.json

|7 WINMF_FT_C_HBT_43 1.json
| 7] WINMNF_FT_C_HBT _43_2,json
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Date modified

08/08/2017 05:42
15/06/2017 21:48
15/06/2017 21:48
15/06,/2017 21:48
15/06/2017 21:48
15/06/2017 21:48
15/06/2017 21:48
15/06/2017 21:48
15/06/2017 21:48
15/06/2017 21:48
08/08/2017 05:52

Type

File folder
J50MN File
JS0MN File
JS0M File
J50N File
JSOMN File
JSOM File
J50M File
J50MN File
J50MN File
150N File
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Example Test Case with Test Harness (Mock-SAS

"name":"WINNF.FT.C.HBT.43 Heartbeat responseCode=500 TERMINATED GRRENT", @

"questions":

[ BACK

"question"™ : "CBSDZ stopped transmission within bandwidth F2 within (T + 60 seconds) of completion of step 37",
"answers" : ["y", "n"],
"expectedinswer" : "y"

1,

"heartbeatRequest"™:
[

"chsdId": "abc4S6ecksdSerialNumbersnl",
"grantId": "B8385094448610395450",
"grantRenew": falsze,

"operationState": "AUTHORIZED"

1s

"response":

{

"heartbeatResponse™:

[

"chsdId": "abc456chsdSerialNumbersnl”,
"grantId":"8385054448610355450",
"transmitExpireTime":

"response": {["responseCode": 500} @
Z

INNOVATION
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Example Test Case with Test Harness (Mock-SAS)

Preparing CSV file in Mock-SAS:
The CSV file is located at directory cbrsPython-master\ testFiles

Each column of the CSV file relates to a single CBSD. So for Domain Proxy UUT with 2 CBSDs,
2 columns are required in the CSV file.

Mock-SAS handles separately each CBSD and expects the Request messages in the order
appearing in the lines of the CSV file.

If Request message from Domain Proxy UUT is combined JSON array for several CBSDs, Mock-
SAS will reply with combined JSON Array Response.

. A _ B C
jsonFileName jsonFileName2
‘registrationl.json registration2.json
‘spectruminguiryl.json spectrumlinguirny2.json
grantl.json grant.json
'Heartbeatl.json Heartbeat2.json
|WINNF_FT_C_HET_43_1 WINNF_FT_C HBT 43 2
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Example Test Case with Test Harness (Mock-SAS)

Preparing XML configuration files in Mock-SAS: SALK
The XML files are located at directory cbrsPython-master\ cbrsPython\model\CBRSConf
The XML file has relevant CBSD parameters: CBSD serial number, FCC ID, etc.
Each XML file is for a single CBSD parameters
The JSON files refer to the relevant XML files for CBSD parameters
Mock-SAS automatically creates cbsdID and GrantID based on the information in the XML files

<?xml version="1.0" encoding="UTF-8"7>
Hl<cbhbrsParams>
<fccId>1234567890123456789</fccId>
<uzerldruserl23</userId>
<grantExpireTime>2017-07-28T23:20:08Z</grantExpireTime>

<zecondsToAddForExpireTime>3777</secondsTohddForExpireTime>
“</cbrsParams>
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Example Test Case with Test Harness (Mock-SAS)

Activating Mock-SAS (from Command Prompt): BACK

* Mock-SAS will ask to input the CSV file name

» Test starts -> Mock SAS is waiting for CBSD/Domain Proxy UUT to send the first Request
message according to the order of the lines in the CSV file.

« The Request/Response messages between CBSD/Domain Proxy UUT and Mock-SAS are seen
in the Command Prompt as the test sequence progress.

Mock-SAS validates the CBSD/Domain Proxy UUT Request messages according to the
respective JSON files. If Mock-SAS fails the Reuest message validation, the test is reported as
“FAIL".

B8 Adrninistrator: CAWIndows\System32iemd exe E@

Microsoft Windows [Version 6.1.76811]
Copyright <(c> 2882 Microsoft Corporation. All rights peserved.

C:\Windows\system3d2>cd c:\python2?

c :“\Python2?>python c:“CBRS_HOCK_SAS_U_2_B>chrzPython—maszterschrsPythonscontrollerssstartOfProject . py
lf'lease enter a csv file path that include the test you request to run {pay attention insert the csv file without the csv suff

idantmp2
you have chooze to add the teszt nmsTest2 to the specific folder :idantmp2
unn:i.ng on https://?ﬂ..ﬂ.ii‘l:SBBB/ {Press CIRL+C to quit}

WIRELESS
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Example Test Case with Test Harness (Mock-SAS)

Activating Mock-SAS (from Command Prompt): BACK

After the last SAS-CBSD Request/Response step in the CSV file is performed, the questions are
invoked.

Answers to the questions are manually input to the Command Prompt based on the RF test
equipment results

Mock-SAS presents in Command Prompt the final PASS/FAIL result of the test.
Mock-SAS ignores any additional incoming Request messages from CBSD/Domain Proxy UUT.
Mock-SAS asks for the next CSV file name to run the next test.

Mock-SAS Logs:

* Logs are saved by Mock-SAS both for the Command Prompt and for the entire SAS<->CBSD
JSON messages during test execution.

* Thelogs have timestamps based on local time from the PC running Mock-SAS
* The log files are located at directory cbrsPython-master\logs
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CBSD Registration Procedure

CBSD/Domain Procedure is initiated after the CBSD has successfully
Proxy discovered the SAS and performed Authentication

Some Registration parameters will be different whether
the device is a Category A or B CBSD

CBSD Registration Request If the measReportConfig parameter is included in the
RegistrationResponse object, the CBSD shall send the
SAS performs requested measurement report in the first
¢BSD SpectruminquiryRequest object and in the first
registration GrantRequest object to the SAS

CBSD Registration Response The response parameter in the RegistrationResponse

indicates whether the registration succeeded or failed.

e If the registration succeeded, the RegistrationResponse
object contains the cbsdld. The CBSD uses the cbsdid
parameter value for all subsequent procedures with the
SAS.

RegistrationRequestobject (userld, fccld, cbsdSerialNumber,
callSign, cbsdCategory, cbsdinfo, airinterface, installationParam,
measCapability, groupingParam)

If the SAS determines the registration is incomplete, the
SAS returns a REG_PENDING value in the response
parameter.

RegistrationResponse object (cbsdld, measReportConfig, Domain Proxy can perform bulk CBSD registration
response)
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CBSD Spectrum Inquiry Procedure

CBSD/Domain
Proxy

Spectrum Inguiry Request

i)

5AS performs
channel availability
assessment

Spectrum Incuiry Response

SpectruminquiryRequestobject (cbsdld, inquiredSpectrum,
measReport)

SpectruminquiryResponse object (cbsdld, availableChannel,
response)

WhmForum Standards®
Copyright © 2017 Software Defined Radio Forum, Inc. All Rights Reserved

This is an optional procedure that the CBSD may initiate
any time after receiving a cbsdld value from the SAS
(successful registration)

Spectrum Inquiry allows Registered CBSDs to request
information on available channels

The inquiredSpectrum parameter is an array of
FrequencyRange objects indicating the frequency
range(s) for which the CBSD seeks information

The CBSD should consider the information in the
availableChannel parameter (results of the potential
channel availability for the inquired spectrum) in the
response from the SAS as an indication of the channels
available to the CBSD.

If there is a Domain Proxy, it can send/receive bulk
messages

WIRELESS
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CBSD Grant Procedure

CBSD/Domain The Grant procedure describes how a CBSD requests
Proxy spectrum from the SAS, following a successful registration

The CBSD shall specify in the operationParam of the Grant
request the frequency range and maximum EIRP parameters
it wants to use for operation

If the SAS approves the Grant request, the SAS allocates
spectrum according to the parameters in the operationParam
SAS performs E parameter

Chaggiggﬁ? SAS shall determine the eligibility of the CBSD to use a PAL
Grant Response reserved channel

If the GrantResponse object includes an operationParam
parameter, the CBSD may elect to use that information to
issue a new GrantRequest object.

The CBSD shall not use the spectrum (i.e., activate its radio
transmitter) until successfully completing the Heartbeat
procedure

GrantResponse object (cbsdld, grantld, grantExpireTime, Domain Proxy can aggregate grant requests for multiple
heartbeatinterval, measReportConfig, operationParam, CBSDs

channelType, response)

Grant Request

‘I
™~

GrantRequestobject (cbsdld, operationParam, measReport)
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CBSD Heartbeat Procedure

CBSD/Domain
Proxy

Heartbeat Interval
. expires;

Reset Heartbeat

Interval timer

Heartbeat Request

Heartbeat Response

HeartbeatRequestobject (cbsdld, grantld, grantRenew,
operationState, measReport)

HeartbeatResponse object (cbsdld, grantld, transmitExpire Time,

grantExpireTime, heartbeatinterval, operationParam,
measReportConfig, response)

WhmForum Standards®
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The HeartbeatRequest informs the SAS that the CBSD
needs access to the allocated spectrum for the specified
grantld

* CBSD initiates this procedure any time prior to the
expiration of the Heartbeat Interval timer.

The procedure allows the SAS to suspend or terminate

the Grant.

e The SAS has the option of suggesting the CBSD request
alternative spectrum based on the operationParam
parameter in its response

the CBSD shall discontinue transmission for the Grant

within 60 seconds after the time specified in the

transmitExpireTime parameter

« If the transmitExpireTime parameter expires prior to
reception of a HeartbeatResponse object

» If the response parameter indicates
TERMINATED_GRANT

SAS to CBSD connectivity is considered to be lost when,

during a seven-day period, there is no successful

Heartbeat procedure between the SAS and the CBSD
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CBSD Grant Relinquishment Procedure

CBSD/Domain « The CBSD may initiate this procedure for an
Proxy existing Grant. The CBSD shall terminate radio
operation associated with this Grant before

initiating this procedure.
Relinquishment Request Upon reception of the RelinquishmentRequest, the

SAS relinquishes the spectrum assigned to the
CBSD.
Relinquishment Response « If the request succeeded, the CBSD no longer has

RelinquishmentRequestobject (cbsdld, grantld)

authorization to use the spectrum associated with the
Grant.

In case of failure, regardless of the reason for the
failure of RelinquishmentRequest, the CBSD no longer
has authorization to use the spectrum associated with
the Grant.

Domain Proxy can aggregate relinquishment

RelinquishmentResponse object (cbsdld, grantld, response). information for multiple CBSDs and send a bulk

WhmForum Standards®

RelinquishmentRequest
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CBSD Deregistration Procedure

CBSD/Domain
Proxy

Deregistration Request

Deregistration Response

DeregistrationRequest object (cbsdld)

DeregistrationResponse object (cbsdld, response)

WlnmForum
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When the CBSD determines that it should
deregister from the SAS, it shall cease
transmission associated with any Grants and then
send a DeregistrationRequest

The SAS marks the CBSD as Unregistered,
removes any existing Grants, and responds with a
DeregistrationResponse

The CBSD should send a RelinquishmentRequest
for each Grant prior to sending the
DeregistrationRequest

Domain Proxy can aggregate deregistration
requests for multiple CBSDs
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