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eXploration, eXperimentation, eXamination, eXercise

Coalition Warrior Interoperability

e CWIX, is the greatest test of NATO’s interoperability and a
key step in the interoperability process.

e CWIX enables ‘day zero’ interoperable forces, and
supports ‘interoperability by design’.

e CWIX provides commanders with confidence that people,
processes and technology are fit for purpose.

e CWIX improves the exchange of information and
situational awareness to speed up decision making.

 CWIX supports Alliance partners and other organizations
to improve interoperability to support NATO missions.
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cientists eXplore emerging interoperability standards
and solutions through collaborative innovation activities

* Engineers eXperiment with new interoperability
standards and solutions to assess their suitability for

implementation

« Capability testers eXamine interoperability between [f s v

fielded and emerging capabilities ﬁ’fg:;g;mbmty
eXploration
* QOperational users eXercise capabilities and test g%g;ﬂﬂfgﬁ?t'””
interoperability using a relevant vignette eXercise

eXplore eXperiment eXamine eXercise
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* |nstitutionalize a federated approach in future mission based on AMN lessons

learned

* CWIX 2019 supports FMN affiliates by providing an environment for:
— Confirming spiral 2 specifications
— Verifying and Validating spiral 2 and 3 specifications
— Experimenting with spiral 4 specifications
— Identifying requirements for spiral 5+

Federated
Mission
Networking

« Today’s FMN Vision: Day Zero Interoperable Forces

* Part 1 (Current): Operate Together: Exploit our Strategic Advantage

*  Part 2 (Future): Adapt Together: Effectively Transform Capabilities to Maintain our Edge
*  Strategic FMN Goals for Capability Development

* Short Range: Optimization of Current Mission Environments

* Intermediate Range: Adaptation of Existing Capabilities

« Long Range: Interoperability by Design
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FMN Structures and Roadmap

ﬁederation

Requirements ,
IDE Sprint

Nations

\ Define/Specify

Allows NATO and partners to agree and test

interoperability requirements

TIDE Hackathons

H-a-c-k-a-t+h-o'n

Integrate

Implement
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Why Communications as Focus Area at CWIX:

Precondition:
* First spirals of FMN are focused on static / strategic networks
* Applications were only tested on wired networks

New requirements:

* Spiral 4+ of FMN include the tactical edge and mobility

* Interoperability standards for tactical networks are needed
* Applications over radio networks face severe challenges

Conclusion

* ACOMMS FA at CWIX is
- ideal for bridging the gaps between network and applications
- good environment for more disruptive communication experiments
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ommunications FA
Impressions from CWIX 2018

VIP-Day Admiral Nielson, Deputy
Supreme Allied Commander Transformation
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CWIX 2017

Main Nations

T+

Main Participants

Involved in Tests in

ere . . 16 Capabllities ® # o Status ¢ Communications
16 Ca pablllty CO nflgu rat|0ns BEL-NBWF-TacWF@CWIX 2017 | 271 | Final 4
DEU-BGIS-GIMobile@CWIX 2017 | 198 | Final o

DEU-C2 Land Ops Mobile Tech Test
127 | Final 5

7 Alliance &Partner nations  seeweomwer il i
CWIX 2018

Main Nations

Main Participants

Invelved in Tests in

41 Capabilities * | WS | Eatus - Commun ications
e . . ) i Plannin a
44 Ca pablllty Conflgu rations ..o o
DEU-COMUS-PMN-aP3@oMX [, || e orent! 1o

DEU-DEU-TACTICS TSI@CWIX
2018

13 Alliance &Partner nations  cozmmmese o o o

CWIX 2019

Nations

180 | Initial Draft | O

[ Description

Comms Focus Area

N e mgoal
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EEERE

Objectives

> 60 Capability Confi tions =
apability Configurations ™5 . ..
Configuration ation Lead L e Objective & Title ¢ Capabilities ¢ . @
H . CC-099 DEU TacRouter | Germany | “o"aihan {ninal o validate FMN Spiral 4 Service
I a n Ce a rt n e r n at I O n S Kirchhoff (=R Objective 9 @ | Instructions for the use of public
Jonathan Initial Comms Focus networks mcludlng the Internet, s} [s]
CC-100 DEU TacRadio Germany ’ o
Kirchhoff Draft \Area as a network transport
CG-101 DEU FLIP- e Initial N mechanism.
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ommunications FA
CWIX 2019

# Objective # Objective

Technical Objectives Programm-/Initiative-related Objectives

Test coalition interoperability in the context of NATO
7|Response Force (NRF) including fielded and near-fielded
systems, e.g. VITF (Very High Readiness Joint Task Forces).
Validate FIVIN Spiral 3 Service Instructions for

Test interoperability of waveforms including on the air
interface to facilitate multinational missions (NBWF, ESSOR, ...)

[E

Test the integration of radios into a heterogeneous tactical

2 8
network. Protected Core Networking and Communications.
5 [Test the coalition routing interoperability in a mobile tactical o Validate FIMIN Spiral 4 Service Instructions for
environment (tactical router). Protected Core Networking and Communications.
Test the application and middleware over tactical radio . . , ,
pP o Validate FMN Spiral 4 Procedural and Service Instructions
4Inetworks, including interfaces for network awareness and 10

Quality of Service for the Tactical Edge.

Explore relevant technologies for FIMN Spiral 5+ for the use
5[Test security architectures and mechanisms. 11jof public networks, including the Internet, as a network
transport mechanism.

Explore relevant technologies for FIVIN Spiral 5+ for allowing
Test management systems for networks and security 12semi-automated information exchange (informal messaging,
mechanisms. web hosting) between the federation and the public Internet
in support of Civilian-Military information sharing

Explore relevant technologies for FIMIN Spiral 5+ for
13lenhancing network architecture to support information
sharing with force elements 'on the move’.
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Technical Objectives

=

Interoperability of waveforms

2 [Integration of radios

3|Coalition routing tactical

A Application and middleware
over tactical radio networks

. Security architectures and
mechanisms.

6 [Management systems

Expl Expe Exa Exer Capabilities

NBWF: CC-241-NOR, CC-265-BEL, CC-248-POL, CC
ESSOR HDR: CC-077-FIN, CC-266-ITA, (FRA
MARLIN: CC-346-TUR, CC-324- 4
ANW2C: CC-188-ROU »

STANAG 5634: C \ A

X X DLEP: CC-100; A -

Other: CC-1 3 J.

X X 266-ITA; CC-366-POL; CC-188-ROU
Overlay Coalition Domain: CC-099-DEU; CC-129- Do
STANAG 4677: CC-130-NLD, CC-241-NOR, CC-272-
VMF: CC-209-ESP, CC-211-ESP, CC-213-

VoIP: CC-077-FIN, CC-099-DEU; A O 0
NetJSON Extension: CC-07, 00
XMPP/JChat: CC-304-U
Tactical Middleware: - °

Other: CC-274-DEU, CC-2 =Ye DIV

GEO )

Flat Coalitio =CC-22 < -

-ESP

-DEU

L; CC-334-

SCIP P2P: CC-237-POL, CC-240-POL, CC* )

SCIP P2MP: CC-215-ESP, CC-237-POL, OB 4 CC-246-POL

STaClIS: CC-215-ESP, CC-237
PCN: see Objective 8 N E1 STaC|S’
PKI: CC-267-DEU
Data Diode: CC-219-ESP PCN
Other: CC-099-DEU, CC-100-DEU

NINE: CC-275-ITA, CC-215-ESP C-217-ESP

X X X X |other: CC-075-DEU, CC-099-DEU
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Communications FA
CWIX 2019
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