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Response and Management Application

- Bo Ryu (EpiSys Science, USA); Cheolmin Jeon, Jeongsoo Ha, Hanbum
Ko and Byeongman Lee (EpiSys Science, Korea)
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International Micro Air Vehicle Conference and Flight Competition (IMAV2013)
17-20 September 2013, Toulouse, France
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Figure 3: GCS with five AR drones.



2016: US DARPA SCO
100+ Perdlx drones Iaunched from F-16/F-18

« DARPA SCO successfully launched srrﬁ of ’over 100 Perdix Drones
from F-16, F-18 (October 2016)

 Washington Post: “Veil of secrecy lifted on Pentagon office planning
‘Avatar’ fighters and drone swarms” 8 March 2016

o https://www.washingtonpost.com/news/checkpoint/wp/2016/03/08/inside-

the-secretive-pentagon-office-planning-skyborg-fighters-and-drone-swarms/



https://www.washingtonpost.com/news/checkpoint/wp/2016/03/08/inside-the-secretive-pentagon-office-planning-skyborg-fighters-and-drone-swarms/

2018 Olympics: Intel

Flew over 1K drones in a drone swarm “dance”

m Intel successfully demonstrates drone swarms with over 1,000
drones in precision flight (2018 Olympics)

m By now drone swarms have replaced many fireworks displays
around the world
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Uber Elevate Job Openings 2019
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CSD | Amazon’s Drone Patents

Table of Patents

Ref # Patent # Award Date | Patent Title Abstract Link
This disclosure describes an unmanned aerial vehicle ("UAV") config-
URirafred ured to autonomously deliver items of inventory to various destina-
Aerial Vehi- tions. The UAV may receive inventory information and a destination
1 20150120094 | 4/30/2015 cle Delive location and autonomously retrieve the inventory from a location Source
& etam Y within a materials handling facility, compute a route from the mate-
4 rials handling facility to a destination and travel to the destination to
deliver the inventory.
This disclosure describes an automated mobile vehicle that includes
one or more distance determining elements configured to detect
Sense and the presence of objects and to cause the automated mobile vehicle
2 US20150277 10/1/2015 avoid for auto- | to alter its path to avoid the object. For example, a distance deter- Source
440A1 mated mobile | mining element may be incorporated into one or more of the motors | =
vehicles of the automated mobile vehicle and configured to determine a
distance to an object. Based on the determined distance, a path of
the automated mobile vehicle may be altered.
This disclosure describes an automated aerial vehicle that includes
one or more object detection elements configured to detect the
Object Avoid- presence of objects and an avoidance determining element config-
an ée forALito- ured to cause the automated aerial vehicle to automatically deter-
3 20150379876 | 12/31/2015 mated Aerial mine and execute an avoidance maneuver to avoid the objects. For | Source
Vehicles example, an object may be detected and an avoidance maneuver
determined based on a position of the object and an object vector
representative of a direction and a magnitude of velocity of the
object.
Described is an airborne fulfillment center (‘AFC") and the use of
unmanned aerial vehicles ("UAV") to deliver items from the AFC to
Aitborne users. For example, the AFC may be an airship that remains at a
fulfillment high altitude (e.g., 45,000 feet) and UAVs with ordered items may be
center utilizin deployed from the AFC to deliver ordered items to user designated
4 9,305,280 5/5/2016 (inmanked aeg- delivery locations. As the UAVs descend, they can navigate horizon- | Source
rial vehicles for tally toward a user specified delivery location using little to no power,
item delivel other than to stabilize the UAV and/or guide the direction of descent.
Y | shuttles (smaller airships) may be used to replenish the AFC with
inventory, UAVs, supplies, fuel, etc. Likewise, the shuttles may be
utilized to transport workers to and from the AFC.
This disclosure describes a configuration of an unmanned aerial
vehicle (UAV) that will facilitate extended flight duration. The UAV
Unmanned may have any number of lifting motors. For example, the UAV may
acrial vehicie include four lifting motors (also known as a quad-copter), eight lifting
5 2016077391 5/19/2016 configuration !'notors (octo-copter), etc. Likewise, to improve the efficiency of hor- Shiifea
for extended izontal flight, the UAV also includes a pushing motor and propeller S
fliaht assembly that is oriented at approximately ninety degrees to one
9 ormore of the lifting motors. When the UAV is moving horizontally,
the pushing motor may be engaged and the pushing propeller will
aid in the horizontal propulsion of the UAV.
Aspects of modular airborne delivery are described. When a ship-
ping container is provided to an airborne carrier for delivery, the
airborne carrier may assess weather across a route for airborne
delivery of the shipping container, evaluate an approach to drop
the shipping container at a delivery zone, and calculate a remaining
Modular air amount of time until a target delivery time, for example. The airborne
6 9,348,333 5/24/2016 delivery carrier may then select components to assemble a modular un- Source

manned aerial vehicle (UAV) based on those or other factors, and as-
semble the UAV using the selected components. The modular UAV
may then be directed to deliver the shipping container according

to instructions from the airborne carrier. According to the concepts
described herein, flexibility and other advantages may be achieved
using modular UAVs for airborne delivery.

dronecenter.bard.edu
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Ref # Patent #

9,376,208

Award Date

6/28/2016

tent Title

On-board
redundant
power system
for unmanned
aerial vehicles

Abstract

An unmanned aerial vehicle ("UAV") Is configured with a redundant
power generation system on-board the UAV. A redundant power
system on-board the UAV can selectively utilize an auxiliary power
source during operation and/or flight of the UAV. The power system
on-board the UAV may include a battery and at least one auxiliary
power source comprising a combustion engine. The combustion
engine on-board the UAV may be selectively operated to charge
the battery when a charge level of the battery is below a full charge
level, and/or to power one or more propeller motors of the UAV.

Source

9,387,928

712/2016

Multi-use UAV
docking sta-
tion systems
and methods

Systems and methods for providing a series of multiuse UAV dock-
Ing stations are disclosed. The docking stations can be networked
with a central control and a plurality of UAVs. The docking stations
can Include a number of services to facilitate both UAV guidance
and maintenance and community acceptance and benefits. The
docking stations can include package handling facilities and can act
as a final destination or as a delivery hub. The docking stations can
extend the range of UAVs by providing recharging/refueling stations
for the UAVs. The docking stations can also Include navigational aid
to guide the UAVs to the docking stations and to provide routing
Information from the central control. The docking stations can be
Incorporated Into existing structures such as cell towers, light and
power poles, and buildings. The docking stations can also comprise
standalone structures to provide additional services to underserved
areas.

Source

20160229530

8/11/2016

Unmanned
Aerial Vehicle
Protective
Frame Config-
uration

This disclosure describes a configuration of an unmanned aerial
vehicle (UAV) that Includes a frame that provides both structural
support for the UAV and protection for foreign objects that may
come Into contact with the UAV. The UAV may have any number of
lifting motors. For example, the UAV may include four lifting motors
(also known as a quad-copter), eight lifting motors (octo-copter), etc.
Likewise, to improve the efficiency of horizontal flight, the UAV may
also include one or more pushing motor and propeller assemblies
that are oriented at approximately ninety degrees to one or more of
the lifting motors. When the UAV is moving horizontally, the pushing
motor(s) may be engaged and the pushing propeller(s) will aid in the
horizontal propulsion of the UAV.

Source

9,415,869

8/16/2016

Mobile Anten-
na Array

A plurality of UAVs may be operated in a fleet, each of the UAVs in
the fleet being configured to work collectively to achieve one or
more functions, such as to create a display or implement an antenna
array. The fleet of UAVs may operate individually and/or may be cou-
pled to one another to operate as a collective unit. In some embodi-
ments, one or more UAVs in the fleet may operate individually, while
two or more UAVs in the fleet may be connected to one another. In
such embodiments, the individual UAVs and the connected UAVs
may together comprise the fleet.

Source

9,422,055

8/23/2016

Unmanned
aerial vehicle
motor driving
randomiza-
tion for noise
abatement

This disclosure Is directed to varying a speed of one or more motors
In an unmanned aerial vehicle (UAV) to reduce unwanted sound (i.e.,
noise) of the UAV. A UAV may include motors coupled with propel-
lers to provide lift and propulsion to the UAV in various stages of
flight, such as while ascending, descending, hovering, or transiting.
The motors and propellers may generate noise, which may include
a number of noise components such as tonal nolse (e.g., a whining
noise such as a whistle of a kettle at full boil) and broadband noise
(e.g., a complex mixture of sounds of different frequencies, such as
the sound of ocean surf). By varying the controls to the motors, such
as by varying the speed or revolutions per minute (RPM) of a motor
during operation by providing random or pseudo-random RPM vari-
ations, the UAV may generate a nolse signature with reduced tonal
noise.

Source

10
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Amazon: Heavily Encrypted Mesh Networking

m Others have voiced concerns that Amazon’s drones could be susceptible to

hacking. In order to address these concerns, Amazon filed a patent (Ref. 18)
for a system to protect its delivery drones from hacking and spoofing.

According to the patent, which was awarded in 2016, the system would
employ a heavily encrypted mesh network established among its drones that
could evaluate whether any single drone within the network has been
compromised.

If the system detects that a drone has been hacked, it will direct the aircraft to
land or hand control over to another airborne drone in the network.

In another patent awarded in August 2017 (Ref. 61), the company proposes a
technique for determining whether data received by a delivery drone can be
trusted (if the drone determines that it cannot be trusted, it will ignore the
data).


https://dronecenter.bard.edu/files/2017/09/CSD-Amazons-Drone-Patents-1.pdf

le.com/patent/US9524648
Amazon Patent US9524648B1

Countermeasures for threats to an uncrewed autonomous vehicle

m Abstract

m Uncrewed autonomous vehicles (“UAVs”) may navigate from one location to another location.

m Described herein are systems, devices, and methods providing countermeasures for threats that
may compromise the UAVs.

m A plurality of UAVs may establish a mesh network to distribute information to one another.
m Afirst UAV may receive external data from a second UAV using the mesh network.

m [he external data may be used to confirm or cross-check data such as location, heading, altitude,
and so forth.

m Disagreement between data generated by the first UAV with external data from the second UAV
may result in the determination that the first UAV is compromised.

m Remedial actions may be taken, such as the first UAV may be directed to a safe location to land or
park, may receive commands from another UAV, and so forth.


https://patents.google.com/patent/US9524648

Countermeasures for threats to an uncrewed autonomous vehicle

Abstract

Uncrewed autonomous vehicles (“UAVs") may navigate from one location to another location.
Described herein are systems, devices, and methods providing countermeasures for threats
that may compromise the UAVs. A plurality of UAVs may establish a mesh network to
distribute information to one another. A first UAV may receive external data from a second
UAV using the mesh network. The external data may be used to confirm or cross-check data
such as location, heading, altitude, and so forth. Disagreement between data generated by
the first UAV with external data from the second UAV may result in the determination that the
first UAV is compromised. Remedial actions may be taken, such as the first UAV may be
directed to a safe location to land or park, may receive commands from another UAV, and so
forth.
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® G08G5/0082 Surveillance aids for monitoring traffic from a ground station
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US9524648B1

United States
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Inventor: Varadarajan Gopalakrishnan, Jesper Mikael
Johansson, James Domit Mackraz, Jon Arron McClintock,
Brandon William Porter, Andrew Jay Roths

Current Assignee : Amazon Technologies Inc

Worldwide applications

2014 - US

Application US14/543,198 events ®

2014-11-17 * Application filed by Amazon Technologies
Inc

2014-11-17 e Priority to US14/543,198

2015-09-30 - Assigned to AMAZON TECHNOLOGIES, INC.
®

2016-12-20 * Application granted
2016-12-20 ¢ Publication of US9524648B1
2019-11-20 e« Application status is Active

2035-01-26 ¢ Adjusted expiration
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drone-swarms

method, and recording medium s

US9651945B1
A method, system, and recording medium including a mission

fo r Cog n i ti Ve dr O n e_S Wa r m S receiving device configured to receive a mission for the drone- United States

swarm based on a user input, a drone and pattern recruiting device
configured to recruit a plurality of drones based on the mission, B Download PDF
and a flocking goal device configured to arrange the plurality of a Find Prior Art 3 Similar

A method, system, and recording medium e
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based on a user input, T
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% and a flocking goal device configured to
arrange the plurality of drones in the drone- ey
swarm in a pattern to satisfy the mission. 20170516 + Publaton o

2019-11-20 e Application status is
Active

Worldwide applications

2015°US 2017 °US

» G08G5/0039 Modification of a flight plan
2015-11-03 ¢ Priority to US14/930,806

View 13 more classifications

2035-11-03 * Anticipated expiration

Info: Patent citations (3), Cited by (6),
Legal events, Similar documents, Priority



https://patentimages.storage.googleapis.com/a0/f2/4c/f086a9545cfc37/US9651945.pdf

https://www.intel.com/content/www/us/en/drones/solutions/intel-insight-platform.html
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November 18, 2019

Cybersecurity Considerations for Drones

Thursday, November 7, 2019

The Federal Aviation Administration (FAA) estimates that by 2023 there
will be more than 835,000 commercial drones in the United States. As the
use of drones for many commercial purposes (such as aerial inspections,
utility projects, monitoring real estate and construction activities)
increases, more and more organizations will consider how to integrate
these devices into existing networks and systems. However, these
organizations must also consider how to limit the cybersecurity and
privacy risks associated with the data collected by the drones.

Drones operate by using software or firmware. Drone operators use
computers and mobile devices to run drone applications. Drones store data
(on the drone itself in many cases) and often communicate via wireless
connections to ground stations and operators below. What are the risks?
Well, hackers are already exploiting drone software and firmware
vulnerabilities to take over the drone and gain access to the connected
system and network (and the data stored on the drone). Malware is often
embedded in drone software and can compromise not only the date
collected on the drone, but the systems that the drone, software or
connected devices are linked to.
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Where are we
headed tomorrow? R

m Heavily encrypted
mesh networks
(commercial)

m LPI/LPD “Stealthy”
Airborne Networks
(military)

m Propagation models
m Blockchains

m Cybersecurity
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