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Plan of this Session
■ 2:00 – 3:30 in Auditorium (followed by Break/Exhibits)

■ Chair’s Opening Remarks: Brief History. Business Case and Intellectual 
Property for Drone Swarms

■ AS Testbed Architecture for 3D Mobility Research using Advanced Wireless 
Technology
– Vuk Marojevic (Mississippi State University, USA); Ismail Güvenç, Rudra 

Dutta and Mihail Sichitiu (North Carolina State University, USA); Jeffrey 
Reed (Virginia Tech, USA)

■ SwarmSense: Effective and Resilient Drone Swarm and Search for Disaster 
Response and Management Application
– Bo Ryu (EpiSys Science, USA); Cheolmin Jeon, Jeongsoo Ha, Hanbum

Ko and Byeongman Lee (EpiSys Science, Korea)



BRIEF HISTORY, BUSINESS CASE 
AND INTELLECTUAL PROPERTY 

FOR DRONE SWARM NETWORKING

David Murotake OCDS Ph.D.



Session Chair
■ David K Murotake OCDS Ph.D.

■ Adjunct Professor - Cybersecurity, University of St. Mary

■ Phone Number: 603-321-6536

■ Email: Murotake691@stmary.edu or david@murotake.com

■ Education: S.B./S.M. Electrical Engineering & Computer Science, MIT (1975/1977)
– S.B. Humanities & Science (English Lit & Creative Writing), MIT (1977)
– Ph.D., Management of Technological Innovation, MIT Sloan School (1990)

■ Founder, SCA Technica, Inc. and X4 Drone Lab, LLC

■ Former NH State Representative and Nashua NH Board of Education

■ Wireless Innovation Forum:
– Former Board of Directors, currently Software Defined Systems Steering Group 
– Past Vice-Chair, Technical Committee; Past Chair, Markets Committee

http://stmary.edu
http://murotake.com


2013: Paparazzi
Delft University
■ Paparazzi drone swarm 

autopilot, originally developed 
and demonstrated by a Delft 
team to work for the Parrot 
AR Drone 2.0 with added GPS

■ Remes, Hensen et al, 
“Paparazzi: how to make a 
swarm of Parrot AR Drones fly 
autonomously based on 
GPS”, International Micro Air 
Vehicle Conference and Flight 
Competition (IMAV2013), 17-
20 September 2013, 
Toulouse, France



2016: US DARPA SCO
100+ Perdix drones launched from F-16/F-18

• DARPA SCO successfully launched a swarm of over 100 Perdix Drones 
from F-16, F-18 (October 2016)

• Washington Post: “Veil of secrecy lifted on Pentagon office planning 
‘Avatar’ fighters and drone swarms” 8 March 2016

• https://www.washingtonpost.com/news/checkpoint/wp/2016/03/08/inside-
the-secretive-pentagon-office-planning-skyborg-fighters-and-drone-swarms/

https://www.washingtonpost.com/news/checkpoint/wp/2016/03/08/inside-the-secretive-pentagon-office-planning-skyborg-fighters-and-drone-swarms/


2018 Olympics: Intel
Flew over 1K drones in a drone swarm “dance”

■ Intel successfully demonstrates drone swarms with over 1,000 
drones in precision flight (2018 Olympics)

■ By now drone swarms have replaced many fireworks displays 
around the world



Amazon Prime Air Job Openings 2019

https://media.thinknum.com/articles/drone-delivery-hiring/

https://media.thinknum.com/articles/drone-delivery-hiring/


Uber Elevate Job Openings 2019

https://www.thinknum.com/embed/chart/snapshot/job_listings/

https://www.thinknum.com/embed/chart/snapshot/job_listings/


https://dronecenter.bard.edu/files/2017/09/CSD-Amazons-Drone-Patents-1.pdf

https://dronecenter.bard.edu/files/2017/09/CSD-Amazons-Drone-Patents-1.pdf


https://dronecenter.bard.edu/files/2017/09/CSD-Amazons-Drone-Patents-1.pdf

https://dronecenter.bard.edu/files/2017/09/CSD-Amazons-Drone-Patents-1.pdf


Amazon: Heavily Encrypted Mesh Networking
■ Others have voiced concerns that Amazon’s drones could be susceptible to 

hacking. In order to address these concerns, Amazon filed a patent (Ref. 18) 
for a system to protect its delivery drones from hacking and spoofing. 

■ According to the patent, which was awarded in 2016, the system would 
employ a heavily encrypted mesh network established among its drones that 
could evaluate whether any single drone within the network has been 
compromised. 

■ If the system detects that a drone has been hacked, it will direct the aircraft to 
land or hand control over to another airborne drone in the network. 

■ In another patent awarded in August 2017 (Ref. 61), the company proposes a 
technique for determining whether data received by a delivery drone can be 
trusted (if the drone determines that it cannot be trusted, it will ignore the 
data).

https://dronecenter.bard.edu/files/2017/09/CSD-Amazons-Drone-Patents-1.pdf

https://dronecenter.bard.edu/files/2017/09/CSD-Amazons-Drone-Patents-1.pdf


Amazon Patent US9524648B1
Countermeasures for threats to an uncrewed autonomous vehicle
■ Abstract

■ Uncrewed autonomous vehicles (“UAVs”) may navigate from one location to another location. 

■ Described herein are systems, devices, and methods providing countermeasures for threats that 
may compromise the UAVs. 

■ A plurality of UAVs may establish a mesh network to distribute information to one another. 

■ A first UAV may receive external data from a second UAV using the mesh network. 

■ The external data may be used to confirm or cross-check data such as location, heading, altitude, 
and so forth. 

■ Disagreement between data generated by the first UAV with external data from the second UAV 
may result in the determination that the first UAV is compromised. 

■ Remedial actions may be taken, such as the first UAV may be directed to a safe location to land or 
park, may receive commands from another UAV, and so forth.

https://patents.google.com/patent/US9524648

https://patents.google.com/patent/US9524648


https://patents.google.com/patent/US9524648

https://patents.google.com/patent/US9524648


IBM Patent US9651945B1
Dynamic management system, 
method, and recording medium 
for cognitive drone-swarms

https://patentimages.storage.googleapis.com/a0/f2/4c/f086a9545cfc37/US9651945.pdf

A method, system, and recording medium 
including
va mission receiving device configured to 

receive a mission for the drone-swarm 
based on a user input,

va drone and pattern recruiting device 
configured to recruit a plurality of drones 
based on the mission,

vand a flocking goal device configured to 
arrange the plurality of drones in the drone-
swarm in a pattern to satisfy the mission.

https://patentimages.storage.googleapis.com/a0/f2/4c/f086a9545cfc37/US9651945.pdf


https://www.intel.com/content/www/us/en/drones/solutions/intel-insight-platform.html

https://www.intel.com/content/www/us/en/drones/solutions/intel-insight-platform.html


https://www.intel.com/content/www/us/en/technology-innovation/aerial-technology-light-show.html

https://www.intel.com/content/www/us/en/technology-innovation/aerial-technology-light-show.html


https://www.natlawreview.com/article/cybersecurity-considerations-drones

https://www.natlawreview.com/article/cybersecurity-considerations-drones


Where are we 
headed tomorrow?
■ Heavily encrypted 

mesh networks 
(commercial)
■ LPI/LPD “Stealthy” 

Airborne Networks 
(military)
■ Propagation models
■ Blockchains
■ Cybersecurity



THANK YOU!



AS TESTBED ARCHITECTURE FOR 3D 
MOBILITY RESEARCH USING 

ADVANCED WIRELESS TECHNOLOGY
Vuk Marojevic (Mississippi State University, USA); Ismail Güvenç,

Rudra Dutta and Mihail Sichitiu (North Carolina State University, USA);
Jeffrey Reed (Virginia Tech, USA)



Speaker Biography
PROF Jeff Reed, Virginia Tech
Dr. Jeffrey H. Reed is the founder of Wireless @ Virginia Tech, and served as its Director until 
2014. He is the Founding Faculty member of the Ted and Karyn Hume Center for National 
Security and Technology and served as its interim Director when founded in 2010. Currently 
he is the Interim Director of the Commonwealth Cyber Initiative (CCI). He is the author of five 
books on radio design and wireless communications. He is co-founder of Cognitive Radio 
Technologies, a company commercializing of the cognitive radio technologies; Federated 
Wireless, a company developing spectrum sharing technologies; and PFP Cybersecurity, a 
company specializing in security for embedded systems. In 2005, Dr. Reed became Fellow to 
the IEEE for contributions to software radio and communications signal processing and for 
leadership in engineering education. In 2013 he was awarded the International Achievement 
Award by the Wireless Innovations Forum. In 2012 he served on the President’s Council of 
Advisors of Science and Technology advisory group that examined ways to transition federal 
spectrum for commercial use. Dr. Reed is a past member CSMAC a group that provides advice 
to the NTIA on spectrum issues and has testified before Congress on the need to support 
research in spectrum issue. 



SWARMSENSE: EFFECTIVE AND 
RESILIENT DRONE SWARM AND 

SEARCH FOR DISASTER RESPONSE 
AND MANAGEMENT APPLICATION

Bo Ryu (EpiSys Science, USA); Cheolmin Jeon, Jeongsoo Ha, Hanbum
Ko and Byeongman Lee (EpiSys Science, Korea)



Speaker Biography
Hanbum Ko 
■ B.S. Computer Science & Engineering, Statistics

■ Chungnam National University

■ AI/ML Research Intern at EpiSci (EpiSys Science, Inc.)

■ Hanbum Ko is a senior studying Computer Science and Statistics at 
Chungnam National University in Daejeon, Korea. His interests lie in the 
areas of advancing computer vision and multi-agent reinforcement 
learning. Currently an artificial intelligence and machine learning research 
intern at EpiSci, Hanbum is developing computer vision algorithms for 
SwarmSense, a modular UAV swarm system that enables efficient and 
effective multi-drone operations. He can be contacted at 
hanbum@episyscience.com

http://episyscience.com


■ B.S. Computer Science & Engineering,

■ Chungnam National University

■ AI/ML Research Intern at EpiSys Science, Inc.

■ Cheolmin Jeon is a fourth year Computer Science undergraduate student 
from Chungnam National University. He began his artificial intelligence and 
machine learning research internship at EpiSci (EpiSys Science) in March 
2019 and participated in AFRL’s Swarm and Search AI challenge. An 
innovative and creative thinker, he is currently researching and 
implementing autonomous, dynamic, and collaborative wireless 
communication algorithms into EpiSci’s drone swarm solution, 
SwarmSense. He can be contacted at cheolmin@episyscience.com

Speaker Biography
Cheolmin Jeon

http://episyscience.com

