ESSOR

European Secure SOftware defined Radio

PROGRAMME ACHIEVEMENTS & PERSPECTIVES
WInnComm Europe 2017 — Oulu—-17 May 2017

& ESSOR Programme
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* *
* OCCAR *

1. ESSOR ID Card

& ESSOR Programme
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& ESSOR Programme
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Q
= :
S % o Major Dates
(C
-
@)
o
2 # ESSOR contract signed 19 Dec. 2008
@)
% # ESSOR HDRWEF definition 2009-2011
LLI
@ # ESSOR HDR Base WF development & validation 2010-2012
# ESSOR HDR WEF porting & validation 2013-2014
® ESSOR HDRWEF first Interoperability (FQR) Dec. 2014
@ ESSOR lab demo to NATO / COALWNW Nov. / Dec. 2015
@ ESSOR field demo to NATO / COALWNW Nov. 2016
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Main Outcomes

* *
* OCCAR *

@ The ESSOR Programme provides

¢ acommon architecture, shared by the Participating States

e acommon ESSOR methodology which is a key to interoperability and
Waveform portability.

¢ a Wideband waveform with advanced communication
characteristics, the HDR WF

& ESSOR Programme

architecture methodology

Interoperability
through portability
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Q
E B ESSOR Architecture
* OCCAR *
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D
=
& scem X ESSOR HDRWF
O
-
(@)
@)
| -
A definition
a4
QO HDRWF: secure interoperable Shared specs
% wideband waveform
g UHF band WF layered Shared Base WF
: Up to 1 Mbps data rate deﬂmtlon NTE VaIidation
e Frequency Hopping

Hi-fi simulations
1.25 MHz bandwidth

! ESSOR Methodology

IP data -
! Development step Verification step
\ Network synchronization

with or without GNSS

National porting

National verification Interoperability
test
Field testing
implementation verification
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e ESSOR methodology : way of success

alliance for ESSOR

Common Implementation methodology

e i

functional
Verification

@ ESSOR Programme

Wf layered

ase wavefor|

functional

NTE Verification

Hi fi simulation Verification

IOP verification

Common verification methodology & tools
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* *
* OCCAR *

2. ESSOR HDRWEF Realization

& ESSOR Programme
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* *
* OCCAR *

2.1 ESSOR HDRWEF Capabilities

& ESSOR Programme
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* *
* OCCAR *

ESSOR HDRWEF is a Secure Coalition Network

@ Enhances connectivity by providing a
High Data Rate network

@ Enables growth capacity of the forces
through Ad-hoc network, self-organising /
self-healing

& ESSOR Programme

@ Improves efficiency of the forces on the
move

@ Enables Network Centric Warfare
> Vertical / horizontal communications

> Transverse network used to interconnect CNR
networks and/or Area Networks

> |IP Inter-networking between HDRWF network
and legacy/future networks through open
interfaces

OCCAR Organisation for Joint Armament Co-operation
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ESSOR HDR WF Key Features

* *
* OCCAR *

Secure Coalition WF Brigade and Below:

@ UHF 225-400 MHz, ~1,25 MHz channel bandwidth
> Allowing High Data Rate: up to 1 Mbps

@ Up to 200 nodes per Network with
> Efficient Frequency Resource usage (operate with few of frequency channels)
> Dynamic Resource Allocation

& ESSOR Programme

@ Ad-Hoc: Node Mobility up to 130 km/h (Land applications — extension to
helicopters)

@ Fully Secured: COMSEC / NETSEC / TRANSEC (Frequency Hopping)

@ Robust Synchronization: With / Without / Mixed GNSS
> Take benefit of GNSS when available (GNSS system agnostic)

@ Operational use cases leaning on:
> IP Unicast, Multicast, Broadcast, Full Duplex data and VolIP, Video streaming,
> Join/split, Connectivity loss management

OCCAR Organisation for Joint Armament Co-operation a4ESSOR SAS Alliance for ESSOR
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* *
* OCCAR *

2.2. Successful Interoperability Testing events

& ESSOR Programme
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% ocoam 1 ESSOR Interoperability Achievements

Progress of HDRWF Validation

@ ESSOR Programme

o ©®
@@5@
@g@
m@g@ Q FI Field demo (15 nodes)
©%@ . WinnComm EU 16 Field demo (4 nodes)

Eurosatory 16 demos
Demo to NATO & COALWNW

FINAL FQR
® 15t FQR
] 2014 2015 2016 2017 time
® Lab test activities Field test activities
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e ESSOR Interoperability Achievements

¢ Interoperability in military radio-communications is achieved
through software defined radio (SDR).

@ Each nation can use its own national SDR radio equipment and
interoperability is achieved through the usage of a common
waveform application.

# These events promote the ESSOR HDR WF as an excellent
potential candidate solution for multinational interoperability.
# These events confirm that ESSOR Architecture and ESSOR

Methodology For WF Portability are the first real cooperative
success case in the military SDR panorama.

& ESSOR Programme

ESSOR Motto “Interoperability through Portability’

OCCAR Organisation for Joint Armament Co-operation a4ESSOR SAS Alliance for ESSOR
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ESSOR HDRWEF Interoperability
¥ ocear * Qualification (June 2015 — Gdynia PL))

Finnish

N E SDRPTF
N e [ Polish
¥ B SDR PTF

Italian SDR

& ESSOR Programme

5 different national SDR platforms from 5 different vendors/nations

|
OCCAR Organisation for Joint Armament Co-operation
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ESSOR Interoperability Demonstration
¥ occr * to NATO / COALWNW (Nov/Dec 2015-Gdynia PL)

@ ESSOR Programme

e Interoperability demonstrated in front of
NATO and COALWNW (Gdynia — PL)

> 6 nodes topology network in lab.
> 4 different SDR from 4 ESSOR Nations

@ Full HDRWEF features (Network Building /
Split / Merge, Rerouting, VolP P2P &
Conference, Multiple Video Calls, Video
Streaming, File Transfer, IP Data, Full Security
including Frequency Hopping, IPsec, OTAX,...)

OCCAR Organisation for Joint Armament Co-operation a4ESSOR SAS Alliance for ESSOR
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ESSOR Eurosatory 2016
Interoperability Demonstrations

* *
* OCCAR *

¢ Interoperability demonstrated full-week
during Eurosatory June 2016

e Bittium / TCS interoperability (4 Nodes) on
French MoD - CONTACT booth
> Voice, Data, Video, highlighting the integration
of the WF in a collaborative combat
environment where sensors are interconnected

& ESSOR Programme

e Bittium / Leonardo interoperability (2 Nodes)
on Leonardo booth

> Video streaming

OCCAR Organisation for Joint Armament Co-operation
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* *
* OCCAR *

3. ESSOR HDRWEF Field Testing Achievements

& ESSOR Programme
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. ESSOR HDRWEF Field Testing & Exercises

*
* OCCAR *

& ESSOR HDRWEF Field Testing has been performed by several
ESSOR Stakeholders

& WinnComm Europe Oct 2016 “on-the-air” ESSOR
demonstration (4 Nodes)

& ESSOR Programme

@ A larger Interoperability Field test event (15 nodes), was
performed in Finland by FDF personnel in relevant
operational scenario, towards NATO and COALWNW

@ Field Tests achievements, in line with ESSOR expectations
and requirements, confirms the efficiency of the ESSOR
methodology

ganisation for Joint Armament Co-operation a4ESSOR SAS Alliance for ESSOR

17/05/2017 WINNF International Tactical Radio Workshop - Oulu | RELEASABLE TO THE PUBLIC | 21




WinnComm EU Field IOP Demo (Oct. 16)

%
%

OCCAR

e Hosted by Thales in Paris area

e 4 Nodes: 1 FI (Bittium), 3 FR
(Thales) (3 Mobile Nodes)

e Operated by ESSOR Industries
(Bittium, Thales)

& ESSOR Programme

e MANET
e Mobility (up to 80 km/h)
e High Data rate

e Dynamic Resource Allocation

e Multiple Video (up to 10 km)

¢ VoIP Traffic

OCCAR Organisation for Joint Armament Co-operation a4ESSOR SAS Alliance for ESSOR
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. HDRWEF Field IOP Test in Finland (Nov. 16)

OCCAR *

*

e Organized by Finnish Defense Forces (FDF) — Army Research Centre -
C4l Section (Riihimaki garrison)

e Location: Riihiméki / Hyvinkaa

e Operated by FDF, with support of ESSOR Industries (Bittium, Leonardo,
Thales), using real applications (COP / PLI/ C2 / VoIP)

@ ESSOR Programme

o 15 Nodes: 11 FI (Bittium), 2 FR (TCS), 2 IT (LEONARDO)

e Operational Scenario with Node Mobility (4 FI Mobile Nodes)
e Playground: 12 km x 10 km

e Terrain: Hilly (delta elevation ~ 80m , Sub-Urban, Forest)

e Services: COP/PLI/ C2 Messages / VolP P2P and Group Call / Video
Streaming

OCCAR Organisation for Joint Armament Co-operation a4ESSOR SAS Alliance for ESSOR
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. HDRWF Field IOP Test in Finland (Nov. 16)

OCCAR *

%

o Battle Group Organization and Vehicles
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. HDRWF Field IOP Test in Finland (Nov. 16)

OCCAR *

%

@ Scenarios

BG LION - COMMS

& ESSOR Programme

Operational Orders
transmitted via ESSOR ; ——— T2 km
All N ,
Network e ™ Toc %
| Mast=20m
C2, M3G, VOICE ’ 12
Except TOC (Mast=20m) p
other nodes Nodes 02 and 07: A
Vehicular Antenna (3m) — 10
g o)
VIDEO
8
NOC:
1 e
NETWORK
MANAGEMENT 4
VIDEO DISPLAY

4 Mobile FI Nodes L
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. HDRWF Field IOP Test in Finland (Nov. 16)

*
* OCCAR *

e Network Manager View e C2View

| SUUNNITTELU V 1.62 © PVTUTKL & MAASK

& ESSOR Programme

Final Position

Final Position
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. HDRWF Field IOP Test in Finland (Nov. 16)

OCCAR *

%

e Video Streaming during Mobility (Source: 50 kbps)

& ESSOR Programme
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. HDRWEF Field IOP Test in Finland (Nov. 16)

*
* OCCAR *

Results in accordance with expectations
e Interoperability on the Field involving 15 Nodes from 3 different PS

e Fast Network Initialization (Routes established): < 15 sec (GNSS)
Including late entry on request by the audience

& ESSOR Programme

¢ MANET features with High Data Rate Multi-hop communications
¢ Dynamic Resource Allocation to the environment

e Seamless Integration with existing C2 system (IP Traffic)

¢ VoIP Call P2P and VolP Group Call

e Video Streaming even in Mobility

e Return of Experience from various Field conditions (Sub-urban,
Rural, Forest) and Weather conditions (dry, rain, snow...)
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., . ESSOR Field Demo — Oulu (18t May 2017)

* OCCAR *

e Bittium together with Finnish Defence Forces and Conlog
will organize a live demonstration with ESSOR High Data
Rate Waveform and Bittium Tactical Wireless IP Network
system.

e The demonstration will take place on Thursday, May 18,
at 14.30hrs.

e If you would like to know more about the demonstration
or request a seat at the event, please send your inquiries
to marketing@bittium.com today (May 17t).

e The seats are very limited and each participant needs to
be confirmed.

& ESSOR Programme
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* *
* OCCAR *

4. SCA Standards Evolution

& ESSOR Programme
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SCA Standards Evolution

* *
* OCCAR *

@ Relying on ESSOR Architecture, ESSOR Community contributed to SCA 4.1
Application Environment Profiles (AEPs) and Interface Definition Language (IDL)
(ultra-)lightweight profiles.

@ The ESSOR Community really appreciated the joint multinational efforts performed
in the framework of the WINNF SCA 4.1 WGs for elaborating the SCA 4.1
specifications, integrating positively significant contributions provided by ESSOR,
and appreciates SCA 4.1 normative reference to WINNF Std. “PIM IDL Profiles”

& ESSOR Programme

@ The ESSOR Community notes favourably that Backwards Compatibility with SCA
2.2.2 and Resource Constrained OE have been at the core of SCA 4.1 efforts,
enabling re-use of past WF developments (as ESSOR HDRWF and National / NATO
WFs) and further extending applicability of SCA on DSPs and FPGAs.

@ The ESSOR Community is looking positively to the WINNF Transceiver (XCVR) Next
efforts and highlights the importance of caring about Backward Compatibility, a key
driver for future consideration.

@ As future phase of the ESSOR Programme is being initiated, the ESSOR Community is
considering evaluating the impact of WINNF Specifications and issued SCA 4.1 for
future enhancements of the ESSOR Architecture, with the goal to maintain the
compatibility with the SCA.
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Relationship OCCAR-WInnF

* *
* OCCAR *

@ OCCAR-WInnF agreement (“MoU”) for the exchange of
information in order to support the harmonisation of the
Software Communication Architecture (SCA) standards at
international level is in place since beginning of 2016

& ESSOR Programme

® ESSOR Transceiver APIs released to WINNF CCSCA
@ ESSOR Timing service APl ready to be released

@ ESSOR PS investigates further release of information through
OCCAR according to the progress of the harmonization activities
in WINNF
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* *
* OCCAR *

4. Way Ahead and Future Perspectives

& ESSOR Programme
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Perspectives

* *
* OCCAR *

Technical enhancements
and testing

2022 2O Z0N8

i 201 8

& ESSOR Programme

Joint exercises Establish TLM approach

ESSOR OC1 (Operational Capability 1)
Programme under final staffing stage
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* *
* OCCAR *

5. Conclusions

& ESSOR Programme
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£ ocoan 3 Why ESSOR is a Success

& ESSOR Programme

A common A common

architecture methodology
National
implementations

A common

Interoperable

waveform A common
management

You can buy a product and use it jointly
OR
You can cooperate to create knowledge and best practice through an efficient
management.
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Conclusions

* *
* OCCAR *

e Interoperability Lab / Field demonstrations between different national
PTFs is a world’s first success.

¢ The ESSOR HDRWEF Testing Domain is extending from Lab to Field
Testing and Field Test results are in line with the expectations.

& ESSOR Programme

¢ ESSOR community is convinced that ESSOR HDRWF, based on the
technical achievement and methodology approach, is the best
solution to achieve Coalition Interoperability while keeping
Sovereignty.
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Conclusions: ESSOR is ...

* *
* OCCAR *

e High Performance / Fully Secured

e Interoperability proven

e Portability proven

& ESSOR Programme

e Sovereignty protected

e Successfully field tested Nationally and in Coalition

ESSOR Community are looking forward to support
Standardization and broader Coalition adoption
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& ESSOR Programme

OCCAR-EA ESSOR

Godesberger Allee 140
D-53175 Bonn - Germany

Nicola Saracino
OCCAR
ESSOR Programme
Phone: +49 (0) 228 5502151
Email: nicola.saracino@occar.int

Charles Chedhomme
OCCAR
ESSOR Programme
Phone: +49 (0) 228 5502-108
Email: charles.chedhomme@occar.int

Fulvio Arreghini
OCCAR
ESSOR Programme
Phone: +49 (0) 228 5502-107
Email: fulvio.arreghini@occar.int

a4ESSOR S.A.S.

4, Avenue Des Louvresses
92 230 Genneuvilliers Cedex - France st

Lino Lagana
a4ESSOR SAS - President
Tel.: +33 (0)1 46 13 27 30

+39 06 91 85 25 00
lino.lagana@selex-es.com

Pekka Heikkinen
a4ESSOR SAS - Program Director
Tel: +358 40 344 2084
pekka.heikkinen@bittium.com

Christian Serra
a4ESSOR SAS - Technical Director
Tel: +33 (0)1 46 13 23 55
Mob: + 33 (0)6 75 65 76 60
christian.serra@thalesgroup.com
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More Information

* *
* OCCAR *
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& ESSOR Programme

ESSOR Architecture information

ESSOR HDRWF — CAPABILITIES AND PERSPECTIVES OF AN

BASE WF - METHODOLOGY AND RESTLTS FOR INNOVATIVE COALITION WAVEFORM

o upE
DEVELOPING A PORTABLE COALITION WAVEEORM SOETWARE ESSOR HDRWE - SECURE COALITION WAVEFORAL

VERIFICATION ACHIEVEMENTS
b e SBS808 &0, 8 (B T Vemtes) Gt Bacs B Coristas SERRAL
. RGOT (£ Chrietion SEFS e $ (B0 o V).
e Hazager O dmss com); Curies (h!dhnn:m e
Bomn Gerumy: LADEN
s L o a
Mansger 1ok Spaia. soocma Dindine); Ma @rojec
. RADMORS A, Gmia, Poland: purcs lensmdowel fraienor com v): Bo GRANEOM (Frogram:
Mana Likopiag, Soveden; bo B
Pl Mansger Lesasrio G S.p.4. Pomaemi, Ty, fohio casalne lesmardos
o gl AR Raio Sy esgamge Lo Conpoy Sp 4 Geors iy
claio smania com: o Bz (Vo Expr’ Lo Cory

3 Marsa LEWANDOWSED 140 B GRANECRL iy e o S 45 Comein B
o mage Fragam irmge Cemmmizpine Ddepmes ‘ISBCK o e o Con: B e GERARD (Techmica Vimoger: THALES
fresiey o [ Secwiny 5.A.5, Gemeil s
=y Limpizg, Saien
R e [ — assTRACT Sorag pu Yo Qg 00 B,
oy e S el

e k. 5 2 gt e SEESSOR
scliovams of ha ESSOR High Dym Rare Wantern
e gy v
sy of HDRWT copt

e o e i M, Claio ATMANT
g o - Alg wi th ufaiion s iplammion of i ESSCS

Trecessy o D o s i e ) e ]n’\t[q
s e S Do e G e of it s gl o 0 T T | s
L] o 5 i s EESOR S D s ot

g
s p—————

o mers sms Sowers =
T, s o a8 parepacaas =

EDERT (s Do B RomiFara,  fameraiet A g FDRYT i sopabiios (2. i ope
e e (i
et s sppmcimien, tgads 208 . & Saiod (1) md s (5, ol (58, S
o g 2 23503 ke et olaioa (47 i Sy el (5

2 EDRWE CAPABILITIES & ARCEHITECTURE

cion s e copiice i i
‘. mm e e B
perperh

nnm- e o

e g e
mlmnn j et e a—". 1
gt

11 EDRWE Ky Coprlise

ESSOR HDRWEF information

Organisation for Joint Armament Co-operation a4ESSOR SAS Alliance for ESSOR

17/05/2017 WINNF International Tactical Radio Workshop - Oulu RELEASABLE TO THE PUBLIC 40



http://www.occar.int/42

