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 April 15th, 1912 (hint:  Not Income Tax filing deadline in US)
 “what is the matter with u.”  Two hours after collision; sent from “MV Frankfort”
 “you fool, stdbi and keep out!“ Response from MV Titanic

 April 14th, 1912
 “In lat 42N to 41.25N long 49W to long 50.30W saw much heavy pack ice and great 

number of large icebergs...” Sent from MV Mesaba
 “Keep out, I’m working Cape Race!” MV Titanic response as passenger messages were 

being sent home using the 500kHz channel

 Most ships had only 2 frequencies to use including 500kHz
 Rotary spark / damped waveform signals occupied large amounts of 

spectrum; caused tremendous interference.
 No enforceable rules back then…..
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 Keynote speech yesterday:
 Noise of any form could be construed as “Interference”
 kTB noise
 Galactic Noise
 Natural electromagnetic phenomenon (weather, etc)

 Let’s narrow it down…
 Define interference as “interference” when it is:
 Of, or from, a manmade source; …..is 
 Extraneous to desired intelligence being conveyed;… and it
 Impacts communications within the protected or desired service area 

of the information source transmitter. 
 Many, if not most, systems operate “Interference Limited” vs. 

“Noise Limited” today. Herein, we have limited further the 
definition of “interference” to set aside acceptable or allowed 
interference  and interference sources.

 For purposes of discussion today, Interference will be 
defined as undesired RF signals that are disruptive to 
communications circuits within defined service limits.
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 AM Radio ~1950-present
 Fh:  Multiples of 15,750 / 15,734kHz 

from horizontal yoke deflection circuits
 CFL lighting
 LED lighting
 Switching power supplies
 Engine electronics
 Cable modems
 Flat panel TV/Monitors

 Not just limited to the .5-30MHz 
allocations anymore
 FM radio (88-108):  LED traffic lighting; 

cigarette lighter smart phone chargers
 Plasma television –VHF/UHF noise 

(2000-2010 time frame)
 Lighting; high efficiency DC supplies

 Does it stop at 100MHz?
 Absolutely Not!
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https://ecfsapi.fcc.gov/file/1081108971898/RF_Interference_from_Energy
_Efficient_Lighting_Report_Final_20150630.pdf
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 Exploit large pool of equipment already deployed
 Further leverage currently deployed equipment base
 Augment with additional, low cost equipment
 Distributed Data processing
 Raw data pre-processed on edge /on-site; reduce backhaul 

load
 Cloud processing; analytics of data

 Goals:
 Identify underutilized and opportunistic use spectrum
 Early detection of system degradation and pending failure 

modes
 Detection of interference and jamming

 Minimal cost approach; yet achieve highest resolution
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ASTRO System Other LMR 
System

Broadband
Spectrum

Broadband 
Spectrum

Fixed End Transmit Frequency Spectrum

Fixed End Receive Frequency Spectrum

Overwatch  
Rx Unit

Overwatch 
Rx Unit

Overwatch 
Analytics 

Engine

Monitor for 
Interference and 
Intermodulation 
across a large 
allocation

Proactive Spectrum 
monitoring can 
detect  interference 
conditions before 
customers notice.
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RF Filtering / 
Distribution

Base Radios

Make use of dwell time when 
system experiences low demand

Runs in background

Uses a-priori knowledge of  active 
transmit channels

Currently utilizes a supervisory 
PC; intent is to eliminate it

Signal is pre-processed within the 
base radio; backhauled to cloud

Multi-site approach enhances 
illegal carrier and interference 
detection

Investigating methods to expand to 
subscriber devices
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Downlink Allocations Uplink Allocations
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Downlink Uplink
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Third order IM from carrier pair #1

Third order IM from Carrier pair #2

PA Noise Rise from multiple
carriers and insufficient Isolation-79dBc

-36dBc
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 Reactionary
 Wait until it happens
 Recognize the effects of interference and jamming

 Try evasive measures; find one that works
 Requires training and experience; not always conducive to  stressful conditions

 Have back-up plans for communications needs; manually alter systems
 Not always possible.  Ex: SFN. LTE.

 Anticipatory
 Observe systems degrading over time; use a-priori knowledge available
 Minimize self-interference and catch new sources early

 Cooperatively detect interference
 Many  technical papers discuss the advantages of and gains associated with 

cooperative sensing.
 Plan alternatives in advance; proactive back-ups.  Ex: Unlinked NB systems.
 Anticipate solutions; have solutions at the ready at all times. Automate.

 Active anti-interference / anti-jamming measures
 An area where research and development investment needs to be made

 (Demo of active avoidance system – audio clip)
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 Interference is as old as radio itself
 Interference, even at low levels, is generally adversarial towards 

communications systems but is increasing in prevalence every day.
 Spectrally efficient systems , in general, have increased vulnerability towards 

service denial – especially directed attacks.
 We are rapidly moving from individualized, licensed allocations to single 

frequency per entity deployments. A-priori information handed to the bad players.
 Often times, the cost of building robust systems is difficult to justify; 

therefore,
 Research  into interference detection, avoidance and suppression will continue to 

grow in importance.
 We must become anticipatory, vs. reactionary, in how we deal with interference 

and jamming.  
 WInnForum Top 10 Innovations List…

 Innovation #8: Interference Mitigation Techniques – all through:

 Driving towards kTB and increasing dynamic range of sensors, 
identifying waveforms and sources, rethinking how we define 
interference, make the data easier to visualize, and further developing 
techniques to mitigate interference.  Creatively, yet economically 
build a sensing network using existing infrastructure when possible.
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http://www.wirelessinnovation.org/top-ten-innovation-8
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