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ABSTRACT

This paper details the current work status of thESIE

technology” introducing the required level of flbitity in

order to “enable” a device to adapt to its conteiben,
numerous research projects, such as IST-E2R | &nd],!

Reconfigurable Radio Systems (RRS) Technical Cotamit ICT-E3 [3], etc., started to consider the usageSBIR/CR

(TC) and gives an outlook on the future evolutidn.
particular, Software Defined Radio (SDR) relatadigtresults
are presented with a focus on SDR architecturegViobile
Devices (MD), such as mobile phones, etc., as agllfor

Reconfigurable Base Stations (RBS). For MDs, a hovaitiatives, such as ETSI

architecture is presented enabling the usage of fDRiples
in a mass market context. Cognitive Radio (CR) qiples
within ETSI RRS are concentrated on two topics,ogritive
Pilot Channel (CPC) proposal and a Functional Aectiire
(FA) for Management and Control of Reconfigurabladi®
Systems, including Dynamic Self-Organising Plannizgd

technology in a civil wide area (cellular) and ghmnge
communications context on both the ReconfigurabkseB
Station (RBS) as well as MD side.

Most recently, these studies have triggered staliwktion
Reconfigurable Radio Syst
(RRS), IEEE SCCA41 [4], etc. In this framework, IEBEC41
is developing standards related to dynamic spectiooess
networks with a focus on improved spectrum usageed
Working Groups (WG) are currently active: IEEE PQ20
IEEE P1900.5, and IEEE P1900.6. The IEEE 1900.4 Md&
developed the IEEE standard 1900.4-2009 [4]. Ttaadard

Management, Dynamic Spectrum Management, JointdRadlefines a management system supporting networkifiatm

Resource Management, etc. Finally, study resuétsraficated
which are targeting a SDR/CR security framework.

Keywords- Cognitive Pilot Channel, Cognitive Radio (CR),
ETSI, Software Defined Radio (SDR)

INTRODUCTION

In the past, Software Defined Radio (SDR) and Cigni
Radio (CR) Technologies have been under joint itgaison
for high-end applications, such as military and ljpubafety
products, etc., since the general CR concept haatgad [1].
While CR represents the application side in thessehat a
device is (partially/fully) aware of its contextaffio context,

distributed optimization of radio resource usaged an
improvement in QoS in heterogeneous wireless né&svarhe
WG is currently developing two more standards: 194
(detailed description of interfaces and serviceeascpoints
defined in the IEEE standard 1900.4) and P190GAakling
mobile wireless access service in white space &eqybands
without any limitation on used radio interface). eTHEEE
1900.5 WG is developing a draft standard which ddfine a
set of policy languages, and their relation to @pli
architectures, for managing the functionality amdhdviour of
cognitive radios for dynamic spectrum access agfidios in a
vendor-independent fashion. The IEEE 1900.6 WG is
developing a draft standard which will define théormation
exchange between spectrum sensors and their cliremglio

application context, etc.) and dynamically adapts iCommunication systems.

parameters such that its operational objectiveseaehed in
an optimum way; e.g., a MD is aware of surroundiagio

The sequel of this paper is organized as follovectign Il
presents an overview on the structure of ETSI RBifywed

guarantee to fulfill its Quality of Service (QoSjquirements 1V details the ETSI Functional Architecture and Givge
at the lowest cost (in terms of power consumpteia,). SDR, Pilot Channel approach, Section V introduces th& Sibile

on the other hand, is considered to be an *“enabling
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Device vision while Section VI addresses Securdpaerns.
Finally, a conclusion is given. i) The R&TTE Directive regime in force in Europe isbd

on declaration of conformity and does include reith
type approval nor registration of the equipment nor
equipment identifier (in the US, type approval 8l s
necessary). This self-declaration is preferablgfarence

to a Harmonised Standard to be developed by ESH.RR
Protection of TV bands: In Europe, DVB-T does not
show a residual carrier as it is the case in the(ti8
possibility for detection of the US ATSC signal dsl
noise (i.e., at -114 dBm) is made possible thankthé¢
residual carrier which is present in the ATSC signa
Broadcasting, wireless microphones and assignneent t
radio stations are managed in Europe at the nationa
level. Any sharing scheme based on a database will
require some level of integration of the nationeatiad

ETSI RRS — OVERVIEW AND ROLE IN THE
EUROPEAN REGULATORY FRAMEWORK

At the inaugural meeting, the ETSI RRS TC created t
following four Working Groups (WGSs), in which thedhnical i)
discussions are organized and reports are prod{sesdFig.

1):

i) WGl focuses on System Aspects and develops
proposals from a system aspects point of view for ajjj)
common framework in TC RRS with the aims to
guarantee coherence among the different TC RRS WGs
and to avoid overlapping and gaps between related
activities.

l) WG2 focuses on SDR technology with a particulaf, oqer to address the above and other Europegnl@ery
interest in Radio Equipment Architecture” and  qpects; the Electronic Communications Committe€Q)E
proposes common reference architectures for SDR/GRihin  the European Conference of Postal and
radio equipments (mobile handset devices, radi® bage|ecommunications Administrations (CEPT) has setthe

__ stations, etc.), related interfaces, etc. SE43 group working on Technical and operational

iii) WG3 focuses on Cognitive Management and requirements for the operation of cognitive radistems in
Control"; the group collects and defines the systerpq 4white spaces’ of the frequency band 470-79METSI

functionalities for Reconfigurable Radio Systemsoh RRs s the competence center within ETSI to implenthose
are related to the Spectrum Management and JombRaregulatory requirements.

Resource Management across heterogeneous access
technologies. Furthermore, the group has develaped
Functional Architecture for the Management and @ont

for Reconfigurable Radio Systems as well as a temor

the Cognitive Pilot Channel as an enabler to SUPPe \yG1 has conducted feasibility studies on CognitR@dio
management of the RRS. Systems (CRS) concept and potential regulatory cispef

iv) WG4 focuses on Public Safety and collects and CRS and SDR. The technical concept of CRS develdyyed
defines the related RRS requirements from relevagys1 includes the following key elements:

stakeholders in the Public Safety and Defense duomai

ETSI RRS SYSTEM ASPECTS —
OVERVIEW AND CR VISION

The group defines the system aspects for the apijplics 1)

of RRS in Public Safety and Defense. if)
i
ETSI TC RRS v)

Objectives;

Spectrum use scenarios;
Technical requirements;
Spectrum management layers;

v)  Architectural approaches;

vi) Enabling technologies.
WG2: WG3: Several objectives have been identified for CR®rider to
wat: Reconfigurable Cognitive ok ensure the provision of more efficient and flexikise of
RRS System Radio S RRS Public prov vee o
Aspects Equipment P Safety _spectrL_Jm. For this purpose, CRS perfor_ms threee_lkeyltles.
Architecture i) obtain knowledge of the radio operational ennim@nt and

location, ii) decide on the gathered informationl a&tt based
Figure 1: ETSI RRS Structure. on this decision, iii) learn from the results oh&d.

Enhancing user experience is one of the main dlgscof the
CRS. Application examples are cross-operator acaessr
networks, flexible access to future internet, andnecting to

Building on this structure, ETSI RRS will complerhen
ongoing effort in other bodies, such as IEEE statidation
bodies, by proposing technological solutions beyché

existing scope (related to SDR interfaces, CR $peci Smt?‘”. S:[pacesf ﬂ?RS Its)'l expectef[d to tvsekb?l_r;f."f'cgl for
Management and Control architectures and inter)‘ace%D Imization © € mobile operator hetwork. oul
include load balancing, spectrum refarming, andiorad

knowledge management via a Cognitive Pilot Chararel
Security solutions); furthermore, ETSI RRS fulfilskey role
in the framework of European Regulation, with aufcamong
other aspects, on the following:

resource usage optimization.

CRS deployment examples are categorized accordintet
following four spectrum use scenarios:
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i) Dedicated spectrum, WG1 has also identified kegnabling technologiefor CRS.

i)  Shared spectrum, They include software defined radio and multiradio,
iii) Secondary usage in dedicated spectrum, and reconfigurable base stations management, spectemnsing,
iv) Spectrum dedicated for CRS. cognitive pilot channel, cognitive control radio dan

networking, geolocation, primary protection datahaand
The first category includes such scenarios as awmtons distributed decision making.

reconfiguration of software defined multiradio, and
reconfiguration of terminals and base stations tomposite FUNCTIONAL ARCHITECTURE FOR
MANAGEMENT AND CONTROL OF

wireless network. Shared spectrum scenarios canside

deployment of CRS in license exempt bands. Secgngsage RECONFIGURABLE RADIO SYSTEMS
in dedicated spectrum considers a scenario whef® €Rres
the spectrum within the current licensed allocatioon
secondary basis. Spectrum dedicated for CRS sosna
assume deployment of CRS in frequency bands dedidat

The network and user equipmesftthe wireless environment
escribed in sequel are aligned with the followasgumptions
see Fig. 4):

CRS. . . . : :
iy Different types of terminals operate in this
The overall cognitive radio system concept deveddpeETSI environment. Examples are legacy terminals, multi-
RRS is depicted in Fig. 2. The figure covers bathtalized standard radio terminals and cognitive radio teatsin
and decentralized solutions for CR systems, whdre t i) Multi-standard and cognitive radio terminals can be
centralized, operator-driven solution is targeted\iide area reconfigurable;
utilization, and the decentralized solution is &degl for local  iii) Moreover, different types of Base Stations provide
area ad-hoc/mesh networking. wireless access to terminals in this environment.

Examples are legacy BSs, APs, Node Bs, etc.;
iv) Multi-standard reconfigurable radio BSs, and cdgait
radio BSs are deployed in the heterogeneous context

The centralized CRS concept is represented by tiepOsite
Wireless Network (CWN) including Cognitive Network
Management System (C-NMS). C-NMS contains such key
components as Operator Spectrum Manager (OSM) @intl J
Radio Resource Management (JRRM). The decentraliRsl
concept is represented by the Cognitive Mesh Nét\{OMN)
controlled by the Cognitive Control Network (CCN).
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Figure 2: Centralized and Decentralized CR System @hcepts.

The wired network part of this wireless environment
includes RANSs, core networks, and packet-based aritw
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and enables the existence of different types ofpagent. I
Examples are legacy RAN management servers, IP 13
management serves, and application serves, as asell
adaptive and reconfigurable RAN management seners,
management serves, application serves. Furthernibee, s
reconfiguration of terminals, base stations, andeavi J !

network equipment can be managed by the Functional g . e
Architecture as defined by ETSI RRS. RATH &

In this framework, the availability of context imfoation is

key. For this purpose, ETSI RRS defined a Cognikilet

Channel (CPC) as a channel which conveys the elsnaén Figure 3: The CPC in a Heterogeneous RAT
necessary information facilitating the operatiohCRS [5- Environment.

9]. The CPC provides information on which radio esses
can be expected in a certain geographical areas Thina SDR ARCHITECTURE APPROACH FOR MOBILE

information includes operator information, RAT tyas well DEVICES AS A BASIS FOR EUTURE SDR
as used frequencies. Exemplary scenarios wher€m@ is STANDARDS

seen as useful are:

i) The CPC is used to support a terminal during théeETSI RRS has identified a set of requirements edlad an
start-up phase in an environment where the termindbDR MD architecture [10], including i) general atehtural
does not yet know the available RATs andrequirements, ii) capability requirements, iii) omtonal
corresponding used frequencies. requirements, iv) interface requirements and v)epth

ii)  In the context of a secondary system, the CPCead us requirements. The capability requirements are fgted

to exchange sensing information between terminal®€!OW:

and base stations in order to perform j)  Multradio configuration capability:  SDR
collaborative/cooperative  sensing facilitating  the equipment in mobile device is expected to install,
searching of white spaces to start communication. load and activate a radio application while runréng

i) The CPC is used for an efficient level of set of radio systems already.

collabor_ation bet_vveen a network and the termingls b jj)  Multiradio operation capability: SDR equipment
supporting Radio Resource Management (RRM) in mobile device is expected to execute a number of

optimisation procedures. radio systems simultaneously;

@ - Application Server

=7 - Network Equipment
(e.g. Router, Switch)

- RAN Equipment
{e.g. Controller)

- Legacy BS
- Reconfipurable BS

- Cognitive Radio BS

O RS B

-Legacy AP
Q - Legacy Terminal
g] - Multi Standard
Terminal
@ - Cognitive Radio
Terminal

Figure 4: Functional Architecture Context [11].
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Multiradio resource sharing capability: SDR  The ETSI RRS WG2 SDR handset reference architecture
equipment in mobile device is expected to execute geport [10] identifies four candidate interfacesr fo
number of radio systems simultaneously by sharingtandardization:

resources.
_ i)  Multiradio Interface as the uniform interface for
The outcome of the study consists, among otherghef network protocol stacks and other user domain
presentation of a functional architecture for SRipment entities to access services of the radio computer;

as detailed in Fig. 5:

Figure 5: Functional Architecture of SDR Equipment.

i) Unified Radio Application Interface at the
boundary between the common radio computer
platform and the specific radio applications;

iii) Radio Programming Interface including software
Multiradio Access IF———————— development-time concepts and run-time interfaces

between radio software entities and radio computer
platform.

I~Unified Radio Application IF— iv) Interface to the Reconfigurable RF Transceiverto
support  multiple radio applications, even
concurrently.

Among these interfaces, tihdultiradio Interface has most
potential for standardization, and is currently eméurther
studies in ETSI RRS. It is expected to enable asieea
integration of radio platforms into handsets thandfits
both chipset vendors and device manufacturers; anereit
offers significant functionality on top of SDR.

Control

Data The deployment of thMultiradio Interface is expected to
proceed in phases with platform capability advaggcin
starting from legacy radio access technologiesdugbly
moving towards a full SDR:

Configuration

i) Radio applications use pre-defined fixed resources.

The components of this framework have different Radio applications come from a single source, and a
responsibilities as follows: list of concurrently supported radios is provided;

i)  Configuration Manager: (de)installation and i) Radio applications have fixed resource requirements
(un)loading of radio applications into radio congut Instead of fixed resources, a worst-case resource
as well as management of and access to the radio consumption budget is attached to each radio;
parameters of those radio applications. . I .

) . . o . i) Radio applications have dynamic resource

i) Radl.o Qonnectlon Manager:(de)actwaﬂon of radio requirements. In addition to phase 2 capabilitiks,
applications according to user requests and overall resource demand of radios varies based on thesr typ
management of user data flows, which can also be of activity (for instance power-save vs. activeadat
switched from one radio application to another. link);

iii) Flow Controller: ser)ding and receiving of user data iv) Radio applications come from third-party vendors.
packets and controlling the flow. This stage mostly affects the security requirements

iv) Multiradio Controller: scheduling the requests on the platform, as well as the tools to create radios
spectrum resources issued by concur_rently executmghe Multiradio Interface is described with a static
radio applications in order to detect in advance th information model and signaling diagrams for dyrmami
interoperability problems between them. ) L : .

P yp behavior. This is organized in an UML model to wallo

v) Resource Manager:management of radio computer formal definitions on a rather abstract level, axtension

resources in order to share them amontnd specialization of the desired elements laterTis is

simultaneously active radio applications, while the current focus in ETSI RRS SDR standardization.
guaranteeing their real-time requirements.
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SECURITY CONCLUSIONS

The activity of research and standardization of RR&urity  This paper has illustrated the SDR and CR framewlakis
must resolve a broad range of issues, which spamm f elaborated by ETSI RRS for a heterogeneous wida are
software assurance, conformance to spectrum régudat (cellular) and short range system scenario. Keynetds,
and certification. As a general rule, RRS mustdatt the such as context provision via a CPC, resource cbatrd
communication security requirements of conventionamanagement by the proposed FA, a harmonized SDR
communication systems like Data Confidentiality andarchitecture, security features, etc. are expetiegrovide
Privacy, Availability, Registration, Authenticatiorand the basis for a broad market acceptance.

Authorization. This is a consequence of the general

conformance to standards and regulations alreafipedie

for the wireless communication systems, with whRRS ACKNOWLEDGMENT

must interoperate. For example, if RRS is usedha t

context of the public safety domain, it must supploe type  While the contents of this paper represent the siefvthe

1 security requirements defined in the TETRA staddA  authors, an acknowledgement is given to all ETSISRR
major security issue introduced by RRS is the ogmsece members and contributors who helped to set upeffost.

of its reconfiguration capability (see also [12]).
Theoretically RRS terminals should be able to doadl
from the air interface new configuration profilessoftware
modules. Once activated, the new profile or soféewaodule
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