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Presentation Overview

The starting place: definitions, key objectives, what are
these myths and legends.

Waveform applications porting concepts with the SCA.

SCA waveform porting case studies: results,
observations and conclusions.

Key factors that impact
waveform porting success.

Summary recommendations.

SCA Waveform Applications Porting - 2 communications™
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The Starting Place:

Definitions, Key Objectives,
Myths and Legends
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Waveform Application Porting I HBARRIS

What is i1t?

— “Transformation” of an existing waveform software
application so the resulting waveform software will execute
properly on a new platform.

— Broad level of software reuse is the underlying principle.

Why is it important? Aka the “Key objectives”
— Facilitates products and systems to meet stakeholder needs
and expectations.
* Procurement clarity: Reuse of existing software baseline.

e Cost and Time: Reuse of proven existing waveform applications
resulting in less new SW development and qualification testing.

— Communications interoperability.
e Same software runs on multiple products and systems.
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Myths & Legends, Heard any of these? I HARRIS

Porting Is easy, its “only” software

Why does it cost so much to port each time

Waveform applications are like Windows PC applications...
The more configurable parameters the better

There should be no need to modify the applications SW

Its based on an existing waveform application

Put some “wrappers” around the existing code...

The HMI is part of the platform, or is it the application
Didn’t another project already fix this problem

This code needs to be “re-factored”
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SCA Primer l/'Ml'\'RIS

|
Set of rules and protocols for SDR applications.

Component Based Design (CBD) technology.
Independence of Platform and Applications software.

Waveform Applications

SCA Operating Environment (OE)

Services and Devices
Core Framework (CF)
POSIX Operating System / CORBA Middleware

Board Support Package (BSP)

Radio Set Hardware
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The SCA Today I BARRIS

Developed as part of U.S. DoD JTRS Program.

— Specification (v2.2.2) & suite of APIs published by U.S. DoD.
— Evolution continues (SCA “next” roll-out Aug-10).

— Change Management controlled by US DoD today.

Growing level of international acceptance

— EDA “Three Category Approach” for API standardization.
— ESCommercial tool suite emergence.

— SOR program adoption of SCA v2.2.2 baseline.

— Wireless Innovation Forum “International
Coordinating Committee on SCA Standards” |I|E ISR

Test, Evaluation and Certification
— U.S. DoD process defined, certified SCA radios.
— WINNF SCA Test & Evaluation Guide.
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Three Category API Approach

Category 1
International Open
Standard

Recognized ISO(s)
Unclassified
Unlimited distribution

Examples:
SCAv2.2.2
APlIs
(profiles in future)
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Category 2
Multi-National
Interests

Coalition PMOs

Unclassified

Controlled and limited
distribution

Examples:
Coalition Waveforms
(COALWNW, HDR)

Security APIs

Feb-2010: Wireless Innovation Forum voted
approval in support for this approach.
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Information Assurance and Security I BARRIS

Key considerations in waveform porting.

— Required IA and security capabilities, including connection to
open networks and policy based re-configurability.

— Waveform applications partitioning across security boundaries.

Multi-surface model concept:

o _ _ Application
 Facilitates open standardization o

and protected interests.

« Transformation layer can uniquely
and securely alter information
format and content. Seaurity Services

Transformation Layer
 Private APIs (national or coalition)
exposed only where applicable.

« WINNF IRSS API Task Group.

Limited access

Cryptographic Subsystem
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Case Studies

Results,
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Harris SCA Pedigree

15t radio provider with JTEL SCA certification.

1st radio provider to put completed SCA
waveform into JTRS Information Repository.

1st & only radio provider with JTEL SCA
certified radios without waivers — AN/PRC-152
HH and AN/PRC-117G MP radios

15t & only SCA production 30-2000 MHz
wideband radio today.

1st & only JTRS fielded SCA waveforms.
Official “JTRS Approved” status from JPEO.

Ported and demonstrated portions of SRW
and WNW waveforms from JTRS IR.

Delivered > 120,000 SCA compliant radios
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Harris SCA Porting Heritage

Multiple radio domains
— U.S. DoD military

— International military

— Land Mobile Radio

Multiple porting categories

— 2" generation (pre-SCA) legacy waveforms
e Ground, Air, ECCM, SATCOM, others.

— Third party waveforms
« SATCOM, Land Mobile Radio

— Emerging technology waveform applications
« Wideband networking waveforms

— Waveform application reference implementations (JTRS IR)

Multiple platforms and HW architectures .
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Harris Platforms and Waveforms I HBARRIS

APCO P25 Unity LMR
NETomtr il S'NCGARS *—V iy LA
(2nd generation) IW

HPW AN/PRC-152 APCO P25
(SCA compliant)

VULOS SINCGARS
JTRS
: HAVEQUICK VULOS
(SCA compliant) 2
HAVEQUICK

IW
HPW
APCO P25

. A /\
RF-7800M AN/PRC-117G m
(SCA compliant) (SCA compliant)
RF-5800V
U OU (2nd generation)
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Case Study #1 - Overview

Legacy military narrowband waveform applications.

— SCA implementation developed specifically for JTRS IR.

1. VHF/UHF Line-of-Sight (VULOS) Waveform
e Modulation: AM, FM, ASK, FSK, PSK, CPM
 Frequency: 30 MHz — 512 MHz; Data rates: <= 56 Kbps
o Security: Type 1

2. ECCM Ground-to-Air Waveform
 Modulation: AM, ASK; Frequency: UHF Band
 Data rates: up to 16 Kbps
o Security: Type 1

Combined code size ~= 120,000 SLOC.
Deployed to field.
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Case Study #1 Porting Results

Approximate
Porting Cost

PORT #1
(Multi-chan -> HH)

e Different APIs

e Different HW
Architecture
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PORT #2
(HH -> Multi-chan)

« Same APIs

e Different HW
Architecture

communications™

PORT #3
(HH -> MP)

» Same APIs

e Same HW
Architecture

Percent
SLOC
Changed

20%
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Case Study #1 - Conclusions

Observations:
— Waveforms originally developed for SCA environment.

— Waveform porting teams were “Subject Matter Experts”:
platform, waveform system level, SCA.

— “Right size” waveform design approach ensured porting
scalability across different platforms.

— HH and MP radios have same security architecture.
Porting time from ~ 12 months down to < 6 months.

Myth-busters:

— Waveform applications are not like PC applications, there are
significant system level implications to be considered.

 |.e., Performance, security, on-air interoperability.
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Case Study #2 - Overview

Legacy waveform application, non-military domain.

Federal, state and local public safety communications.
Multiple communications protocols and modes.

« Backwards compatibility mode; Conventional or trunked modes.
e Secure or clear communications; Voice and/or data.

Frequency bands: 136 — 174 MHz, 403 — 512 MHz, 800 MHz
Common Air Interface

e 9600 bps; IMBE vo-coder; QPSK-C modulation

“Third party” commercial waveform
application ported to AN/PRC-152
HH and AN/PRC-117G MP radios.

Code size ~= 315,000 SLOC.
Deployed to field.
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Case Study #2 — Porting Results I BARRIS

Approximate Percent

Porting Cost SLOC
Changed

20%

PORT #1 PORT #2
(Third party -> HH) (HH -> MP)
e Different HW Arch e Same HW Arch
 Different thread model « Same thread model
 Different APlIs « Same APlIs
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Case Study #2 — Conclusions I HARRIS

Observations:

— Highly collaborative approach between waveform provider
and radio platform/SCA experts.

— Waveform applications modifications required:
* Functional allocation to HW and SW processing frameworks.
 SW threading model and real-time analysis.
 Compliance with SCA architecture and APIs presented by OE.

— Third party commercial waveform application CM with
changes independently managed in consolidated baseline.

Porting time from ~14 months down to < 6 months.

Myth-busters:

— Commercial waveform porting required much more
modification than application of software “wrappers”.
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Case Study #3 - Overview I HARRIS
Tactical networking waveform application.

— Multiple PHY and MAC layers across frequency range to
optimize both connectivity and throughput performance.

— Supports secure voice and data communications.

SCA implementation ported from JTRS IR (excluding

high rate PHY due to proprietary rights restrictions).

Multiple incremental ports as emerging technology
evolves towards maturity (five and counting.....).

Code size > 1.5 MSLOC.

Ported to AN/PRC-117G SCA compliant Man-pack
radio, demonstration capability only, not deployed.
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Case Study #3 — Porting Results I BARRIS

SLOC Type Lowest of All | Highest of All | Aggregate of
Ports Ports All Ports

New SLOC 21% 34% 31%
SLOC Modified 4% 19% 10%

SLOC Reused 58% 69% 99%
Total N/A N/A 100%

Key porting characteristics
— Different APIs drove lower reuse and higher new SLOC.
— Same APIs increased reuse and lowered new SLOC.

— Porting philosophy to minimize amount of modified
waveform applications SLOC drove more new SLOC.
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Case Study #3 — Conclusions I HARRIS

Observations:
Moderately collaborative approach.
Quality, completeness of reference model implementations
and design artifacts impacts porting efficiency.

Waveform application modifications driven by:

* Functional allocation to HW and SW processing frameworks.
o SW threading model and real-time analysis.

« Memory footprints and security architecture.

Philosophical differences in exception handling.

 Exceptions used to handle status conditions and lack of pre-
condition testing, conflicting with standard C++ classes.

Porting time varied from ~ 9 months to < 6 months.

Myth-busters:

— Configurability can provide value, but in excess can also
negatively impact interoperability.
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SCA Waveform Applications Porting I HBARRIS

Key Factors that Impact
Porting Success
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Key Porting Impact Factors (1 of 3) I HARRIS

Stakeholders’ expectations (who’s responsible).
— Product and systems users (mission communicators)
— Governments and procurement authorities

— Radio platform developers and manufacturers

— 3" party applications providers

— Others (i.e., iIndependent test and certification entities)

Waveform applications design.
— Waveforms extend throughout radio to system level.
Target domain/platform capabilities.
Distribution of waveform processing (i.e., real-time).
Information Assurance and security considerations.
Networking waveforms add dimensions to challenge.
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Key Porting Impact Factors (2 of 3) I HARRIS

Level of standardization, verification and compliance.
— Waveforms developed for SCA compliance.

— Standard APIs facilitate less software modification.

— Supported language feature set standardization.

Variation across hardware frameworks.

— Functional allocation to target platform processing
capabilities critical to porting cost/time; Security architecture.

— Co-development of hardware and software porting.

Waveform Applications configuration mgt strategies.

— Across products, product releases, product lines, 3rd party
applications, product providers (scaled to international).

Waveform Applications parameter configurability
How much is too much? Implications for interoperability?
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Key Porting Impact Factors (3 of 3) I HARRIS

Levels of domain knowledge and collaboration
between the platform and applications providers.

Porting heritage — where is the starting point?
— Legacy waveform applications
Third party waveform applications (non-radio provider)

Emerging technology (i.e., WB networking waveforms)
Reference waveform applications
Design/implementation philosophies (i.e., exception handling).

Cross domain porting
— Breadth of the targeted domain, scalability, configurability.

— Platform domain types: HH, MP, SFF, multi-channel
vehicular, shipboard, airborne, SATCOM.

— Usage domains: Military, Land Mobile Radio, other.
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Summary Recommendations

SCA waveform applications should be designed and
evaluated for portability, scalability, configurability.
— Across applicable set of platform and user domains.

Evolution of SCA standardization and compliance.

— Harmonization and convergence through global inclusion
(i.e., Wireless Innovation Forum), including APIs.

— Backwards compatibility and forward extensibility reduce
needs for special cases (needs to stand the “test of time”).

Configuration management of waveform applications
complexity will grow significantly over time.

— Coherent strategies and infrastructure required to ensure
consistent quality and performance of deployed capabillities.
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Things we would like to hear I l/-MRRls

Porting costs are well understood and predictable

This waveform was designed for portability
Standard APIs minimize applications modifications
Code does NOT need to be re-factored

This waveform application auto-configures to ensure on-air
Interoperability

Its easy to re-partition waveform w N
applications across different hardware ?x/é
frameworks b ety A
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b
N

This waveform application contains
all the latest fixes
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Contact Information

Mark R. Turner
Harris Corporation

Engineering Director
Software and Information Assurance Engineering

Harris Corporation
RF Communications Division
1680 University Ave.
Rochester, New York 14610

mark.turner@harris.com
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