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People throughout the trusted, dependable and ubiquitous netwoPeople throughout the trusted, dependable and ubiquitous network are empowered by their rk are empowered by their 
ability to access information and recognized for the inputs theyability to access information and recognized for the inputs they provide.provide.

Build, Populate, Protect
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TopicsTopics

FirstFirst –– SDR / Software Communications Architectures (SCA) are critical SDR / Software Communications Architectures (SCA) are critical 
to DoDto DoD
DoD networks and SDRDoD networks and SDR

Understanding tactical networksUnderstanding tactical networks
Networks Networks –– why these are important why these are important –– the real rationale for SCA based SDR the real rationale for SCA based SDR 
unificationunification
Networks relationships SDR/SCA Networks relationships SDR/SCA 
DoD rationale for using SDRDoD rationale for using SDR

ChallengesChallenges
Acquisition Acquisition –– SDR and the DoD acquisition processSDR and the DoD acquisition process
Perspective on when DoD uses SDRPerspective on when DoD uses SDR
SCA implementation issues and solutionsSCA implementation issues and solutions
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Information & the GIG Information & the GIG -- Layered PerspectiveLayered Perspective

TransportTransport

ServiceService

ApplicationsApplications

User I/FUser I/F

IA & Nwk Mgmt are critical componentsIA & Nwk Mgmt are critical components

SOA Based
IA IA --
NM NM 

GIGGIG
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Global Information Grid (GIG) Transport TiersGlobal Information Grid (GIG) Transport Tiers

GIG is an GIG is an IP unifiedIP unified network having a BLACK routing and switching network having a BLACK routing and switching 
basis basis –– tieredtiered in many respects as commercial networks; with cost in many respects as commercial networks; with cost 
significantly increasingsignificantly increasing towards the edgetowards the edge

Tier 1 – Backbone (DISN-NG, WGS, 
Teleports, Comm SatCom, JNN)

Tier 2 – Intermediate (WIN-T,  JTRS, WGS, 
JNN, AEHF, NMT, HC3, FAB-T, TSAT)

Tier 3 – Edge (JTRS, MUOS, HC3, NMT, 
TSAT)

Tier 1 – Backbone (DISN-NG, WGS, 
Teleports, Comm SatCom, JNN)

Tier 2 – Intermediate (WIN-T,  JTRS, WGS, 
JNN, AEHF, NMT, HC3, FAB-T, TSAT)

Tier 3 – Edge (JTRS, MUOS, HC3, NMT, 
TSAT)

Major commercial Major commercial 
equipmentsequipments

Tactical equipment Tactical equipment 
mix mix 

Mostly military with Mostly military with 
some commercial some commercial 
equipment mix equipment mix 

$$

Proceeding of the SDR 08 Technical Conference and Product Exposition. Copyright © 2008 SDR Forum. All Rights ReservedProceeding of the SDR 08 Technical Conference and Product Exposition. Copyright © 2008 SDR Forum. All Rights Reserved



C3-NII

Transport IssuesTransport Issues

IP discoveryIP discovery and BLK core routingand BLK core routing
DiversityDiversity in linksin links
Balanced IPBalanced IP corecore
Achieving a secureAchieving a secure Wireline IAWireline IA

Satellite access & efficiency Satellite access & efficiency --
COTMCOTM
DiversityDiversity in link capabilitiesin link capabilities
Eliminate the Eliminate the multiplexersmultiplexers
Solution Solution delivery and costdelivery and cost
Unified Unified tactical EStactical ES & IA& IA supportsupport

Ad Hoc nwks Ad Hoc nwks –– performanceperformance & & 
capabilitycapability
DiversityDiversity in link capabilitiesin link capabilities
Tactical radios Tactical radios –– cost and timingcost and timing
Waveforms Waveforms –– type, number,type, number, & & 
performance, SCA implementationperformance, SCA implementation
SpectrumSpectrum and BW and BW efficiencyefficiency
GW GW number and applicationnumber and application
Security Security boundaries & boundaries & IAIA

Many of the transport issues are Many of the transport issues are 
common; spanning all tierscommon; spanning all tiers

IssuesIssues
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Identification of Investment Focus AreasIdentification of Investment Focus Areas

The largest generic terrestrial cost driver is The largest generic terrestrial cost driver is 
the intermediate level followed by the edgethe intermediate level followed by the edge

Tier 1 – Backbone (DISN-NG, WGS, 
Teleports, Comm SatCom, JNN)

Tier 2 – Intermediate (WIN-T,  JTRS, WGS, 
JNN, AEHF, NMT, HC3, FAB-T, TSAT)

Tier 3 – Edge (JTRS, MUOS, HC3, NMT, 
TSAT)

Tier 1 – Backbone (DISN-NG, WGS, 
Teleports, Comm SatCom, JNN)

Tier 2 – Intermediate (WIN-T,  JTRS, WGS, 
JNN, AEHF, NMT, HC3, FAB-T, TSAT)

Tier 3 – Edge (JTRS, MUOS, HC3, NMT, 
TSAT)

Toward Edge

C
os

t (
lo

g)

CoreCore EdgeEdgeIntermediateIntermediate

Focus AreaFocus Area

The wireline core is critical, but the total investment cost in The wireline core is critical, but the total investment cost in wireless significantly wireless significantly 
outweighs all other netcentric costs outweighs all other netcentric costs –– SDR is importantSDR is important since it represents the since it represents the 
fundamental DoD future implementation approachfundamental DoD future implementation approach
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Incomplete Network Solution Incomplete Network Solution -- Losing Sight of the Network Losing Sight of the Network 
Network Topology RelationshipsNetwork Topology Relationships

Tier 1 – Backbone (GIG-BE, 
TSAT, Teleports)

Tier 2 – Intermediate 
(WIN-T,  JTRS, WGS)

Tier 3 – Edge (JTRS, MUOS)

Integrated Network Solution

Understanding the entire network is critical so to Understanding the entire network is critical so to not compromise not compromise 
a cost and warfighter effective solutiona cost and warfighter effective solution (Interoperability)(Interoperability)
Forcing the core and tactical edge networks to be addressed an Forcing the core and tactical edge networks to be addressed an 
integrated structureintegrated structure
Network and Enterprise programs are Network and Enterprise programs are NOT independentNOT independent
Network is Network is part of the GIGpart of the GIG –– requires relationship to the services requires relationship to the services 
and applications, BUT information (data) is the critical elementand applications, BUT information (data) is the critical element
Interoperability with more than a single Service element or a paInteroperability with more than a single Service element or a partial rtial 
force force –– total force including the total force including the all Services and coalition forcesall Services and coalition forces

GIGGIG
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Network Topology ArchitectureNetwork Topology Architecture

Understanding the network topology is critical for determining tUnderstanding the network topology is critical for determining the network performance and he network performance and 
application application –– also to address the fundamental network requirementsalso to address the fundamental network requirements

The aggregated nodal information flow in relationship to the entThe aggregated nodal information flow in relationship to the enterprise services point provides a erprise services point provides a 
architectural construct to the networkarchitectural construct to the network
Mobility of the nodes and the connectivity characteristics relatMobility of the nodes and the connectivity characteristics relative to path / link characteristics is requiredive to path / link characteristics is required

The network topology becomes an important tool for determining SThe network topology becomes an important tool for determining SDR attributes as well as the DR attributes as well as the 
waveform requirementswaveform requirements

Understanding the network topology provides a vehicle to addressUnderstanding the network topology provides a vehicle to address the interoperability issues with legacy the interoperability issues with legacy 
subnets / radios, nodal constraints and addressing coalition netsubnets / radios, nodal constraints and addressing coalition networksworks
IA considerations including fundamental interoperability and secIA considerations including fundamental interoperability and security boundaries for deploying the SDR urity boundaries for deploying the SDR 
unitunit

Distance (topology 
metric) is critical

Rate and waveform 
is a denoted metric

Security boundaries

Enterprise service 
repository location

Aggregated date flow at 
the node is a critical 
attribute

100km

SatCom Perspective
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Tactical Network Architectures Tactical Network Architectures 

Tactical networks differ in operational environment constructsTactical networks differ in operational environment constructs
Time is a critical consideration Time is a critical consideration –– SDR offers considerable flexibility in SDR offers considerable flexibility in 
addressing the detailed network nodal implementations addressing the detailed network nodal implementations 
SDR nodes are being addressed in the tactical intermediate and eSDR nodes are being addressed in the tactical intermediate and edge tiers, all dge tiers, all 
operational elements and in the airborne access layers operational elements and in the airborne access layers 

Airborne Access Layer
Airborne Access Layer

Space Access Layer
Space Access Layer

Access Layers Access Layers 
((offering network offering network 
access points)access points)
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The Characteristics of a Terrestrial Tactical Network The Characteristics of a Terrestrial Tactical Network 
ArchitectureArchitecture

Do not forget the network Do not forget the network –– in a tactical environment, understanding the network in a tactical environment, understanding the network 
is essential: NOT just waveforms but aggregates rates, diversityis essential: NOT just waveforms but aggregates rates, diversity, ES locations, , ES locations, 
security boundaries, etc.security boundaries, etc.
The architecture is a critical portfolio and system design tool The architecture is a critical portfolio and system design tool –– represents the represents the 
framework & way forwardframework & way forward

Example 
Example –– for display only

for display only

Terrestrial NWKTerrestrial NWK
Network is Network is 
hierarchical in hierarchical in 
structurestructure
Distance is critical Distance is critical 
with hierarch topologywith hierarch topology
Diversity is keyDiversity is key
Space is an extension Space is an extension 
of terrestrialof terrestrial

Airborne NwkAirborne Nwk
Distance is in terms of Distance is in terms of 
near and farnear and far
Diversity is importantDiversity is important
C2 nodes with ES are C2 nodes with ES are 
criticalcritical
Position in air space Position in air space 
relative to permissive relative to permissive 
environment is keyenvironment is key
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Ground and Airborne Tactical Networks CharacteristicsGround and Airborne Tactical Networks Characteristics

Consists of three network Consists of three network 
spacesspaces
Operating distances are longOperating distances are long
AJ and LPI waveforms are AJ and LPI waveforms are 
requiredrequired
Large subnet member Large subnet member 
numbersnumbers
Key C2 node locationsKey C2 node locations
Networks are highly Networks are highly 
unstructuredunstructured
Significant nodal/link ratesSignificant nodal/link rates
Minimal waveform typesMinimal waveform types
Groups of nodes, movement Groups of nodes, movement 
in groupsin groups

Network structure is Network structure is 
hierarchicalhierarchical
Multiple waveforms Multiple waveforms –– large large 
legacy waveform numberlegacy waveform number
AJ is importantAJ is important
Wide terminal physical size Wide terminal physical size 
variationsvariations
Edge terminals are often Edge terminals are often 
remoteremote
Edge rates are less, but Edge rates are less, but 
network size very largenetwork size very large
Subnets are unstructuredSubnets are unstructured
Key airborne and satellite Key airborne and satellite 
dependencydependencyAirborneAirborne

TerrestrialTerrestrial

SDR/SCASDR/SCA
JTRS HMSJTRS HMS
JTRS GMRJTRS GMR
JTRS AMFJTRS AMF
WINWIN--TT
FABFAB--TT
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Why SCA is Important to DoD Why SCA is Important to DoD –– Network Perspective Network Perspective 

SDRSDR--SCA offers a unified method of transport for the GIG to enable iSCA offers a unified method of transport for the GIG to enable information nformation 
sharingsharing
Migration from a highly disconnected legacy network structure caMigration from a highly disconnected legacy network structure can be accomplished n be accomplished 
using conventional and SCA routing/gatewaysusing conventional and SCA routing/gateways
Key Key –– given the DoD network structures and acquisition process, SDRgiven the DoD network structures and acquisition process, SDR--SCA offers a SCA offers a 
means to achieve a unified networkmeans to achieve a unified network
SDRSDR--SCA also offers a unique ability to upgrade network performance SCA also offers a unique ability to upgrade network performance over the over the 
extensive DoD radio life cycleextensive DoD radio life cycle

Current Current –– numerous numerous 
incompatible networks incompatible networks 

Effective GW Effective GW –– virtual virtual 
ubiquitous network ubiquitous network 

Unified Network Unified Network 
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SDR SDR -- Waveform IssueWaveform Issue

DoD has a very large number of different waveforms which in turnDoD has a very large number of different waveforms which in turn result in massive result in massive 
interoperability issues interoperability issues –– opposing information sharingopposing information sharing
SDR SDR -- SCA is often thought within DoD as a means to enable multiple SCA is often thought within DoD as a means to enable multiple newnew waveforms waveforms 

Increased interoperability issuesIncreased interoperability issues
Waveforms gains are minimal translating into significant increasWaveforms gains are minimal translating into significant increased costs and interoperability issuesed costs and interoperability issues

SDRSDR-- SCA is a actually means for SCA is a actually means for network convergencenetwork convergence –– a migration path to an a migration path to an 
integrated networkintegrated network
Reuse of layer 3Reuse of layer 3 and above (massive code area) enables a common structure and and above (massive code area) enables a common structure and 
significantly reduced costsignificantly reduced cost

The majority of code exists in this layerThe majority of code exists in this layer

The tactical network strategy is to use SDRThe tactical network strategy is to use SDR--SCA as a means to integrate the SCA as a means to integrate the 
network and enable future planned common waveform upgradesnetwork and enable future planned common waveform upgrades
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Layer 3 and above

Physical Signal Space

TRANSEC (Transmission Security)

WNW Mobile Data Link Layer

WNW Mobile Subnet Intranet Layer

WNW Subnet Convergence Layer

WNW Internetwork Layer

Transport Protocols

Mobile IP Rt NWK Mgmt QoS

Physical

Data Link

Network

Transport

Higher Layers

3a

3b

3c

WNW Layers Mapped Layers
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Implementation of DoD Tactical Network Radio Implementation of DoD Tactical Network Radio ––
Enter SDREnter SDR

The decision to implement SDR may at first seem like the most flThe decision to implement SDR may at first seem like the most flexible approach exible approach 
and hence the most cost effectiveand hence the most cost effective
At issue is the equipment hold time, technology progression / adAt issue is the equipment hold time, technology progression / advancement, and vancement, and 
the potential for updating the radio software/waveformthe potential for updating the radio software/waveform

HPA

LNA

Conv

Conv/
I/F Demod Decode MAC

Control 
Proc

Mod Decode Decode

SWSW HWHW
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NetworkNetwork

A Perspective on SDR Use in DoDA Perspective on SDR Use in DoD

DoD SDR Considerations:DoD SDR Considerations:
Times tTimes t00 to tto t44 are extremely are extremely long long 
SDR offers aSDR offers a highly flexible and adaptive highly flexible and adaptive solutionsolution
InteroperableInteroperable network migration meansnetwork migration means
Times are so long that Times are so long that economics and technologyeconomics and technology
become a driving considerationbecome a driving consideration

Divergence from SDR:Divergence from SDR:
Development times are Development times are extendedextended
Recurring and developmentRecurring and development costs can be significantly costs can be significantly 
higherhigher
TechnologyTechnology updates are difficult and costlyupdates are difficult and costly

JCIDSJCIDS AcquisitionAcquisition Deployed Life CycleDeployed Life Cycle

timetime
tt00 tt11

tt44tt33tt22
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Slope = >10x per 7 years

Key DoD SCA Radio Structure ApproachesKey DoD SCA Radio Structure Approaches

DoD requires upgradeable SCA processing elements to insure wavefDoD requires upgradeable SCA processing elements to insure waveform compatibility in future orm compatibility in future 
waveforms and network migrationwaveforms and network migration
The upgrade requires a minimal cost means enabling different incThe upgrade requires a minimal cost means enabling different increments through the radio liferements through the radio life

RF BoardRF Board

Digital BoardDigital Board

Upgradeable processing Upgradeable processing 
componentscomponents
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DoD Decision Point on SDRDoD Decision Point on SDR--SCASCA
The DoD decision point for SCA implemented radios involves netwoThe DoD decision point for SCA implemented radios involves network structure, transport rk structure, transport 
performance, and costperformance, and cost
Schedule becomes an important consideration and a means of obtaiSchedule becomes an important consideration and a means of obtaining a different ning a different 
perspectiveperspective
Decision factorsDecision factors

Processor driven new waveform network performanceProcessor driven new waveform network performance
Network structure and interactions with new waveform Network structure and interactions with new waveform –– the introduction ease of a new waveformthe introduction ease of a new waveform
Cost Cost –– new radio and waveform (separation or together)new radio and waveform (separation or together)
Does an SCA implementation make performance and economical senseDoes an SCA implementation make performance and economical sense

There exists some applications which offer rapid solutions otherThere exists some applications which offer rapid solutions other than SDR than SDR –– these are likely these are likely 
very low cost implementations and must be evaluated against the very low cost implementations and must be evaluated against the potential of improved SDR potential of improved SDR 
structuresstructures

Key – both DSP and GPP processors performance 
is increasing at ~10x every five to seven years 

BeginBegin Acq Start (10x)Acq Start (10x) IOC (100x)IOC (100x)

ObjectiveObjective

FOC (1000x)FOC (1000x) EoL (100000x)EoL (100000x)

New WaveformNew Waveform

Tot cost = Tot cost = ΣΣ tt00--tt44
c c Objective tot cost < Objective tot cost < ¼¼ tot costtot cost

11

22

33
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The Interoperability of Large Waveform NumbersThe Interoperability of Large Waveform Numbers

Maximum waveforms yields negative gainMaximum waveforms yields negative gain
Cost is a major evaluation factor Cost is a major evaluation factor –– performance gains against funding and performance gains against funding and 
interoperability costsinteroperability costs
Solutions involving GWs only offer a partial interoperability brSolutions involving GWs only offer a partial interoperability bridgeidge

Waveform Numbers

In
te

ro
pe

ra
bi

lit
y 

Is
su

es
The right operating point is one which The right operating point is one which ––

Low cost or high ROILow cost or high ROI
Significant gains in performanceSignificant gains in performance
Minimal implementation effortMinimal implementation effort

Establish a criteria for new waveformsEstablish a criteria for new waveforms

Network topology impactsNetwork topology impacts
SDR/SCA implicationsSDR/SCA implications

Processing upgradesProcessing upgrades
GW GW –– routing functional routing functional 
considerationsconsiderations
Associated channel and IA Associated channel and IA 
aspectsaspects
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GW SDR SolutionsGW SDR Solutions

Tactical radio GW solutions have limited interoperability improvTactical radio GW solutions have limited interoperability improvements given ements given 
cost and size constraints cost and size constraints –– but remain a valuable componentbut remain a valuable component

GWGW

GWGW

GWGW

Numbers and placementNumbers and placement of GWs within the networkof GWs within the network
Size and cost of the GWs Size and cost of the GWs –– internal routing and interface latencies internal routing and interface latencies (functional (functional 
service within the SDR)service within the SDR)
GW should GW should not outnumbernot outnumber the radiosthe radios

The use of GWs is certainly a viable solution to interoperabilitThe use of GWs is certainly a viable solution to interoperability and spanning the y and spanning the 
subnet boundaries subnet boundaries –– but requires network and operational SEs analysisbut requires network and operational SEs analysis
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ControlControl
ProcessorProcessorControlControl

ProcessorProcessor

Common SCA Radio Network Security IssuesCommon SCA Radio Network Security Issues

DoD SDR implementations have INFOSEC/COMSEC requirements which rDoD SDR implementations have INFOSEC/COMSEC requirements which require equire 
not only SE hardware structure assessment but also software and not only SE hardware structure assessment but also software and network network 
considerationsconsiderations
Transversing the RED/BLACK interface must be accomplished in a mTransversing the RED/BLACK interface must be accomplished in a minimal BW inimal BW 
manner resulting in highly structured and carefully engineered smanner resulting in highly structured and carefully engineered software oftware 

Use of some common software operations and OS features may resulUse of some common software operations and OS features may result in high speed t in high speed 
information movements through the bypassinformation movements through the bypass

Future DoD SDR/SCA architectures must set constraints on waveforFuture DoD SDR/SCA architectures must set constraints on waveform software m software 
structuresstructures establishing a HW and SW structure consistent NSA requirementsestablishing a HW and SW structure consistent NSA requirements

ModemModem
Black Black 

ProcessorProcessor
INFOSEC/INFOSEC/
COMSECCOMSEC

OSEC/OSEC/
MSECMSEC

RED RED 
ProcessorProcessor

I/OI/O

BypassBypass
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The Balance of SE Constraints for GIG SDR ElementsThe Balance of SE Constraints for GIG SDR Elements

Single SDR solution within DoD are not feasible since the operatSingle SDR solution within DoD are not feasible since the operational ional 
environment and network tiers require differing implementation denvironment and network tiers require differing implementation demandsemands
DoD consumption for different physical SDR formats may translateDoD consumption for different physical SDR formats may translate into multiple into multiple 
different radio structures for a common set of waveformsdifferent radio structures for a common set of waveforms
Multiple FPGA, DSP and OS can result into interoperability and pMultiple FPGA, DSP and OS can result into interoperability and proprietary roprietary 
issues as well as excessively elongated development timesissues as well as excessively elongated development times

Keeping a generic architecture may increase development time andKeeping a generic architecture may increase development time and costs costs ––
specific selections may increase portability and specific selections may increase portability and may reduce future interoperable may reduce future interoperable 
waveform/network operations impactswaveform/network operations impacts
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SummarySummary

SDR/SCA is SDR/SCA is criticalcritical to future DoD tactical networksto future DoD tactical networks
Using network topology architectures and performance requirementUsing network topology architectures and performance requirements is s is 
required to insure the network is required to insure the network is unified by the SDR/SCA nodesunified by the SDR/SCA nodes
End objective is an End objective is an integrated network integrated network havinghaving minimal waveformsminimal waveforms yet yet 
SDR adaptableSDR adaptable to the insertion of new waveforms to the insertion of new waveforms 
SDR/SCA implementations must incorporate a means of SDR/SCA implementations must incorporate a means of simply simply 
upgrading the processor structuresupgrading the processor structures for new waveformsfor new waveforms
SCA may not necessarily be solution for all DoD tactical radios,SCA may not necessarily be solution for all DoD tactical radios,
especially those having especially those having very low costsvery low costs
Key DoD SDR/SCA issues need to be addressedKey DoD SDR/SCA issues need to be addressed

Consistent Consistent GW routingGW routing functionsfunctions
SCA waveform softwareSCA waveform software constraintsconstraints
SCA HW/OESCA HW/OE constraintsconstraints
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