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Our presentation is on the Cognitive Radio piece of the SDR Forum’s foci:

• Capability Based Assessments and Activity Based Modeling for Cognitive 
Radio

• Their relationship to Complex Systems

- The system
- The users
- The builders

• Complex System Architecting  utilizing the Department of Defense    
Architecture Framework (DoDAF)

• The “glue” that holds it all together
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The DoD Dictionary of Military Terms [DoD JP 1-02, 2001] defines a capability as 
“the ability to execute a specified course of action.” **

Drop bomb on target
Fight a fire
Respond successfully to an emergency with full-up local, state and federal agency 
involvement 

A capability can be defined by one or more sequences of activities, referred to as 
operational threads or scenarios.  

A capability may be further described in terms of the attributes required to accomplish 
the set of activities (such as the sequence and timing of operational activities or 
materiel that enable the capability) in order to achieve a given capability or mission objecti

Capability-related attributes may be associated with specific activities or with the 
information flow between activities, or both.  
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With Capabilities defined and articulated one can accomplish Capability Based 
Assessments  (CBA)

An orderly approach - referred to as an Activity Based Methodology - is:

Define the Capability (e.g., “Drop a bomb on target” requires Planning, Detecting, 
Communicating, etc.) 

Define the user (e.g., War Fighter , First Responder) activities required to 
execute that Capability

Define the System Functions required for the War Fighter to complete his/her 
activities

Identify the Systems that provide those needed functions
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The main “take aways” from the previous slides are:

Capabilities  =  Missions

War fighters and First Responders (the users of systems) complete or “do” missions     

Capabilities set the stage for identifying user activities and the attributes associated with th
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The context in which to “take” our paper and presentation is, always, based on

Systems Thinking

So, what’s the “system(s)” we’re talking about here??
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Here are two systems

Are they complex?  Certainly.

Are they complex systems?   

Depends on the context in which one is asked or asks the questionProceeding of the SDR 08 Technical Conference and Product Exposition. Copyright © 2008 SDR Forum. All Rights Reserved



Complex System characteristics for Capability Based Assessments or Planning:

The component systems are/were chosen from a “buffet” of choices commonly 
referred to as a Family of Systems (FoS)

The Families of Systems were designed and acquired separately and maintain a 
continuing operational, yet independent existence

A complex system does not appear fully formed – its development and existence is 
evolutionary with functions and purposes added, removed, and modified as new 
capabilities, or missions are identified - and it needs to be continually assessed or 
planned for

It performs functions (i.e., provides capabilities) that do not reside in any component 
system or singular participating groups 

The loss of any component will significantly degrade the performance or capabilities 
of the entire system.

It encompasses a wide/large geographic extent as information, not energy or mass, 
is exchanged between component systems 
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The “complex system of interest” for our paper centered on:

First Responders and the systems employed 

The War Fighter and the systems employed

- Both are complex from a characteristic and attribute perspective  (previous 
slides) 

- Are a user/customer base of interest for the SDR Forum and Cognitive Radio 
development

- Both have legacy system components that are going to be there for some time

- Both have HUGE concerns with interoperability

- Both “systems” require myriad considerations - from a perspective of Doctrine, 
Organization, Training, Materiel,  Leadership, Personnel and Facilities – in order to b
developed and operated efficiently

- Neither can tolerate a low Ps (reliability needs to be high)
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From a capability and planning assessment perspective  they’re in need of 
architectural products

One offers an architecting framework that can “work” the Forum
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CCA Applies to Every Executive Agency 
of the Federal Government

Clinger-Cohen Act (CCA)- 1996
• CCA : Information Technology Management Reform Act (ITMRA) and the 

Federal Acquisition Reform Act
• Focuses on the need for Federal Agencies to improve the way they select 

and manage information technology (IT) resources
• The CCA states “information technology architecture, with respect to 

an executive agency, means an integrated framework for evolving or 
maintaining existing information technology and acquiring new 
information technology to achieve the agency’s strategic goals and 
information resources management goals.”

• Chief Information Officers are assigned responsibility for “developing, 
maintaining, and facilitating the implementation of a sound and integrated 
information technology architecture for the executive agency.”
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Circular No. A-130 [OMB, 2000]
• OMB provides guidance on the implementation of ITMRA 
• Defines an Enterprise Architecture as ‘the explicit description and 

documentation of the current and desired relationships among business and 
management processes and information technology’

– The Enterprise Architecture includes principles, an Enterprise Architecture 
framework, a standards profile, current and target architectures, and a 
transition strategy to move from the current to target architecture. 

• Directs agencies to create an Enterprise Architecture that should include the 
following parts 

– Business Processes 
– Information Flows and Relationships
– Applications
– Data Descriptions and Relationships
– Technology Infrastructure ,  Technical Reference Model 
– Standards Profile 
– Information Assurance 

To acquire budget $$ OMB requires agencies to develop ArchitecturesProceeding of the SDR 08 Technical Conference and Product Exposition. Copyright © 2008 SDR Forum. All Rights Reserved



DoD’s Response: Architecture Mandate Memo

• Issued by the Office of the Secretary 
of Defense (OSD) 23 Feb 1998

• Mandates strategic direction for a 
DOD Architecture Framework

• Other agencies may employ other 
frameworks
– Treasury Enterprise AF (TEAF),
– etc…

• Many Adjacent DoD Customers use 
the DoDAF
– NRO, NSA,…
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So, DoD has been charged to do good architecting

Let’s look at how we could use their architectural framework for the SDR 
Forum’s goals – promote a methodology or process to identify solutions for 
the user’s problems.
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This is a simplified complex system architectural view
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There are LOTS and LOTS of missions and capabilities within this one high level oper
view!

It’s so complex  that in order to truly evaluate what’s going on I’ve got to select a single
mission – out of all the missions that are being performed and represented. 
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CVN

WEAPON

FA-18

SHORE SITE
(In Theater)

SOF

E-2C

This is a Platform (Nodal) Interface diagram for that single mission or capability

U-2

SHORE SITE
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CVN

WEAPON

FA-18

SHORE SITE
(In Theater)

SOF

E-2C

U-2

SHORE SITE

There is a lot going on here:  Intelligence being gathered, planning going on, 
detecting going on, identification, tracking, engaging , assessing , 
communicating, there’s……

These are called activities and activities are verbs
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CVN

WEAPON

FA-18

SHORE SITE
(In Theater)

SOF

E-2C

U-2

SHORE SITE

Most importantly come myriad, differing constraints, attributes and characteristics:

Organizational

Political  

Societal

Technological

Physics
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Cutting to the chase:

Complex systems have constraints, variables and characteristics unlike those of
the Individual systems that comprise them!

Individual systems come from Families of Systems owned and operated, often, by
competing agencies with differing political climates and varying cultures.

Within their “families” they work well – one can be removed and the others continue
functioning

When inserted into a complex system their constraints, variables and characteristics
aren’t necessarily going to “play well” with the other systems

All contribute to a low Ps of interoperability AND Reliability!
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The previous slides are War fighter activity specific but extremely 
analogous to First Responders

Constraints, variables and characteristics for local PD, local FD, State 
Police,  FBI,  etc., are similar and myriad
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What if (working off the SDR Forum’s Public Safety SIG)

- We constructed a scenario for each mission or capability of interest for First 
Responders

- We could identify all of those activities  (note that those are verbs, things that   
humans/users, for the most part, do).

What if we could put together a portrayal of how these various entities are connected, how
they work together, how they communicate together, how they share information, how the
work prior to and after being joined up to accomplish some common mission/goal/objectiv
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Public Safety SIG foci:

Develop a scenario for a chemical plant explos

Highlight the need for a CR through 
use cases

Note: an extremely complex system
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EMIS 7315 Systems 
Architecture
Burciaga, De Angelis, 
Johnson, Nissen, Ramos, 
Whit

Proceeding of the SDR 08 Technical Conference and Product Exposition. Copyright © 2008 SDR Forum. All Rights Reserved



911

v

Networks

RF interface

v

v

v

Proceeding of the SDR 08 Technical Conference and Product Exposition. Copyright © 2008 SDR Forum. All Rights Reserved



911

v

Networks

vRF interface

v

v

v

Hospital

Hospital

Interst
ate

FB
I

FB
I

FB
IState 

Police

State 
Police

State 
Police

State 
Police

State 
Police

v

v

v

State  
DOT

State  
DOT

State  
DOT

State  
DOT v Ad Hoc

Network

Proceeding of the SDR 08 Technical Conference and Product Exposition. Copyright © 2008 SDR Forum. All Rights Reserved



Operational Node Connectivity Description

Needline
Onsite Node Offsite NodeText

Multimedia
Voice

Fire Dept. 
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• Extinguish fire
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Chem Plt 
Security

• Notify 911
• Employee Evac

EMS 
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Explosive 
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DOT

• Divert Traffic
• Redirect 
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Weather Data
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LE Branch 
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• Traffic Mgmt.
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• Patient Redirect

Fire Dept.

• Redirect 
personnel to scene

Capacity 
Status

Explosion info/ 
Employee Evac. Status

LE/EMS/Fire 
Status

Person. 
Status

GIS/ Weather 
Info

Person. 
Status

Plume 
updates

Event Cause

Evac. RoutePerson. 
Status

Explosion 
info

Patient 
status

Activity 
Status

Activity 
Status

1
2

3

4

65

7

8

9
10

11

12

13

14
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What if we then identified and depicted the activities relative to the 
organization of
this First Responder incident.
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Organizational Relationship Chart

Mobile 
Command 

Center (MCC)

Incident Commander 

(Command Unit Leader)

Battalion Chief

Emergency 
Operations 

Center (EOC)

Emergency 
Med. Services 

(EMS)

Law 
Enforcement 

(LE)

Explosive 
Ordnance 

Disposal Unit 
(EOD)

Department of 
Transportation 
(DOT) Traffic 
Management

Triage

Non-Fire 
Command

Triage

Non-Fire 
Command

OV-4: Organizational relationship chart

Incident Command (IC)

DPW

Dept of 
Public Works

POPULATION (civilians and non-civilians)
(schools, nursing home, hospitals, Army base, prison, drivers, chem plant workers, residents) 

Firefighters 
(Fire)

Plant 
Headquarters 

Staff

Tow Truck
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Activities Hierarchy
Managing Explosion 

Scenario

Evacuation / 
Reverse 911

Coordinate 
Operations

Set Up and 
Manage 

Communication

Threat 
monitoring and 

Intervention

Set Up Triage EMS Casualty 
Management

Collect GIS 
Information

Asset 
Management

Dispatch Call to 
Responders

Plant Engineers 
Support

A1

A5

A2 A3
A4

A6 A8A7

A11

A12

Arrive on scene

Set up / Control / Relocate MCC

Authenticate addit. Responders

Exchange Info with TN

Req. for frequency reassign.

Receive / work on info from GIS

Communicate with EOC

Assign Personnel

Provide General Disposition

Provide Public Communication

Download Plant Build Plans

Define Evacuation Area

Commun. with 911

911 contact police(s)

Monitor Network for Threats

Send Notice of Evacuation

Send EOD

Relocate Facilities

Work with Plant Eng.

Assign Investigators

IC provide statement

Receive Casualty Info (RFID tags) 

Elaborate Statistics (overburden etc.)

Coordinate with TO and LMC

Get Info on Facilities Status

Dispatch Casualties

Branches Monitoring (LE, EMS, Fire) 

Reassign Assets

Automatically forward info to IC and other Branches

Request for new Resources

A1.5

A1.1

A1.2

A1.3

A1.4
A2.5

A2.4

A2.3

A2.2

A2.1 A3.1

A3.2

A3.3

A3.4

A4.1

A4.2

A4.3

A4.4

A4.5

A4.6

A4.7

A6.1

A6.2

A6.3

A6.4

A6.5

A7.1

A7.2

A7.3

A7.4

OV-5: Activities Hierarchy

EMS / LE / Fire

Chemical Plant / HQ

911

IC - MCC

Traffic 
Management

A9

LE / DOT

Fire Fighter 
Intervention

A10FIRE
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What If we:

Identified the system functions the users required in order to accomplish those 
activities???

We could then map the user activities to the system functions.
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Functions

Activities

Transmit 
and 
Receive 
data Encrypt Store Data Retrive Data

Provide 
office 
automation

Gather 
weather 
information

identify 
stored 
chemicals

Plan

Pass Video

Pass Data

Voice 
Communication
s

Organize

Engage

Decide
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System A System B System C Sys D Sys E Sys F

Xmt/Rcv x x x

Encrypt x x x

Store Data x

Retrieve Data x x x

Automate

Gather WX Data x x

Report on Stored Chemicals x x

We then identify the systems, available to the user today, and their functions
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We could then assess those systems based on:

• What system functions are available to the user today for the activities the 
user 

has  to perform

• What system functions would help the user perform his/her activities OR
perform them better
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The result:

• System  functions that the user/customer needs but doesn’t have that 
he/she requires to accomplish the activities needed to complete the mission! 

This is called a Static Assessment of our capability or mission
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Houston, we have a problem!  We have a gap and the capability can not be met 
because the user can’t complete the activity he/she needs to “do”

Functions

Activities
Transmit and Receive 
data Encrypt Store Data Retrive Data

Provide office 
automation

Gather weather 
information

identify stored 
chemicals

Plan X X

Pass Video X

Pass Data X

Voice Communications X X

Organize ******

Engage X

Decide X
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Another benefit of activity to function assessments:

- you can discover systems offering the same functions

- can lead to an analysis that may answer the question

“just why are we buying these three radios from three different manufacturing 
companies that all do exactly the same thing but cost us beaucoup dollars 
with the three incompatible life cycle support methodologies?????????”
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Then:

What if  (with the correct architectural products developed):

We identified the new system(s)  that were needed to overcome that gap

We then could produce a new architectural model with those systems 

We then produce architectural products that portrays the sequence of events –
along with timing and system interface exchange requirements, attributes and 
constraints - for the systems used by the user
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PoliceFire Dept. DPWIC DoT

Feedback fire status

Assign personnel to evacuate Harris HS

Fire cloud moving NE, towards I-70

Evacuation zone revaluated; some to shelter 
some to evacuate.

Chain-reaction automobile accident.

Coordination with DoT to configure traffic assets to divert traffic from I-70

Traffic jam at I-70; drivers abandon vehicles

Request tow trucks to clear I-70

Evacuation area increased

• Coordination for evacuation activity

Operational Event-Trace Description
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IC MCC Temp Network Police/Fire/EMS EOC EOD

Request for MCC setup

Provide feedback to request

Establish network

Feedback on network

Request for frequency
reassignment

Set encryption
function
Assign activities via radio to be performed

Feedback on activities performed
Request for updates

Provide  live data updates

Request for search of secondary explosion devices 

Provide results from search of secondary explosion devices 

Provide  live data updates

Assist in search of secondary explosion devices 

• Event-trace following 911 dispatch

Operational Event-Trace Description
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IC MCC
Request for MCC setup

v v

v

v v

Operational 
Information 
Exchanges

The systems required to 
provide the functions need
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Finally, hand those operational and system views over to a M&S group and ask 
them to model and simulate our new “to be” architecture.

The result – measurements of Effectiveness and Performance  that verify and 
validate the impact of the new system(s) on the overall complex system!

In short we now have proof the new system(s) are worth moving forward on 
developing and purchasing.  
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The previous – from Static to the M&S effort - is called a Dynamic Assessment 
of the capability or mission area.

The two assessments, conducted with the “correct,” validated and vetted 
architectural products are what makes up a Capability Based Assessment or 
Planning effort.

“correct” and validated – achieved via a cohesive group of system architects 
and engineers

Vetted – achieved through a cohesive group of system architects, engineers AND 
users!

Without user participation you have no buy-in that your scenarios, timing, 
sequence of events and activities are worth a hoot! 

Without that you can’t sell product one to the user/customer!
Proceeding of the SDR 08 Technical Conference and Product Exposition. Copyright © 2008 SDR Forum. All Rights Reserved



Finally  ---------- we produce two roadmaps:

- IF the new system or solution requires new technology we can display 
the 
timeline of that technology’s arrival

- A timeline for when the solution’s functions  will be available to the user
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Caution:  architectural products and assessments MUST account for more
than the “M”ateriel solution – what’s referred to as the technical side of the solution!

The range of architectural products that deal with the Operational side of the capabilit
opens up assessment opportunities for:

“D”octrine

“O”rganization

“T”raining

“M”ateriel

“L”eadership

“P”ersonnel

“F”acilities

The total of all assessment opportunities is referred to as  DOTMLPF
“The Total Solution Set”Proceeding of the SDR 08 Technical Conference and Product Exposition. Copyright © 2008 SDR Forum. All Rights Reserved



D O T M L P F

Sums up Human Systems Integration, Systems Integration, Human Factors 
Engineering, and Intelligent Enterprises

Architectural products set the stage for static and dynamic assessments of the 
complex system (in which the user operates or functions in) 

Show the user – the First Responders, the War fighters - how, with the use of 
architectural products that he/she was engaged in the development of, 
changes in doctrine, organization, facilities AND  a materiel  change – e.g., the 
addition of a Cognitive Radio – can make their working live more better. 

The result – you have influenced the decision process in a positive manner 
because
the user and customer were brought into your methodology and process for 
determining, empirically that a Cognitive Radio can provide them with needed 
functions It’s Miller Time!!!

Consult the user on the makeup (characteristics,  attributes, timing of events, 
the correct activities accomplished by the correct users, etc.) 
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Architectural products set the stage for static and dynamic assessments of the 
complex system (in which the user operates or functions in) 

The results show the user how, with the use of architectural products that 
he/she was engaged in the development of, changes in doctrine, organization, 
facilities AND  a materiel  change – e.g., the addition of a Cognitive Radio –
can make their working live more better. 

The result – you have influenced the decision process in a positive manner 
because
the user and customer were brought into your methodology and process for 
determining, empirically that a Cognitive Radio can provide them with needed 
functions It’s Miller Time!!!

The user is consulted on the makeup (characteristics,  attributes, timing of 
events, the correct activities accomplished by the correct users, etc.)  

Summary – up to the “glue” part
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System

Function

Schedule
& Cost

Realm of the Architect and Systems Engineer

Capability

Activity

Requirements
Analysis

Functional
Analysis/Allocation

Synthesis

System
Analysis/Control

Verification

Requirements Loop

Design Loop

SE Process

Systems architect

Systems engineer
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Function

System

SoS / FoS

Schedule
& Cost

Capability

Standards

OV-1

SV-6

SV-4

SV-5

SV-8

TV-2
TV-1

IERs

Modeling

Activity

OV-6c
SV-10c

Performance 
Metrics

MOEs

MOPs

SV-9

DOT _ LPF

Task Sensors

Det Env 1

Scenario – MCO1 (2005)
OPSIT 1 – Time Critical Strike (notional)
TACSIT 1 – SOF Direct Action Against Target (notional)

Det Env 2

Detect Unknown 
Target

Plan Force
Disposition

Determine Sensor
Availability

Re-PrioritizeRemove from Target
List

Det Env 3

Time
Critical StrikePrioritize Targets Assess Engagement

Capability

CVN

Evaluate

Identify Targets Locate Target

Track Until Stopped

Search

Task BDI / BHI Assess BDI / BHI

Geolocate Target

Collect BDI / BHI

Execute Force Orders Support Weapon 
Flyout

DDD Target

CVN

USMC GCE

WEAPON

FA-18

CVNUSMC GCE

SOF TEAM

SHORE SITE (IT)

IdentifyDetect TrackPlan AssessEngageDecideCommunicate Platform

E-2C

Collect / Relay Intel. 
Data

COLLECTIONASSET

Evaluate

SHORE SITE (IT)

Evaluate

Assign Weapon / 
Target Platform Update Mission Plans

Perform 
Deconfliction 1

SHORE SITE

Evaluate

ESG ASSET

Perform 
Deconfliction 2

USMC GCE

Determine Sensor
Availability

Joint Target List Strike Cdr
Guidance

Determine Force
Requirements

SHORE SITE

Update COTPRequest CAS 1

Request CAS 2

Task Sensors

Det Env 1

Scenario – MCO1 (2005)
OPSIT 1 – Time Critical Strike (notional)
TACSIT 1 – SOF Direct Action Against Target (notional)

Det Env 2

Detect Unknown 
Target

Plan Force
Disposition

Determine Sensor
Availability

Re-PrioritizeRemove from Target
List

Det Env 3

Time
Critical StrikePrioritize Targets Assess Engagement

Capability

CVN

Evaluate

Identify Targets Locate Target

Track Until Stopped

Search

Task BDI / BHI Assess BDI / BHI

Geolocate Target

Collect BDI / BHI

Execute Force Orders Support Weapon 
Flyout

DDD Target

CVN

USMC GCE

WEAPON

FA-18

CVNUSMC GCE

SOF TEAM

SHORE SITE (IT)

IdentifyDetect TrackPlan AssessEngageDecideCommunicate Platform

E-2C

Collect / Relay Intel. 
Data

COLLECTIONASSET

Evaluate

SHORE SITE (IT)

Evaluate

Assign Weapon / 
Target Platform Update Mission Plans

Perform 
Deconfliction 1

SHORE SITE

Evaluate

ESG ASSET

Perform 
Deconfliction 2

USMC GCE

Determine Sensor
Availability

Joint Target List Strike Cdr
Guidance

Determine Force
Requirements

SHORE SITE

Update COTPRequest CAS 1

Request CAS 2

_ _ _ M _ _ _

Ovs, SVs and TVs are the acronyms for Operational, System and Technical Views associa
with the Department of Defense Architecture Framework (DoDAF).

Ministry of Defense Architecture Framework (MoDAF) views add business and acquisition
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System

Function

Schedule
& Cost

Capability

Activity

Requirements
Analysis

Functional
Analysis/Allocation

Synthesis

System
Analysis/Control

Verification

Requirements Loop

Design Loop

SE Process

Systems 
architect

Systems 
engineer

The “glue” that holds it all together and makes it “wor
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System

Function

Schedule
& Cost

Capability

Activity

Requirements
Analysis

Functional
Analysis/Allocation

Synthesis

System
Analysis/Control

Verification

Requirements Loop

Design Loop

SE Process

Systems architect

Systems engineer

The System Architect works for the customer

The  Systems Engineering works for the builder
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System

Function

Schedule
& Cost

Capability

Activity

Requirements
Analysis

Functional
Analysis/Allocation

Synthesis

System
Analysis/Control

Verification

Requirements Loop

Design Loop

SE Process

Systems architect

Systems engineer

Understand the requirements
Design the solution
Build it
Test it
Sell it
Manage it all

Architect and Engineer:

Work and “flit” back and forth 
amongst these work-related
activities with the architecture
as their foundation and guide
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