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International Radio Security Services Application
Programming Interface Functional Requirements: Analysis,
Development and Specification for an International Radio
Security Services API Set

1 Introduction

The purpose of this document is develop and provide a functional requirements specification that
can be applied to the development of an Application Programming Interface (API) for Radio
Security Services (RSS) for use in radios in the international npdaket These include
commercial radio applications, public safety applications and tactical radio applications, the latter
of which is perhaps the most demanding from a security perspective and consequently will be the
primary focus of this document. Suddios are herafter referred to as an International Tactical
Radio (ITR). The resultant API, although developed with the ITR focus, represents a superset of
capabilities for which only a subset may be needed for other radio applications such a patlic saf
commercial satellite and other commercial radio applications. This is supported in part by the
results of the Project 25 API requirements analysis presentethhétehe present time there has

not been any contributions made to this document regattie requirements analysis for any
commercial waveform/application and thus those specific aspects have been deferred for future
work. However as will be seen, the military radio market makes extensive use of commercial
security standards developed &pplication to the global internet. Thus features of the resultant
APl that address those security functions should be directly application to commercial
applications.

1.1 Scope

For the present time, this document will only consider examples which are tetedafining the
Application Programming Interface in support of waveform or other application portability. Thus
those Radio Security Services APl 6s which ar
independent of waveform/application portalyiland interoperability will not be addressed in

depth. Notwithstanding, different security architectures may relegate RSS API functions to a
waveform API or to a platform API . Consequent
circumstances mightcour so that an appropriate waveform APl may be specified.

The basis for the definition and identification of the Radio Security Services classes referenced
in this document are derived from téreless Innovation Forum (WINNF, WinnForum)

Security Workig Group Document WINNB8-P-0013V1.0.0 Securing Sftware

Reconfigurable Communications Devices (Available for download at:
http://groups.winnforum.org/p/cm/Id/fid=84

1.2 Background

The Radio Secuyt Services APl O6s that wildl result fro
within this document are intended to function in accordance with the requirements and operating
environment specified by the Software Communications Architecture (SCA) starsthardbe

related published APIs based there During the evolution of the SCA, the Radio Security

Copyright © 2013 The Software Defined Radio Forum Inc Pagel
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Services (RSS), which had been the only API provided in the original SCA, was removed because
all other APIs were separately defined. However, after renfoval the SCA the published RSS
API was not publicly released, which is also the case with someJatim¢Tactical Radio System
(JTRS APIs. Since radio security services are an essential component of any tactical radio, the
Wireless Innovation Forum undeok the development of an open standards API for use by the
international radio community. The production of this document is part of that effort.

The SCA was originally developed for tA€RS progranand is being used by all radio platforms
developed nder that program. The standard was socialized to the commercial world by the US
Department of Defense to foster their desire for the standard to be adopted as a commercial
standard. The Wireless Innovation Forum, known then as the Software Defined &aovas
approached by the DoD and consequently, had a significant role during the development of the
initial SCA.

After the initial release of the SCA a version was eventually standardized by the Object
Management Group. During this process it was zedlthat the DoD needed to maintain control

of the standard in order to manage costs of ongoing development programs and that was not
possible with the OMG or any other open standards body. The DoD currently maintains and
manages all revision control oretBtandard but welcomes input from all of industry regardless of
whether or not they are developing radios for the DoD.

The WinnForum has undertaken an active role representing International commercial interests to
harmonize the needs of commercial depefs and fostering the evolution of the SCA and related
APIst. In 2010 the WinnForum established a new technical committee known as the Coordinating
Committee on International SCA Standards. In February of 2012, the J3iRISP¥ogram
Executive Officeandthe WInnForum jointly approved SCA version%.0

1.3 High level radio features in military environments

|t i's essenti al that the examples considered
supporting the following high level features found in camgerary and emerging tactical radio
networks.

1.3.1 DataTransportAvailability

In this modern world of ours we place great trust in thailability and reliability of the
communication networks we utilize. Ironically timetacticalenvironments whereur war fighters

need it most, supporting infrastructure is least establjshaaly exists at alJland it is subjected to
electronic warfare as well as direct physical attacks by adversarial forces. Notwithstanding, our
war fighters are relying on commigation links whoseperformanceand availability canbe
maintained with high assuran@ecurity services in the area of Information Security (INFOSEC)
and Transmission Security (TRANSEC) are integral to the ability of waveforms to meet the
challengesecunt ered on todayo6és battlefields.

1 http://www.wirelessinnovation.org/what_is_the sca
2 http://www.wirelessinnovation.org/assets/documents/CC_SCA_Charter V2- 060 November 2010.pdf
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1.3.2 Seamlessness and flexibility

Future operations will be less geographically less static and more dynamic in terms of mission
tasking. Soldier's mobile devices will connect and disconnect frequently to different infrastructu
hosted by several management authorities. Terminals need to support this mode, where end users
are dynamically connected to different bearers as they dynamically and seamlessly create new
networks in support of coalition operations. In particular tleufe of communicating securely

with constantly changing Communities of Intere€islf, and Dynamic Communities of Interests

(DCol) will entail additional requirements on the cryptographic components in the terminal and
their Application Programming Interces. As an example, dynamic group keying or IPsec
discovery can be utilized to supp@€olsin their communication.

1.3.3 Authentication and Protection

Tacticalradio links need to be protected from unauthorized access and traffic analysis by hostile
forces.In addition, Quality of Service (QoS) mechanisms should ensure that data is transferred
with the priority and reliability it deserves. Trust in the peer terminals and their users must be
assured at all times. Thus robust authentication schemes mustideeimpich can accommodate
constantly changin@Cols

1.3.4 Domain neutrality

Mission participants will have the need to communicate quickly among different security domains,
such as into their 'coraission domain, their national baekd, with other mission ember
natiors including both allied and neallied coalition force members, and potentially various
Civiian-Mi | i t ary Cooperative (CIMIC) parties, et c.
tactical radio cryptographic module, in addition to besoffware upgradeable to accommodate
new waveforms, must also provide the capabilities of simultaneously supporting multiple keys,
different encryption algorithms and multiple encryption equipment protocols for a specified
channel.

1.4 Approach

The final techrsal document delivery of the task group will be the detailed Radio Security
Services API specification for the security functions of an International Tactical Radio necessary
to support waveform portability and interoperability among multinational plagfiorhe st@s in

order to achieve this objective are listed below and illustratédyurel.

Copyright © 2013 The Software Defined Radio Forum Inc Page3
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Figure 1: IRSS API DevelopmentProcess

Waveform examples will be used to identify needed Security Services and to identify specific
API Operations and the associated functional requirements for theMARiple waveform
examples will be used teepresent diverse security service requirements to ensure a
comprehensive and complete API is develop&@loperations examples will be used to

define specific APl components and their operational requirements leading to API definition.
The results of thd activity are presented i8ection3.

High level functional requirements will focus on the radio security services needed by
waveform components to meet their operational needs. The radio security service APIs are
an abstraction which hide the underlying interfaces between the radio platforditie
embedded crypto module with the aim to make the waveform API agnostic to both the
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crypto module and security services implementations. ifie¢hodology will consider
implications of potentiatransformations from theRS@\PIs to norpublished regioal and
a2@PSNBATY !t LQa akKzdzZ R GKIG 0SS ySOSaal NEo

3) Thepublically released USAF API known as the Common Interface to Cryptographic Modules
(CICM) and previously published Joint Tactical Radio System Software Communications
Architecture Version 2.2.1 SecyriBupplement ARVill be used as source material for API
development in the bottom up and top down approdgh ¢ KS ! t L Q& -infwdll RSFTAYSF
serve as a starting point for bottounp APl development.

4) All RSS API Operations examgbeaminedin Sectiord support the waveform RSS functional
needs andserve as a basis for tHRSSunctionalspecification requirements. The IRSS
functional requirementsare contained in Sectioh

5) In the next stage of the overall projeche process will include a gap analysis compatiRg
Requirements to that Wichis alreadyincluded in the API. From the list of requirements not
yet included in the API, the IRSS API specification/standard will be modified to include those
which have been selected to be included in the next revision of the specification/standard.

1.5 Radio Platform and Waveform Security Policies APl Implications

In an earlier Wireless Innovation Forugport, the importance and relevance of having a defined

Radio Platform Security PolidRPSP)Wwas emphasized as was its application to the development

of the secuty architecture and design of the Radio Platforfihe topic of a specific Waveform

Security Policy (WSP) was not addressed within that report as it wasleeant;however, the
waveformds security policy i s | sedudte @heraaresr i t i C
however, no published standards for what constitutes a waveform security policy nor is there any
standard regarding how such a policy is expressed or enforced either by waveform components or
the radio platform on which it is instartéal. The Radi®latform security policy is likely to have

explicit criteria applicable to waveforms in general, but each waveform requires security policy
specific to its own application.

In this document it is required that each waveform to be portadyaiven radio platform be
accompanied by a Waveform Security Policy. The form in which the policy is expressed is not
specified and may include a document that lists the policy statements, as well as specific design
criteria for porting the waveform tong given platform. We do not intend to fully define the
components of a WSP in this document, however, we do include a minimum criteria that the
waveform security policy must include a complete listing of the API services that it requires as
well as explcit identification of the extent which each such service is used and which aspects are
not used/needed by the waveform.

It is expected that the Radio Platform will enforce the WSP to the extent required by its own RPSP.

These aspects are reflectedhie API requirements in Section 5.

SNote: The SCA no | onpgaerrt ionfc |tuhdee sd oacnuymeAnPtl.6 sAPalsdbs are pu
RSS APl is among several that have not been published.

“ASecuring Software Reconfigurabl e -@BPO0MEVM.D.@ati ons Devic
http://groups.winnforum.org/d/do/3014
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1.6 Structure of this document

The main purpose of this document is to facilitate and embrace the first important phases of the
approach described in Sectibdabove and to clearly determine the development framework. For
this reasorthe following structure is chosen:

1) Section2 identifies various actors or roles of entities interacting with the radio. These are
entities such as individuals acting in specific roles, devices, device components, and
network components that may play a role in various high level and low level use cas
analysis.

2) Section3 gives an overview of the Waveforms which are the basis for the API functional
security requirements developed in this repdithile some are based on specific
standards, others are only loosely based on known standardized wavefamssich they
have a hypothetical aspect for the security functions which are like to emerge in the next
generation of waveformsThis section alsaéntifies which of the Use case Operations in
Sectiord are believed to apply to the given wave form example.

3) Sectiord lists both platform and waveform API Operations for use in defining functional
use case example$he use cases are planned to be the subject of future work and will
develop specific use casgamples for each waveform which requires the use of the
corresponding security API operations functions.

4) Section5 contains the high level API functional requirements organized by each Security
Service class defined in Sect@®which have been derivethighlevel) requirements for
API's in Waveform Security Operations.

2 Actors and Roles for Use Case Analysis

The definition of the actors and/or roles is an important aspect in the process. As such it identifies
the main players in the use case scenanubkin higher level systems analysis. They are defined

at different levels of abstraction to facilitate the analysis at different levels as well as use case
simplification. Details are added only when necessary to understand relevant interactions. Table 1
provides a listing and description for those Actors and/or roles identified to date.
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Table 1: Actor/Role List For a Tactical Radio Security Services API

Actor/Role

Description

Function

Administrator

The Administrator, also known
as the System Administrator is
any entity that interacts with the
Software Defined RadicSPR)
for general administrative or
SDR management purposes
including identification of
authorized personnel and other
entities authorize to
control/manage and utilized the
SDR and defines their specific
role assignment.

Typically a user side entity but mg
reside on bearer side in some
applications such as remotely
managed Radio Configuration an(
Network management operations
Responsibldor overall
administration of the SDR
including assignment of roles to
other actors

In an object oriented design an
Aapplication c
package, module or software

based service encapsulating a

Application logical set of functions. Ithe An integral part of a Radio
Component context of this document it is | Platform Application
used to refer to NerRadio
Platform Operating Environmer|
(RPOB software such as a
waveform software component,
This actor can access SDR locally
(viathe Human Machine Interface
Any entity who interacts with | (HMI)) or remotely via the
Audit Authority the SDR fo audit log review or [ communications networks

retrieval purposes

Responsible for assigning audit Ig
parameters and for reviewing aud
logs.

Bearer Side (of)

The bearer abstraction represe
every possible transport layer

Unclassified or Protected data

Terminal appropriate to transmit data transmission/receiver interface
directly via the supported beare
The Certification Authority
represents the issuer of any
e . certificate. It is a part of Rublic | One or more entities that are
Certification Key Infrastructure PKI) system | authorized to sign and issu
Authority (CA) y y g

and can be used when the PKI
actor does not provide sufficien

detail.

certificates.
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Table 1: Actor/Role List For a Tactical Radio Security Services API

Actor/Role

Description

Function

Communications
Service Provider

This entity provides the device
with a communication or relatec
service via radio communicatio|
links, which may include
commercial wireless networks (
the network infrastructure in a
public safety network, broadcas
satellite subscription services,
and/a peers in an ad hoc
network.

Communication Service Providers
provide services to their
users/subscribers either as a basi
service (e.g. SATCOM access su
as INMARSAT) or as a value
added service over the network. A
tactical networked radio may have
aceess to multiple communication
service providers.

Centralized
Security Function
/Cryptographic
Subsystem

The Centralized Security
Function provides all
functionality typically provided
by a legacy Cryptographic
Subsystem (CS3s well as
those additional security servict
required by contemporary
Software Defined Radio Device
(SDRD) technology. As such it
is the connecting actor betweel
the consumer side (aka RED
side) and the bearer side (aka
BLACK side) of the tactical
radioterminal.

For purposes of this document the
legacy CSS, herm referred to as g
Centralized Security Function
(CSF), is the source of all Radio
Security Services available to the
waveform component. This
includes Protection layer
components, such as TRAHNS,
Link Security LINKSEC),

Network Security NETSEQ,
Communications Security
(COMSEQ and others including
key management, authentication
etc.
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Table 1: Actor/Role List For a Tactical Radio Security Services API

Actor/Role Description Function

The Device Owner/Device
Administrator role corresponds
to the individual olan entity that
desires to control which of the
set of authorized or permitted
communication services are
enabled by the device. The
Device Owner/ Device
Administrator will have

Device objectives different from the . . .
. . . Determines policy defining scope
Owner/Device user. Administrators may wish 1 .
o S Y and use of SDR operations.
Administrator limit the soures, distribution,

content and time of
downloadable software and
policies. Similarly, enterprises
might provide devices to their
employees but want to enforce
corporate policies. In these
cases, the device owner may
serve as the stakeholder for the
user roé.

In the context of this document
the DAA is an entity with the
Download authority to approve the Responsible for ensuring the
Authorization download of software/firmware | validity of the software/firmware tg
Authority (DAA) | of a designated type. This role | be downloaded to a radio platforn
defined solely within the contex
of enforcing security policy.
Ensures the delivery of
operational key material to the
intended radio units. An
Interface between Key
Management authority and
Device, such as Ovdarhe-Air
(OTA) or Key Loading Device
Generates key material in
accordance with key material
requests for prplaced usage.
Prepares key material for
distribution

Key Distribution
Authority/Entity

Responsible for the delivery of ke
material to the tactical radio

Key Generation
Authority/Entity

Responsible for the creation of ke
Material.
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Table 1: Actor/Role List For a Tactical Radio Security Services API

Actor/Role

Description

Function

Key Management

Analyzes Operation Mission
Plan and defines requirements
for key material. Submits Key

Defines Operational requirements

Authority Material requests to Key for Key material
Generator authority.
Typically a user sidentity but
Any entity who interacts with | remote diagnostic operations may
Maintainer the SDR for SDR maintenance| be performed via Bearer side.
purposes Monitors, troubleshoots and repai
SDR
The manufacturer is the entity
that assumes liability for the
performance of the device,
which in most cases is an
integratorof hardware and Designs and Manufacturers the
Manufacturer

software components to create
platform for radio software. In
other instances governing
authorities may define the
responsible entity.

Radio Platform

Mission Planner

The entity that creates and
disseminatesperational missior
plans for the SDR and the
network in which the SDR
operates (but not necessarily fd
the external networks with whig
it may interact)

Plans operational mission operati
parameters to meet mission
requirements

The Operations Authority (OA)

Network is the direct authority for a _ I
\ | Interface to Mission Objective
Operations network, e.g. a commander. It i :
: : related radio support
Authority not a computer service, but a
human decision maker.
Any entity that interacts with thq
SDRfor purposes of operating
and controlling an SDR, Typically a user side entity but mg
including radio channel reside on bearer side in some
Operator

configuration and operating
parameter selections. This entit
may also be assigned a

User/communicator role.

applications. Provides real time
control and operation of the SDR
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Table 1: Actor/Role List For a Tactical Radio Security Services API

Actor/Role

Description

Function

Policy Distributor

This role parallels the Software
Distributor role, because it
characterize those entities whid
are designated as being
authorized to distribute policies
of a designated typ® an SDRD
and to components of the
network in which the SDRD
operates. This entity also must
ensure that all platforms receivi
any policy update.

The entity responsible for
distributing Policy to all platforms
within its area of responsibility.

Policy Issuer

This is a broad class of roles o
entities, each defined by the tyj
and the nature of the policy
being issued. Examples of suct
policies are regulatory policies,
network security policies,
network management policies,
well as individual SDRD
secuity policies. From an SDRI
security policy enforcement
perspective, a Policy Issuer is ¢
entity who is authorized to issut
a corresponding type of policy.
As with the preceding roles, thig
role is defined solely within the
context of enforcing security
palicy.

A network entity that has the
authority to create, or alter a
previously established policy
governing a designated aspect of
radio platform operations.

Public Key
Infrastructure

The Public Key Infrastructure is
an actor that represents all
activities that are related to PKI
including user registration, issu
of certificates, revocation of
certificates, and answering
revocation inquiries. It hides the

detail of a PKI system.

A general component abstraction
capable of interacting with thedi@a
platform in all matters and aspect
of PKI based operations.
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Table 1: Actor/Role List For a Tactical Radio Security Services API

Actor/Role

Description

Function

Radio Platform

An abstraction of the SDR
operating environment and
services exclusive of Radio
Security Services

The host for the waveform, the
operating environment and all rad
services

Radio Security
Services (RSS)

The applications which provide
the API service for the
Cryptographic Subsystem.
Depending upon the SDR syste
design it may or may not suppd
platform interaction with the
Crypto Subsystem

Services which provide an interfag
between the waveform, other
applications or other platform
services which provides them the
ability to obtain required security
services. Components of RSS
reside on both user side and bear
side of radio.

Registration

The Registratiouthority, as
used, represents the control of
user identity before passing a
request for certificate issue to tl
CA. The RA is responsible for

One or more entities which are
authorized to verify the identity of
users or organizations who requir

Authority (RA) verifying that the requestor is cert@ficate;/digitql credenti_als and
who claims to be and that all _certl_fy their |de;r_1t|fy to certificate
necessary information is Issuing authorities
provided and is accurate.

TheRegulatofFrequency

Manager is the legal authority

and establishes limits for safe entity is responsmle for allocating
operation of radio equipment. I and_ controlling freq_uency

Regulator/ some jurisdictions multiple assignments to national forcasd

Frequency stakeholders may fill the role for coordinating with correspondin

Manager roles in coalition/allied forces. In

(e.g., FCC and the National
Telecommuniations and
Information Administration in
the US). A primary objective of
the regulator includes avoiding

radio interference.

the commercial domain it is the
governmental agency responsible
for regulatory policy and licensing
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Table 1: Actor/Role List For a Tactical Radio Security Services API

Actor/Role Description Function
I nstall s/ | oads
icnecrﬁljf(';stezl’ ?)?i(t:rlljrrrlltg Software Any entity who interacts with the
CIVDto rga hgi]c unit r’otocols SDR for security control or
yptograp pr .. | management purposes including

downloadable security poI.|C|es key loading and audit log paramet

. . and other data which configure! . ) )

Security Officer and controls the securit selection Typically a user side

. iy entity but may reside on bearer si
behavior of the SDR including | . -

. in some applications such as
selection of the subset of BLACK (Encryped) Key
parameters subject to audit. C3 distribution and loading operation:
review but not alter oralete
audit log
The SD is any entity who is an
approved distribution point for
any software which is authorize
to be downloaded onto the

Software SDRD. It may be a network Responsible for the physical or
Distributor (SD) oper at or 6 s s e r|electronic distribution of authorize
vendor or s er v|software tothe targeted platforms

server, or an individual who is
authorized to connect storage
media to the SDRD for
download purposes.

Software/Content
Provider (SCP)

The software content provider i
the entity that takes
responsibility for the
performance of the radio
software, in most cases the ent
that wrote the code.

Creates software for the radio
platform. The software may be pal
of the radio se#ices, waveforms or
user applications.

User Side (of)
Terminal

The plain text classifiedser
abstraction represents every
possible end consumer whose
information requires encryption
e.g. one tactical radio user, one
high layer data processing
computerpr a larger network.

Unencrypted/plain text side of the
radio where classified and
unclassified data is processed an
resides.
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Table 1: Actor/Role List For a Tactical Radio Security Services API

Communicator

Actor/Role Description Function
Typically a user side entity but mg
Any entity that interacts with thq reside on bearer side in network
SDR for communication applications. Uses SDR to
User/ purposes. This may include communicate voice, data, imager)

Bearer Side and/or Usside
wired external network
interfaces to the Global Grid or
Tactical Internet the user serve

or network traffic. The user I®
corresponds to the individual or
entity that uses the communicatio
device to access communication
based services

Waveform/
Application

The waveform/application
provides those services and
functions that allow the
transmission and reception of
traffic via the associated air
interface.

Depending upon the
waveformiapplication
characteristicand the platform
services the wavefort@pplication
may have components on just the
bearer side, or both bearer side a
User side

Additional actorgroleswill be icentifiedif needed for the development of use cases
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3 Waveform Examples

In this Section we shall address Radio Security Serviceeeds of waveforms by first identifying

the types of security service classes and their place in the contexBafftlvare Communications
Architecture as well as the need for the resultant API to be agnostic to the underlying security
architecture of the radio platform. Waveform security needs are then analyzed and are divided into
four main classes of waveforms:

1 Military/Government Waveforms

1 Public Safety Waveforms

1 Commercial Satellite Communications (SATCOM) Waveforms,
9 Commercial Terrestrial Waveforms

Of these four classes we have been able to include examples from both of the first two, but no
examples of the lat two since there were no contributors to the document with the relevant
knowl edge base to address these waveformsod ne
individuals with the requisite knowledge based can contribute to the analysis.

It is bdieved that the lack of input for the commercial waveforms does not significantly diminish

the completeness of the resultant requirement set, since it Ksdhe uwed® shat commercial
waveform security needs will be a subset of those required by thariEovernment and Public

Safety waveforms and any unique needs can be accommodated by an extension to the resultant
IRSS API.

3.1 Introduction

The security services considered for each waveform are derived from the Wireless Innovation
Forum SecurityWorking Group published repért

While an actual waveform may not utilize centralized security services for all required security
operations, for purposes of these analyses, it will be initially assumed that all radio security
services will be providedylthe Centralized Security Function unless the waveform is required to
implement one or more such services (e.g. TRANSEC key stream generation).

Thus, when appropriate to the waveform example, the analysis will examine what API
requirements might emergem the waveform application incorporating the security service. For
example, in some applications the waveform might need to perform an authentication. The actual
authentication process (or portion thereof) could occur within the waveform or it might be
relegated to a CSF. In the first instance the waveform would need to retrieve key material,
certificates etc. in order to perform the required authentication. It might also need to have any
certificates received in the process authenticated down to thieveb{TheForumrecommends

that root level authentication should always be a centralized security service). Clearly these two
different approaches impose different requirements on the APIs. Any necessary derivation or
clarification of the services usebadl be clearly shown in the details of the use case example.

SiSecuring Software Reconf o WINNROBP@I3QWyRAiONi cati ons Devic
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3.1.1 Applicable Radio Security Services

Table3is a somewhat modified version derived from Chapterféathote5, and lists the various
RadioSecurity Services identified and described theréperations such as the various bypass
operations, Ovelhe-Air Rekey (OTAR), Over the Air key Transfer (OTAT) a@Ver theAir
Zeroize (OTAZ) have been added since they are tactical radio specificagipplifunctions not
addressed in the published document whose focus was on non DoD/military radios.

Each waveform example will consider each of these security services for applicability and will
define the extent to which each service may be needednuede relevant, specific functions
required by the waveform example.

For each waveform, each Security Servicd @able 3 will be given one of the three following
catgory classifications. In certain instances, in tables which are provided for the waveform
categories, two entries might exigie first identifying how the service applies to current/legacy
waveforms and the second identifying what a hypothetical futaveferm may need. Please note
that it is unlikely that there will be a otte-one corresponding API for each security service
identified in these tables nor is there any explicit or implicit requirement that there should be.

Table 2: Entry Descriptions for Waveform RSS tables

Table Entry Meaning

fiPlatform APbD A service class whose API requirements are not determined by
specific waveform portability and/interoperability needs. Any
requirements for this service that may be related to the wavefor
(e.g.key fill) will be specific to the underlying platform odional
requirements and design.

fWwaveform APb | A service class whose API requirements, will at least in in part
driven by the specific waveform whose characteristics/propertie
relevant to and derived from Waveform/Application portability ar
/or interoperability needs consistent with Radio Platform operati
and design requirements.

fiNot Applicable® | A service class, none of whose underlying services are required
the waveform in support of the specific waveform operations.
18t Entry’2" Entry | 1% entry defines applicability for current/legacy waveform
examples, while ® defines applicability for future/next generatior
waveforms
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Table 3: SDR Device Security Service Classes

Access Control Service includitdgentification and Authorization related to:

1 HMI SDRInterface interactions 1 Remote access/use of platform resources
1 Software Downloads/ Updates 1 Policy Downloads & Updates

9 Configuration Data downloads/Updates

Authentication and Norrepudiation Serviceelated to:

M Users 1 Software content providers
9 User Devices 1 NetworkOperators
i Network Devices i Service Providers

Information Integrity Service for :

9 Platform resident user data 9 Platform resident software and firmware

1 All resident radio & network 1 Any downloadable data or software

configuration Data 9 Over the Air Control and configuration

commands

Information Security Bypass and Confidentiality Service including Bypass, Encryption and
Decryption services for:

1 User communications 1 Configuration Data downloads
1 Network Control communications 1 Software Downloads
1 Device Uploads to networks (e.g., Log 1 User data Storage

data, configuration data) 1 Configuration Data Storage
9 Policy (security, regulatory, etc.) 1 Key Material Storage

downloads

, 1  Waveform Control Bypass Operations
1 Waveform Header Bypass Operations
9 Plain Text Audio Bypass
Copyright © 2013 The Software Defined Radio Forum Inc Pagel7
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Table 3: SDR Device Security Service Classes

Transmission Security (TRANSEC) Sefeiceraveform/air interface related security functions such
as:

1 Spread spectrum applications 1 Cover for waveform contrehformation

1 Frequency hopping applications 1 Cover for waveform data

Key and Credential Management Service for:

User PKI Certificates 1 Device certificates and private/shared keys
User PKE private/shared keys 1 Root & intermediate Certification Authority
Certificates

I 2 SN & shared dné@ pfivate keys
i PINs, Passwords, Biometric access and oth

Regional and Coalitidforces shared key _ _
electronic credential data

Over the Air Rekey (OTAR) _ _
1 Over the Air Zeroize (OTAZ)

= =4 -4 -4 - -2

Over the Air (key) Transfer (OTAT)

Platform Resource Security Management Service for :

T Memory Management Security 1 Radio Platform Software Configuration
Enforcement Management & Version Control
- Radio Platform Operating Environment
- Radio Platform Applications

Logging, Auditing and Security Alarm Service providing:

I Usage logs 1 Nonrepudiation logs
1 Security Event logs 9 Security Related Alarm services
1 Cognitive/DSA Operations logs 9 Audit log preparation

Policy Enforcement and Management Security Service for:

1 ThePlatform security policy 1 SDRD Behavioral control (cognitive/learning

1 Waveform/application security policies radio )

1 Other downloadable policies (e.g., Network

1 Regulatory Policies )
Management, Network Security
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3.1.2 SCA Considerations for the API

As indicatedn the Introduction of this document, the API set developed from this specification is
intended to be used in an SCA based operating environment. The SCA is component based
architecture, operating in a defined POSIX environment utilizing a specified dnddiset of
commonly available components and related services known as the Core Framework. CORBA is
the specified middleware providing the interfaces and transport mechanism between application
components and platform services. The overall radio opgratimironment includes additional
services and components that are platform specific and tailored to the underlying hardware and
security architecture as well as the platform functional and design requirements.

In such an environment, any given waveform may be instantiated for a period of time and then
shut down so that a different waveform can be instantiated on the same hardware as needed to
meet tactical mission requirements. Whenever a waveform is instdntiaewaveform must be
allocated the required resources and configured for operation. While some of these configuration
operations may fall within the responsibility of the platform operating environment, the waveform
software components possess uniquevkadge concerning the configuration needs of the
waveform itself. Moreover, for some waveforms the configuration needs can change dynamically.

Thus the RSS API for waveforms must provide the capability for the waveform to configure the
RSS API to meetie specific needs of that waveform. Several of the API operations defined in 4.2
are specific to this need.

3.2 Security Architecture Independence

So as not to presume the underlying security architecture for any given SDatatkisiswill
considerthe following four high levekecurity architecture variands a minimum

Multiple Independent Levels of Security (MILS)
Multiple Single Levels of Security (MSLS)
Multi-level Security(MLS),

Single Levels of Security (SLS)

=A =4 =4 =

These different high levarchitectural implementations will be examined to determine if there is
any influence on RSS API requirements resulting from a given architecture and to ensure that any
requirements which emerge are appropriately captured and reflected in the resultarorAPI
readers who are unfamiliar with these categorizatiplesaseefer toFigure?2.

The block diagram at the bottom represents the simplest of these architéietunatiees, the
Single Level of Security (SLS) model. In this example there is a single RF channel interfacing to
a single Cryptographic unit and Plain Text (PT) information processor which are each processing
all information at the same (single) level déssification. Only one level of classification is
permitted for any operating session.

The next example diagram (MLS) is quite similar in that there are single cryptographic and PT
information processing resources. However, the implementation of tesgarces has been
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certified to be multievel secure. While simple in view, it is highly complex to achieve and certify
such an implementation.

The third block diagram represents Multiple Single Levels of Security whe@ch classification

level has ddicated physical resources for the plain text information proceasihghe crypto

unless the crypto is separately certified as MLS or MILS. In some implementations each
crypto/RED processor channel will be associated with a specific waveform. Thrsessitated

with many legacy waveforms since it is not possible to determine to which crypto/RED process
received transmissions should be sent for decryption when a single RF channel is shared by
multiple baseband voice/data channels. However IP basedamangetan readily ascertain which
baseband channel is involved from the routing information included in the transmission. In such
an instance, multiple baseband channels can be serviced by one or more waveform instantiations.

The fourth block diagram rements Multiple Independent Levels of Security wHerdhe
processing environments for the cryptographic and plain text information processing have the
means for logically and/or physically isolating or separating each classification level from the
other. This is primarily achieved by the application of an operating system which includes a
separation kernel and associated support mechanisms (both hardware and software) which
maintain and enforce the required degree of separation between the resourctesl dtboeach

level of classification. As such MILS provide a means by which a radio might appear to possess
either an MLS or MSLS operating environment without the hardware and/or software complexities
of these other architectures.

These approaches ardéeneant in several ways. For all but the first, two (i.e., SLS and MLS), it is
implicit that the Waveform Processing must be able to form the logical relationships needed to
associate transmit and received CT streams with the logical entity that is prgcéssi
information at each classification level. Not all waveforms support the ability to form such
associations, particularly when receiving cipher text information over the air. Without native
support for this necessary function, a waveform is reledgatedher an SLS or MLS application,

but only if the MLS operation does itself require such an association.

These relationships as we shall see, primarily result in the need for the waveform to configure
mul tiple fAcrypt ogr a prbspectivecrhffic encrgptian/decrgption key amd t h
crypto configuration parameters.
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Figure 2 Alternative Forms for SDR Security Functional Architectures®

6 Note: There is one model which is not illustrated in this figdieat particularmodel is one in which there is no
specificphysical or logicabeparation of the waveform, security or plart/security sensitive information

processing functiong.his model is often employed in commercial applications which unfortunately also offer low
levels of security. The Wirelessnovation Forum cannot recommend any such architecture, especially for tactical
radio applications where security breaches could jeopardize the lives of the radio users
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3.3 Military/Government Waveforms

A number of wavedrms which could be used by military or central government agencies have
been identified for analysis purposes. They are not intended to represent any specific waveform
but some are based on publicly released standards and specifications. In sevem@sinstan
capabilities are identified that are hypothetical in nature so as to explore the different ways such a
waveform could require the use of a tactical
use and by possible future variarighen relevanto a specific waveform group, we have also
considered and examined legacy waveform needs as well as hypothetical needs of next generation
waveforms whose requirements are emerging.

Specific characteristics of the air interfaces, such as frequency lamdlyvidth, data rates and

other similar technical parameters, are not relevant to these examples as they have little bearing on
the definition or identification of the required security services. Likewise, when relevant we shall
assume the waveform hasElectronic Counter Counter Measure€CM) mode, but the specific

nature of that mode will not necessarily be defined. In some instance several possible forms may
be considered for purposes of exploring how alternative forms might affect the definitlos of

APlIs.

An aspect of importance to this class of waveforms is the notion of a Tactical Radio having a RED
side and a BLACK side. These legacy terms derive from communications equipment with integral
COMSEC or TRANSEC devices and whose design must comptih TEMPEST or
compromising emanations criteria. In general the RED side of such equipment is where plain text
(PT)/unencrypted data resides, while the BLACK side refers to the side where the sensitive or
classified information is encrypted or protectgdTRANSEC. Thus plain text information from

the RED side is transformed through a cryptographic operation to cipher text (CT) and output to
the BLACK side, and cipher text information received on the BLACK side is passed through the
cryptographic unit whoh transforms it to PT information. While this describes the normal flow for
information to be communicated, it does not suffice for all operations which may require
cryptographic or TRANSEC functions. Some unclassified information related to waveform
opeaations may reside on the BLACK side of a crypto but may need to be encrypted (or placed
under )famdseantoutdver the air, while similarly, the same kind of information may need
to be received and decrypted to the BLACK side. Generalized file encryption/decryption
operations may have similar needs thus, as we shall see later, when cryptographB8ERAN
channels are configured there will be a need to identify whether the CT and PT ports of the channel
are located on the BLACK or RED side of the cryptographic component. Thus Cryptographic
operations can occur from BLACK to BLACK, BLACK to RED, RED t&B and RED to
BLACK as appropriate to the specific needs of a waveform/application.
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examples could be either simplex transmit or receive only.
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Figure 3: Cryptographic Channel Configurations

While we have introduced this topic of channel configgarafor INFOSEC functions, it may also

apply to TRANSEC channels as well as channels configured for authentication, integrity checks
and other purposes. However these later channels typically exist only on either the RED or the
BLACK side. Ultimately thewaveform Security Policy will delineate what is and what is not
permissible from a configuration perspective for any given waveform.

3.3.1 IP Based Ad Hoc Networking (IPBAHN) Waveform

Ad hoc networking waveforms are emerging to be a highly useful application in the tactical
military, commercial and public safety sectors because they allow networked operations to occur
without the need for any (or at least minimal) infrastructure, conpletherwise. The goal is for

the SDRs in the network to provide an infrastructure capability which allows its resources to be
utilized in support of the users of this network. Such networks may employ Cognitive Radio
behaviors as part of establishinglanaintaining network formation as well as provide support for
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other radio functions such a situational awareness and dynamic spectrum utilization. The following
sections define the relevant security needs and related characteristics for this hypothetical
waveform.

3.3.1.1 IPBAHN Waveform- Operational Characteristics

Network operations are assumed to be IP based in order to facilitate and provide interoperable
flow of traffic through the ad hoc radio network to rear echelons and the networks in the command
and corrol structure of the national, allied and coalition forces. As suchvéweform and the

radio platformshall be required to support standard IP based network services and operations
including the application of standardized security services to theseorkebperations in
accordance with established standards. It is generally assumed that this waveform would be a
wideband waveform to support the necessary protocols and network situational awareness
although later, in SectioB.3.5 a next generation narrowband waveform version is postulated. It

is possible that some of the situational awareness and ad hoc networking functionality may be
based on cognitive radio and dynamic spectrum access (DSA) operations.

3.3.1.2 IPBAHN Waveform- Security Characteristics and Required Security Services

We shall examine each of the various radio security services as applicable to this waveform. As
noted above, the waveform must supmktstandard IP network security operations, including
authentication and encryption services such as IPSEC V4 and V6 as well as any required audit and
logging services. The following sections address the specifics of each security service class.

3.3.1.2.1 IPBAHN Waveform- Access Control Services

Access control related services involve identifying an entity requesting access to a device, function
or service via a logn or similar process and being granted access in accordance witbfjred
privileges (as in roldased access control methods). As indicated in the table below for this
waveform, this is believed only to be applicable to Network related Operating Policy downloads
and distribution, as well as related configuration data distribution (e.g. routingespdahis
functionality must be supported only to the extent that such functions are defined in accordance
with established Internet (RFC) standards. Applicable access control lists are assumed to be
available from the waveform application configuratiotedand if necessary the access control list
data is provided to the CSF for its use via an appropriate platform API. Access control lists should
include information concerning the role of each entity on the list. Specific properties regarding
roles are alptform design concern and are not construed to be a part of the API. Thus we may
assume that the security services will be able to determine from the defined role whether or not
the entity is allowed access to the requested information, service orrplatfsource.

It is assumed that Access Control services for any human directly interacting with the SDRD via
a control panel or remotely via any waveform will be relegated to a platform defined API. This
will also apply to any access control service relatewaveform software downloads or updates.
Policy downloads and updates are relevant since QoS and other network operations can be
managed by policies. Similarly Routing Updates and other network related operating parameters
will need to be managed inaleime and distributed using standardized protocols.
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Access Control Services (ldentification and Authorization) for:

HMI SDRD Interface interactions Platform API

Software Downloads/Updates Platform API

Policy Downloads & Updates Waveform API

Configuration Data
downloads/Updates

Remote access/use of platform
resources

Waveform API

Platform API

3.3.1.2.2 IPBAHN Waveform- Authentication and Nonepudiation Services

Authentication and Nomnepudiation services involve methods to unambiguously verify the
identity of an entity (device or user), authenticate that identity and any information provided by
the entity and to record, when necessary, data related to the activity so that the event and/or data
cannot be repudiated by the entity. Services in thisschre to be provided as identified in the table
below and defined hetia.

Identification and/or mutual authentication is required between any entity joining the network and
any entity which is already a part of the network. This is aimed at prevesititeg a legitimate

Device or the Network from being impersonated. In addition these services will be supported to
the extent required by established Internet (RFC) standards. The authenticated identify can then
be used by the Access Control Service teeine whether or not the entity is to be granted access

to the platform for the services is has requested.

Because of the multinational nature of this waveform, the issue of potentially multiple root
certification authorities (CAs) must be consideredohe approach, the radio devices might be

loaded with root certificates from each national authority. While this may be cumbersome and
creates distribution and other security issues, it is Htlo&bkess a valid technical solution. The

other approach thamhight be considered would be for each involved nation to sign and distribute

to their respective national forces copies of the root certificates of the other national authorities
signed by their own respecti ve ofRathoriiemappedri s wa
to be intermediate | evel Ainational 0 certifica
|l atter structure also allows such fAintermedi al
national network should that Ipecessary.

For this waveform, this service will consider the needs of utilizing the information contained in
Compromised Key Lists (CKLs) and Certificate Revocation Lists (CRLs) in accordance with
established Internet (RFC) standards. However the meanstbod of maintaining and updating

these lists are beyond the scope of this document. For this reason we shall assume that installing
or updating or otherwise managing CKL and CRL data is a platform responsibility.
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As discussed earlier, this analysislwibnsider examples where the authentication services are
provided in one instance by the waveform application using information (keys, certificates etc.)
obtained from the CSF and in another instance where all authentication functions are provided by
the CSF and supported by the waveform. In this way either method can be supported by the API
Any Authentication services of users or the sources of software (content providers) are relegated
to platform APl &6s.

Authentication and Norrepudiation Servicedor:
Users Platform API
User Devices Waveform API
Network Devices Waveform API
Software content providers Platform API
Network Operators Waveform API
Service Providers Waveform API

3.3.1.2.3 IPBAHN Waveform- Information Integrity Services

Information Integrityservices include verifying the integrity of received data when so requested

or when required by established protocols. This function may also be used to ascertain the integrity
of any information stored within the radio by applying and verifying digitghagures. This
includes resident software code, firmware code and data elements used by the system. Likewise
when such information is transmitted between network elements it is critical that the integrity of
the information be verified.

For this waveformInformation Integrityshallbe supported as indicated in the table below to the
extent required by established Internet (RFC) standards. As with the previous service, the API
shall support the integrity service being provided by either the waveforncaiouh or the CSF.

All Integrity requirements relating to how data or software is stored and retrieved are assumed to
be relegated to platform specific requirements.

Information Integrity Services for:

Platform resident user data Platform API

Waveformrelated resident radio & network

) . Waveform API
configuration data

Platform resident software and firmware Platform API

Any waveform specific related downloadable

Waveform API
data or software
Over the Air Control and configuration Waveform AP
commands
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3.3.1.2.4 IPBAHN Waveform- Information Securit{INFOSEC), Bypass and Confidentiality
Services

INFOSEC services can provide encryption and decryption servicess@arddmmunicationas

well as NetworkControl communicationgnd platform resident data and softwaFer this
waveform these servicahall be provided as summarized in the table and described below. The
protection level needed for the User communication (i.e. in the information domain) and for the
Network Control (i.e. in the transport domain) may Bfecent. The Radio Security services API
shall allow for a protection (encryption) layer for each of those with different setups in terms of
keys, algorithms, etc.

Encryption and decryption services must be supported for all user communicatiaes|ained

ad hoc network control and management functions. This includes the ability to support multiple
algorithms or cryptographic unit emulations, each employing one or more COMSEC Keys as
might be used in support of National, Regional and/or Coalitorefcommunications. For this
waveform we shall assume that all confidentiality services are provided by the CSF.

Additional encryption/decryption services may apply to files, tokens or other data elements. These
encryption operations could employ eitr®mmetric or asymmetric encryption/ decryption
operations and could apply to network related data received in network control or network
management traffic.

Control and header bypass functions shall be supported to the extent required by the explicit and
specific waveform security and bypass policies and the related Radio Platform Security Policies.
For the other functions listed in the table, this service must be able to provide these services in
accordance with established Internet (RFC) Standardsiding those relevant to SSL, TLS and
IPSEC V4 and V6. INFOSEC functions for software downloads and for storage of the three data
types listed are assumed not to be part of the waveform operations and are thus relegated to
platform defined APIs based upardividual platform requirements.

Bypass operations, which ateectly related andonsidered part of the INFOSEC services, are as
indicated.

Information Security (INFOSEC) Bypass and Confidentiality Services for:

User communications Waveform API

Network Control communications Waveform API

Device Uploads to networks (e.g., Log
data, configuration data)
Policy (security, regulatory, etc.)

Waveform API

Waveform API

downloads
Configuration Data downloads Waveform API
Software Downloads Platform AR
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Information Security (INFOSEC) Bypass and Confidentiality Services for:
User data Storage Platform API
Configuration Data Storage Platform API
Key Material Storage Platform API
Control Bypass Waveform API
Header Information Bypass Waveform API
Plain Text Audio Bypass Not applicable

3.3.1.2.5 IPBAHN Waveform- Transmission Security (TRANSEC)

For this document we shall assume that there are two basic forms of TRANSEC services that might
apply to this waveform. In one form, the waveform application provides data to the CSF and the
CSF manipulates and transforniiee tdata according to a defined TRANSEC process and then
returns the transformed data for further waveform processing.

In the other form, the waveform requests the CSF to provide either a random number or the
TRANSEC Key based generation of a stream td lenown as keystream) to the waveform which

the waveform then applies to the outgoing data and/or uses to perform frequency hopping or other
spread spectrum techniques. Such a keystream may be used also for use as cover of waveform
related control dataroa separate keystream using either the same or a different key may be
requested for cover application purposes. Thus the API must be able to support either combined
or functionally separate interfaces for these purposes.

It is presumed that this wavefomrould never directly perform TRANSEC keystream generation
functions and as such would never request the CSF to provide a copy of a TRANSEC key.

For the IPBAHN waveform we shall assume that whichever method is used that the TRANSEC
operations will be peodic because the operations of such a waveform are typically time
interval/slot based. We shall also assume that TRANSEC cover will be applied to all control
information used to setup and maintain the network that does not required INFOSEC. In addition
it is assumed that cover will be applied to all IP packet fields except for the data which will be
encrypted as part of the encryption process.

Transmission Security (TRANSEC) Services for:

Spread spectrum applications Waveform API
Frequency hoppingpplications Waveform API
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Transmission Security (TRANSEC) Services for:

Cover for waveform control information Waveform API

Cover for waveform data Waveform API

3.3.1.2.6 IPBAHN Waveform- Key and Credentid¥lanagement Services

Key and Credential Management services as provided for this wavefosuramearized in the

table below. To that end, the CSF is presumed to provide storage and integrity protections services
for all key material and all forms of electronic credential data. The CSF also would manage and
maintain the information until it has beerased, zeroized or superseded by designated newer key
material. It is assumed that all key material will be identified via standardized key tags and that
one or more common standards are shared by the waveform and the platform for means of
identifying ard referencing any specific key used by the waveform. It is assumed that any platform
which accepts a key without a standardized tag will provide the means to create such a tag when
the key material is loaded or installed onto the platform. The means amteimat providing
confidentiality to any of this information is a matter left to platform designstiadl not be not
subject to specification via any of the defi

The nature of an IPBAHN waveform presumes the potential for simultaneous multiple
cryptographic contexts using different keys for each. Some of these keys may be preplaced, while
others depending upon circumstances might bevag unique generated by ares of a given
cryptographic process and parameter exchange. Therefore it is important that the API provide the
means to support multiple keys in use simultaneously for a given waveform instantiation. This
includes the ability to ascertain which key id®used for a given encryption/decryption context.

Digital certificates for network users/devices can be received via standard protocols and used for
a variety of other security services such as authentication, integrity checking etc. Consequently it
is essential that the API support the ability of a waveform to pass in certificates for temporary or
long term storage and for retrieving them should the waveform requires them in support of another
waveform operation.

It is assumed thateroization of cham e | specific keyods or digital
function but generateroizationoperations are a platform API function.

The API should also allow, to the extent supported by the waveform security policy, the discovery
of what key material iavailable for the waveform to use for a given instantiation.

Finally we assume that a waveform like this has the ability to supporttosrair rekey operations.
However unlike legacy rekey operations, for an IPBAHN like waveform, rekey could invave t
distribution of new digital certificagzand the establishment of new private and public keyspair
for the radiods use on the | PBAHN wavefor m.
private session keys using standard network protocols.
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Alternatively the waveform may be cognizant of receipt of a bulk encrypted file of keys which
needs to be decrypted and retained within the CSF rather than being delivered to the RED baseband
processor. This is somewhat equivalent to the legacy OTAT operatiovhich keys were
transferred between fill devices using the radio with an internal or external crypto to encrypt the
keys during the ovethe-air operation.

The API shall support the ability for the waveform to identify keys by defined identifiers which

may be platform specific or which may correspond to legacy methods séicRygsosition/slot

ID o referenceslerived from the multposition key select rotary switch on legacy crypto devices

such as the K\57 andthe KYV5 . Any such #k esedhbyawaveformoshall el ot |
considered specific to that waveform instantiation and the associated keys used by that
instantiation. As such the simultaneous use o0
shall be permitted by other waveforms khe associations to specific keys are unique to each such
instantiation.

The API shall support the ability for the waveform to identify credentials by defined identifiers
which may be specific to a given type of credential. For credentials such &d dagtificates
contents within the X.509 ADistinguished Name
to any platform specific reference scheme.

Key and Credentidlanagement Servicefor:

User 6s National shar g WaveformAPI
User PKI certificates and related private/share Waveform AP
keys

User 6s Regional and/ ¢ WaveformAPI

PINs, Passwords, Biometric access and other

electronic credential data Waveform AP

Device certificates and private/shared keys Waveform API
Roo? & intermediate Certification Authority Waveform AP
Certificates

Over the Air Zeroize (Channel specific) Waveform API
Over the Air Rekey Waveform API
Over the Air key Transfer Waveform API

3.3.1.2.7 IPBAHN Waveform- Platform Resourc8ecurity Management Services

To the extent applicable to this wavefoalass all configuration, management and access to
Platform Resource Security Managem@atvices are relegated to the Platform API.
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Platform Resource Security Management Servitas

Memory Management Security
Enforcement

RPOE Software Configuration
Management & Version Control
Radio Platform ApplicationRPA)
Software Configuration Management & | Platform API
Version Control

Platform API

Platform API

3.3.1.2.8 IPBAHN Waveform- Logging,Auditing and Security Alarm Services

Logging, auditing and security alarm services shall be considered a part of the waveform API to
the extent that such services are required by established internet (RFC) standards. Consideration
shall be given to the eés of logging events related to cognitive radio and/or DSA operations.
However, 1 shall be possible via the API for an authorized and authenticated remote entity to
request a copy of waveform related log eveniss shall include usage logSecurity Eent logs
Non-repudiation logsCognitive/DSA Operation§ecurity Related Alarm servicasdAudit log
preparation Configuration, management and access to any other logging, audit or alarm services
are a matter left to platform design.

LoggingAuditing and Security Alarm Servicésr:
Usage logs Waveform API
Security Event logs Waveform API
Cognitive/DSA Operations logs Waveform API
Non-repudiation logs Waveform API
Security Related Alarm services Waveform API
Audit log preparation Waveform API

3.3.1.2.9 IPBAHN WaveformPolicy Enforcement and Management Security Services

The API shall support the ability to permit the waveform to download, store (within thea@G&F)
retrieve policies which the waveform or other platform application usemnfiorce policies
involving network management, network security, Quality of Service (QOS) and others required
by the waveform application.
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Policy Enforcement and Management Security Services for:

The Platform security policy Platform API

Waveform/application security policies Waveform API

SDRD Behavioral control (cognitive/

, X Waveform API
learning radio)

Regulatory Policies Platform API

Other downloadable policies (e.g.,
Network Management, Network Security Waveform API
etc.)

3.3.1.3 IPBAHN - Other Relevant Characteristics
None identified at this time.
3.3.1.4 IPBAHN Waveform- Applicable API Use Case Operations

Based on the security service requirements outlined in S&8dl? the API use case waveform
operations indicated as being applicable to this waveform are identifiedbied. Details of these
operations are described in SectibA

Table 4: IPBAHN Waveform - Applicable APl Use Case Operations

ID API Use Case WavefornOperation Wayefolr.m
Applicability
WE 01 Setup (configure)/teardown waveform Control Yes
Channels
WEF 02 | Update Waveform Policy Yes
WF 03 | OTAR/OTAT (Waveform specific) Yes
WF 04 | OTAZ (Channel specific keys/Certs) Yes
WEF 05 | Extract/Forward Audit Log Yes
WE 06 Setup ((_:onflgure)/teardown Waveform Encryptio Yes
Decryption Channels
WEF 07 | Algorithm Selection Yes
WF 08 | Key Selection Yes
WF 09 | Reserved -
WF 10 | Key Negotiation / Session Establishment Yes
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Table 4: IPBAHN Waveform - Applicable API Use Case Operations

. Waveform
ID API Use Case WavefornOperation Applicability
WEF 11 | Encrypt /Decrypt User Traffic Yes
WE 12 Setup(configure)/teardown Waveform TRANSEC Yes
Channels
WF 13 | Perform TRANSEC Operations Yes
WF 14 | Provide TRANSEC Keystream Yes
WEF 15 | Provide/GeneratRandomNumber Yes
WF 16 | Provide TRANSEC Key No
WE 17 Setup(configure)/teardown Waveform Bypass Yes
Channels
WEF 18 | Plain Audio Text Bypass No
WEF 19 | Control Bypass Yes
WEF 20 | Header/In channel Bypass Yes
Setup (configure)/teardown Waveform
Wk 21 Authenticationintegrity Channels ves
WEF 22 | Authenticate RemotBevice / Application Yes
WE 23 Authenticate Remote User (with/without physica NoO
token)
WF 24 | AuthenticateLocal Device/Application Yes
WEF 25 | Authenticatdile/token/data/certificate Yes
WEF 26 | Integrity Checkile/token/data/certificate Yes
WEF 27 | Provide Digital Signature for file/token/data Yes
WEF 28 | Provide HasHor file/token/data Yes
WF 29 | Verify Hashfor file/token/data Yes
WF 0 | Retrieve Certificate (s) Yes
WF 31 | Accept/pass in Certificate Yes
WF 32 | WF 32 Encrypt/Decrypt File/Token/Data Yes
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3.3.2 TDMA SATCOM Waveform

Satellite communications employing TiAmevision Multiple Access (TDMA) technology has
existed for several decades in both commercial and military applications and is likely to continue
in the future because of the beyond lofesight (BLOS) capability they provide in the tactical
environment. Current systems are predominately manually configured and controlled, but new
systems could provide improved and more automated configuration control and management. In
this section we sdil consider the security needs of current and next generation systems.

3.3.2.1 TDMA SATCOM Waveform- Operational Characteristics

Current systems support 5 kHz & 25 kHz channel assignments for both voice and data applications
and utilize a variety of cryptograghiprotocols and algorithms. Future systems may offer
additional bandwidth options with newer cryptographic protocols, some of which may supersede
those currently being used. A TRANSEC service in the form of awiter message
encryption/decryption is reqwd for the current systems. At the tactical user terminal these
messages are typically initiated and displayed at the radio Hiaahinelnterface. This form

of manual configuration was necessitated because in the initial deployment of these early
termimals, the radios and the cryptographic units were separate physical devices, and the
cryptographic units were designed to be used with a multiplicity of radios. Current generation
Satellite radios now function with embedded cryptographic solutions. Thigsafbr the future
application of automated configuration control of the satellite channel and terminals. In that
transition the ordewire channel could evolve from a hybrid ordeire and control channel to a
future fully automated control channel.

3.3.2.2 TDMA SATCOM Waveform Security Characteristics and Required Security Services

The API shall support the security services for the TDMA SATCOM Waveform to the extent
specified in the following sections.

3.3.2.2.1 TDMA SATCOM Waveform- Access Control Services

There areno identified Access Control Services that are applicable to the current TDMA
SATCOM Waveform RSS API. For future versions with automated configuration of the
communications channel over the air, some access control services may be required.

Access Contl Services (ldentification and Authorization) for:

HMI SDRD Interface interactions Platform API
Software Downloads/Updates Platform API
Policy Downloads & Updates Platform API

Configuration Data downloads/Updates Platform/Future

Waveform API
Not Applicable/Future
Remote access/use of platform resource Waveform AP
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3.3.2.2.2 TDMA SATCOM Waveform- Authentication and Nornepudiation Services

This waveform does not require any specific Authentication orfdpaodiation services in support
of waveformoperations. Thusanfiguration, management and accesallteuch services in regard
to this waveform to the extent applicable are relegated to the Platform API.

For a future generation of this waveform, configuration of the communications channel may occur
via the ordewire. In such eventuality, Identification, Authentication and Mepudiation
services will be necessary. In addition, should the user possessiaal device, the potential

exists for the user to request access to a channel and provide configuration requirements. In this
instance additional RSS services as identified in the table Is#lalhbe required.

Authentication and Nonrrepudiation Serviesfor:

Not Applicable/Future
Waveform API
Not Applicable/Future
Waveform API
Not Applicable/Future
Waveform API

Software content providers Not Applicable

Not Applicable/Future
Waveform API

Service Providers Not Applicable

Users

User Devices

Network Devices

Network Operators

3.3.2.2.3 TDMA SATCOM Waveform- Information Integrity Services

This waveform does not require any specific Information Integrity services in support of waveform
operations. Thusamfiguration, management and accessltosuchservices in regard to this
waveform to the extent applicable are relegated to the Platform API.

While there is a limited over the air control and configuration capability all of the required
functionality remains within the waveform. Any integrity sergicequired on the user, radio and
network data as well as any waveform related software/firmware is the responsibility of the
platform and is defined by platform specific requirements. However for future versions of this
waveform class which may supporeusind remote configuration of the channel, integrity services
will be essential as indicated in the table below.

Information Integrity Servicegor:

Platform resident user data Platform API

Waveform related resident radio &

network configuration data Platform API

Platform resident software and firmware| Platform API
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Information Integrity Servicedor:

Any waveform specific related Platform/Future
downloadable data or software Waveform API

Over the Air Control and configuration Not Applicable/Future
commands Waveform API

3.3.2.2.4 TDMA SATCOM Waveform- Information Securit{INFOSEC) Bypass and
Confidentiality Services

For this waveform INFOSEC services in the form of traffic encryption and separate encryption
(TRANSEC cover) for orderwire functiorese needed and the remaining s=s, to the extent
applicable, are relegated to a Platform AFHie waveform currently does not include any of the
listed download functions within its capabilitput future versions could require additional
services as indicated.

Information Security(INFOSEC) Bypass and Confidentiality Senfimes

User communications

Waveform API

Network Control communications

Not Applicable/Future

Waveform API
Device Uploads to networks (e.g., Log Not Applicable/Future
data, configuration data) Waveform API

Policy (security, regulatory, etc.)
downloads

Not Applicable/Future
Waveform API

Configuration Data downloads

Platform API /Future
Waveform API

Software Downloads Platform API
User data Storage Platform API
Configuration Data Storage Platform API
Key Material Storage Platform API
Control Bypass Waveform API

Header Information Bypass

Not applicable

Plain Text Audio Bypass

Not applicable

3.3.2.2.5 TDMA SATCOM Waveform- Transmission Security (TRANSEGkErvices
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The TDMA SATCOM Waveform requires the ability to send and receive encrypted text based
orderwire information. This encryption is a form of TRANSEC cover. Future versions may use
the orderwire to automatically configure the communications channel.

'INNOVATION

Transmssion Security (TRANSEC) Servioes

Spread spectrum applications Not Applicable

Frequency hopping applications Not Applicable

Cover for waveform control/orderwire

) s Waveform API
information

Cover for waveform data Not Application

3.3.2.2.6 TDMA SATCOM Waveform- Key and Credential Management Services

The IRSS APhall support the ability for the TDMA SATCOM waveform to select keys to be

used for orderwire and traffic encryption/decrypti®@ome legacy cryptographic units provide
capabilites for OTAR and perhaps even OTAT, but in these instances the waveforms are not aware

that those operations are occurring as the functionality resides totally within the bounds of the
cryptographic components which have been configured by an operatortusing pl at f or nm
HMI/controls. Thus any API functionality for current waveforms remains a platform API function.

The API shall support the ability for the waveform to identify keys by defined identifiers which
may be platform specific or which may corresgdo legacy methods such fasy position/slot
IDoreferences. Current TDMA SATCOM waveforms do not utilize digital credentials, but future
versiors will likely require this ability.Any usage of PINs, passwords, biometric data and other
forms of electroit credentials would be strictly relegated to platform functionality and are not
applicable to the wavefornihe API shalbe capable afupporing those functions defined in the
table below identified as Waveform API (regardless of whether it is a future capability or required
for current operations.

Key and Credentidllanagement Servicefor:

User s National s h| Waveform API

User PKI certificates and related Not Applicable/Future
private/shared keys Waveform API
User 6s Regional an \vaveform AP

keys

PINs, Passwords, Biometric access and| Platform/Future

other electronic credential data Waveform API

Not Applicable/Future

Device certificates and private/shared k¢ Waveform API
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Key and Credentiallanagement Servicefor:

Root & intermediate Certification Not Applicable/Future
Authority Certificates Waveform API
Not Applicable/Future

Over the Air Zeroize (OTAZ) Waveform AP|

Over the Air Reky (OTAR) Platform/Future
Waveform API

Over the Air key Transfer (OTAT) Platform/Future

Waveform API

3.3.2.2.7 TDMA SATCOM Waveform- Platform Resource Security Management Services

To the extent applicabl® this waveform classall configuration, management and access to
Platform Resource Security Managem@atvices are relegated to the Platform API.

Platform Resource Security Management Services:

Memory Management Security

Platform API
Enforcement
RPOE Software Configuration
Management & Version Control Platform API
RPA S_oftware Configuration Manageme Platform AP
& Version Control

3.3.2.2.8 TDMA SATCOM Waveform- Logging, Auditing and Security Alarm Services

To the extent applicable to this waveform classfiguration, manageméand access tagging,
Auditing and Security Alarm Servicese relegated to a platform API.

Logging, Auditing and Security Alarm Services:
Usage logs Platform API
Security Event logs Platform API
Cognitive/DSA Operations logs Not Applicable
Non-repudiation logs Platform API
Security Related Alarm services Platform API
Audit log preparation Platform API
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3.3.2.2.9 TDMA SATCOM Waveform- Policy Enforcement and Management Security
Services

This waveformclassdoes not require any speciffolicy Enforcenent and Management Services
in support of waveform operations. Thusnfiguration, management and accessallosuch
services in regard to this wavefolass,to the extent applicahlare relegated to the Platform
API.

For future variants of the TDMAATCOM Waveform class the API shall support the ability to
download and implement policies relating to Network Management and Network Security

Policy Enforcement and Management Security Services for:

The Platform security policy Platform API

Waveform/application security policies Platform API

SDRD Behavioral control
(cognitive/learning radio )

Not Applicable

Regulatory Policies Platform API

Other downloadable policies (e.g., Networ  Not Applicable/ Future
Management, Network Security Wavefam API

3.3.2.3 TDMA SATCOM Waveform- Other Relevant Characteristics

None identified at this time.

3.3.2.4 TDMA SATCOM Waveform- Applicable APl Use Case Operations

Based on the security service requirements outlined in S&8dh2the APl use case waveform
operations indicated as being applicable to this waveformlanéfied inTable5. Details of these
operations are described in Sectiba

Table 5: TDMA SATCOM Waveform - Applicable API Use CaseOperations

TDMA SATCOM
Waveform
ID API Use Case WaveformOperation Applicability
Current Future
WE 01 Setup (configure)/teardown waveform Control Yes Yes
Channels
WF 02 | Update Waveform Policy No Yes
WF 03 | OTAR/OTAT (Waveform specific) No Yes
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Table 5: TDMA SATCOM Waveform - Applicable APl Use CaseOperations

TDMA SATCOM
Waveform
ID API Use Case WaveformOperation Applicability
Current Future
WF 04 | OTAZ (Channel specific keys/Certs) No Yes
WEF 05 | Extract/Forward Audit Log No No
WE 06 Setup (qonflgure)/teardown Waveform Encryption Yes Yes
Decryption Channels
WEF 07 | Algorithm Selection Yes Yes
WF 08 | Key Selection Yes Yes
WF 09 | Reserved - -
WEF 10 | Key Negotiation / Session Establishment No Yes
WEF 11 | Encrypt / Decrypt User Traffic Yes Yes
WE 12 Setup(configure)/teardown Waveform TRANSEC Yes Yes
Channels
WEF 13 | Perform TRANSEC Operations Yes Yes
WEF 14 | Provide TRANSEC Keystream No Yes
WEF 15 | Provide/GeneratRandomNumber No Yes
WF 16 | Provide TRANSEC Key No No
WE 17 Setup(configure)/teardown Waveform Bypass Yes Yes
Channels
WEF 18 | Plain Audio Text Bypass No No
WEF 19 | Control Bypass Yes Yes
WF 20 | Header/In channel Bypass No Yes
Setup(configure)/teardown Waveform
WF 21 Authentication/ntegrity Channels No Yes
WEF 22 | Authenticate Remote Device / Application No Yes
WE 23 Authenticate Remote User (with/without physical No No
token)
WF 24 | Authenticatd_ocal Device/Application No Yes
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Table 5: TDMA SATCOM Waveform - Applicable APl Use CaseOperations

TDMA SATCOM
Waveform
ID API Use Case WaveformOperation Applicability
Current Future
WEF 25 | Authenticatefile/token/data/certificate No Yes
WEF 26 | Integrity Checkfile/token/data/certificate No Yes
WEF 27 | Provide Digital Signaturéor file/token/data No Yes
WEF 28 | Provide HasHor file/token/data No Yes
WEF 29 | Verify Hashfor file/token/data No Yes
WF 0 | Retrieve Certificate (S) No Yes
WEF 31 | Accept/pass in Certificate No Yes
WF 32 | WF 32 Encrypt/Decrypt File/Token/Data No Yes

3.3.3 UHF TACSAT Waveform

UHF Tactical Satellite (TACSAT¢ommunications have been a mainstay of beyoneairsght

tactical communications to the US Navy and Air Force since the 1970s and to the US Army since
the early 19806s and have been subject to con
decadedeading to the newest system currently being introduced and prepared for operational
status which is identified as the Mobile User Objective System (MUOS).

3.3.3.1 UHF TACSAT Waveform Operational Characteristics

The military UHF Tactical Satellite networks fgplly need to support several simultaneous
missionsMission may be distributed in different geographical areas and UHF TACSAT networks
are defined based on typical largeale deployment scenarios for land and maritime missions.
These networks currentbperate on both 25kHz and 5 kHz channel bandwidths and support both
voice and data operations on separate or individual channels.

In a landdeployed UHF SATCOM context, the TACSAT networks are commonly associated to
UHF manportable radios (also known amn packs), which are primarily used in a mobile tactical
and vehicular environment.

In the deployed communications context, UHF SATCOM users will be operating in highly mobile
and netted (alinformed) networked environments, involving many users per ne
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Also included in this waveform class is the new Mobile User Objective System which supports
both legacy UHF TACSAT operation as well as the new mobile user functions. Bandwidths from
64 kHz and lower for legacy TACSAT users are available. The followisgi¢ion of the MUOS
System was extracted fromls Navy Websitg

AiMobil e User Objective System ( MUOS)
Communications (MILSATCOM) system that supports a worldwide, Rdtvice
population of mobile and fixeslite terninal users in the Ultra High Frequency (UHF
band, providing increased communications capabilities to smaller terminals while
supporting interoperability to legacy terminals.

Features:

MUOS adapts a commercial third generation Wideband Code Divididtiple
Access (WCDMA) cellular phone network architecture and combines it with
geosynchronous satellites (in place of cell towers) to provide a new and more ca|
UHF MILSATCOM system. The constellation of four operational satellites and gr,
netwak control will provide greater than 10 times the system capacity of the currq
UHF Follow-On (UFO) constellation.

MUOS includes the satellite constellation, a ground control and network manage
system, and a new waveform for user terminals. Theegpaition is comprised of a
constellation of four geosynchronous satellites, plus orarloib spare. The ground
system includes the transport, network management, satellite control, and assoc
infrastructure to both fly the satellites and managesheuw 6 s communi |
and these newer terminals are designed to support users that require greater mg
higher data rates, and improved operation availability. The new waveform is tern
the MUOS Common Air Interface (CAl), a Software CommunaaiArchitecture
compliant modulations technique for the Joint Tactical Radio System (JTRS)
terminals. The MUOS CAI waveform will be available to the Services for porting |
JTRS terminals in late 2008. The first MUOS satellite is scheduled to provide-an
Orbit Capability in March 2010. MUOS achieves Full Operational Capability in 2(

Background:
The flow of information between users when MUQOS is operational will be much
di fferent than todayo6s systems. User

WCDMA links and the satellites will relay this to one of four ground sites located
Hawaii, Norplk, Sicily, and Australia via a kband feederlink. These ground sites i
interconnected to switching and network management facilities located in Hawaii
Virginia. These facilities identify the destination of the communications and route
informaiton to the appropriate ground site for-Kand uplink to the satellite and UHF
WCDMA downlink to the correct users.

The network management will feature a government controlled, prlmaigd
resource management capability that will be adaptable anonssgp to changing
operational communication requirements. Additionally, MUOS will provide acces|

7 https:/acquisition.navy.mil/rda/media/files/programs/muos
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select Defense Information System Network services, a voice and data capability
has not been available to UHF MILSATCOM users on prior systems. tedlitea
telemetry, tracking and command, MUOS will use the existing control system op
by the Naval Satellite Operations Center at Pt. Mugu, California with the Air Forc
Satellite Control Network as a badk.

When MUOS is fielded it will serve aired terminal population. Some users will
have terminals only able to support the legacy waveforms while other users will |
newer terminal able to support the MUOS CAI. In anticipation of this, each MUO|
satellite carries a legacy payload similar ta flavn on UFQ11. These legacy
payloads will continue to support legacy terminals, allowing for a more gradual
transition to the MUOS WCDMA wavefor

Because it represents a new military waveform, there is insufficient information available about
MUOS to be able to identify any specific security functions that might be needed beyond those
already identified for other waveforms. Until such time as an authorized release of public
information about this waveform is made, this document cannot addres$iangpecific security
needs related to MUOS.

3.3.3.2 UHF TACSAT Waveform Security Characteristics and Required Security Services

From a security point of view, UHF rsatan operate at highly classified levels, dependinthen
associated mission and tbkssification of the keying material loadedthe manpack radios
integrated COMSEC device, ar the external COMSECedice attached to the UHF modem

Individual channels will require the capability to employ Voice and Data Operations with different
cryptographic algorithms and cryptographic equipment protocols.

3.3.3.2.1 UHF TACSAT Waveform Access Control Services

This waveform does not require any specific Access Control services in support of waveform
operations. Thusanfiguration, management and acctesall such services in regard to this
waveform are relegated to the Platform API.

Access Control Services (Identification and Authorization) for:

HMI SDRD Interface interactions Platform API
Software Downloads/Updates Platform API
Policy Downloads &Jpdates Not Applicable

Configuration Data downloads/Updates | Platform API

Remote access/use of platform resourcg Not Applicable

3.3.3.2.2 UHF TACSAT Waveform Authentication and Nerepudiation Services
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This waveform does not require any spedithentication or Nosrepudiation services in support
of waveform operations. Thusfiguration, management and accesallteuch services in regard
to this waveform to the extent applicable are relegated to the Platform API.

Authentication and Nonrrepudiation Services for:
Users Platform API
User Devices Platform API
Network Devices Not applicable
Software content providers Not applicable
Network Operators Not applicable
Service Providers Not applicable

3.3.3.2.3 UHF TACSAT Waveform Informationintegrity Services

This waveform does not require any specific Information Integrity services in support of waveform
operations. Thusamfiguration, management and accessltosuch services in regard to this
waveform to the extent applicable are reledab the Platform API.

Information Integrity Servicegor:

Platform resident user data Platform API

Waveform related resident radio &

network configuration data Platform API

Platform resident software and firmware| Platform API

Any waveformspecific related
downloadable data or software

Over the Air Control and configuration
commands

Platform API

Not applicable

3.3.3.2.4 UHF TACSAT Waveform Information Securitf{INFOSEC) Bypass and
Confidentiality Services

This waveform only requires INFOSEf&rvices in support of user communications and plain text
audio bypass. No other specific INFOSEC services are needed in support of waveform operations.
Thus to the extent applicable to this waveform classpaliguration, management and access to

all remaining services in regard to this waveform are relegated to the Platform API.
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Information Security (INFOSEC) Bypass and Confidentiality Serfaces
User communications Waveform API
Network Control communications Not Applicable
B e ey ©9:199 | ot appcati
(Ijg\l/:/?ll O(:sgurlty, regulatory, etc.) Platform AP
Configuration Data downloads Platform API
Software Downloads Platform API
User data Storage Platform API
Configuration Dat&torage Platform API
Key Material Storage Platform API
Control Bypass Not Applicable
Header Information Bypass Not Applicable
Plain Text Audio Bypass Waveform API

3.3.3.2.5 UHF TACSAT Waveform Transmission Security (TRANSEC)

This waveform class does not require any specific TRANSEC services in support of waveform
operations. Thus for this waveform all TRANSEC services are not applicable.

Transmission Security (TRANSEC) Servares

Spread spectrum applications Not Applicable

Frequency hopping applications Not Applicable

Cover for waveform control information | Not Applicable

Cover for waveform data Not Applicable

3.3.3.2.6 UHF TACSAT Waveform Key and Credentidlanagement Services
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The IRSS APEhall support the ability for thdHF TACSAT waveform to select keys to be used
for traffic encryption/decryption. Some legacy cryptographic units provide capabilities for OTAR
and perhaps even OTAT, but in these instances the waveforms are not awthreséhaperations
are occurring as the functionality resides totally within the bounds of the cryptographic
componentsyhi ch have been configured by anThasper at o
any API functionality for current waveforms remaindatform API function.

This waveform class does not require atherspecificKey and Credential Managemesgrvices

in support of waveform operation&ny usage of PINs, passwords, biometric data and other forms
of electronic credentials would be strictly relegated to platform functionality and are not applicable
to the waveform.To the extent applicabléo this waveform classall other configuration,
management and accesk&y managemergervices are relegated to the Platform API.

Key and Credentidlanagement Servicefor:

Nati onal user 6 s s h| Waveform API

User PKI certificates and related
private/shared keys

User 6s Regi onal an
keys

PINs, Passwords, Biometric access and
other electronic credential data

Not Applicable

Waveform API

Platform API

Device certificates and private/shared k¢ Not Applicable

Root & intermediate Certification Not Applicable

Authority Certificates

Over the Air Zeroize Not Applicable

Over the Air Rekey Platform AP
Platform API

Over the Air key Transfer

3.3.3.2.7 UHF TACSAT Waveform Platform Resource Security Management Services

To the extent applicabl® this waveform classall configuration, management and access to
Platform Resource Security Management Senaceselegated to the Platform API.

Platform Resource Security Management Servifas

Memory Management Security

Enforcement Platform API

Copyright © 2013 The Software Defined Radio Forum Inc Page47
All Rights Reserved



WIRELESS

IRSS API Work Group
[INNOVATION

IRSS API Functional Requirements Analysis and Specification
7 =l GE G G WINNF -13-S-0004V1.0.0

Platform Resource Security Management Servitas

RPOE Softwaré€onfiguration

Management & Version Control Platform AP!
RPA S_oftware Configuration Managemer Platform AP
& Version Control

3.3.3.2.8 UHF TACSAT Waveform Logging, Auditing and Security Alarm Services

To the extent applicable to this waveform class, all coméition, management and access to
Logging, Auditing and Security Alarm Services are relegated to the Platform API.

Logging, Auditing and Security Alarm Servites
Usage logs Platform API
Security Event logs Platform API
Cognitive/DSA Operations logs Not Applicable
Nonrepudiation logs Not Applicable
Security Related Alarm services Platform API
Audit log preparation Platform API

3.3.3.2.9 UHF TACSAT Waveform Policy Enforcement and Management Security Services

To the extent applicable to this wavefootass, 8 configuration, management and access to
Policy Enforcement and Management Services are relegated to the Platform API.

Policy Enforcement and Management Security Services for:

The Platform security policy Platform API

Waveform/applicatiorsecurity policies Platform API

SDRD Behavioral control

(cognitive/learning radio) Not Applicable

Regulatory Policies Platform API

Other downloadable policies (e.g., Networ

Management, Network Security Not Applicable

3.3.3.3 UHF TACSAT Waveform OtherRelevant Characteristics
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3.3.3.4 UHF TACSAT Waveforni Applicable API Use Case Operations

Based on the security service requirements outlined in S&8dh2 the APl use case waveform

operations indicated as being applicable to this waveformlanéfied inTable6. Details of these
operations are described in SectébA

Table 6: UHF TACSAT Waveform - Applicable APl Use Case

Operations
Legacy
ID API Use Case WavefornOperation IS
Waveform
Applicability

WE 01 Setup(configure)/teardown waveform Control Yes

Channels
WF 02 | Update Waveform Policy No
WF 03 | OTAR/OTAT (Waveform specific) No
WF 04 | OTAZ (Channel specific keys/Certs) No
WEF 05 | Extract/Forward Audit Log No
WE 06 Setup ((_:onflgure)/te_ardown Waveform Yes

Encryption/ Decryption Channels
WEF 07 | Algorithm Selection Yes
WEF 08 | Key Selection Yes
WF 09 | Reserved -
WEF 10 | Key Negotiation / Session Establishment No
WEF 11 | Encrypt / Decrypt User Traffic Yes

Setup(configure)/teardown Waveform
WF 12| TRANSECChannels No
WF 13| Perform TRANSEC Operations No
WF 14| Provide TRANSEC Keystream No
WEF 15 | Provide/GeneratRandomNumber No
WF 16 | Provide TRANSEC Key No
WE 17 Setup(configure)/teardown Waveform Bypass Yes

Channels
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Table 6: UHF TACSAT Waveform - Applicable APl Use Case
Operations
Legacy
ID API Use Case WavefornOperation IS
Waveform
Applicability
WEF 18 | Plain Audio Text Bypass Yes
WEF 19 | Control Bypass No
WEF 20 | Header/In channel Bypass No
Setup (configure)/teardown Waveform
WF 21 Authenticationintegrity Channels No
WEF 22 | Authenticate Remote Device / Application No
WE 23 Auth_entlcate Remote User (with/without No
physical token)

WF 24 | Authenticate_ocal Device/Application No
WEF 25 | Authenticatefile/token/data/certificate No
WEF 26 | Integrity ChecHile/token/data/certificate No
WEF 27 | Provide Digital Signaturéor file/token/data No
WEF 28 | Provide Haslior file/token/data No
WEF 29 | Verify Hashfor file/token/data No
WF 30 | Retrieve Certificate (S) No
WEF 31 | Accept/pass in Certificate No
WF 32 | WF 32 Encrypt/Decrypt File/Token/Data No

3.3.4 HF 2G/3G ALE Waveform

High Frequency (HF) radios are still an important component of tactical BLOS communications.

I n modern tactical HF radios channel sel ecti
operator based craft to one which uses radios that automate the clktatislenent using second

and third generation Automatic Link Establishment (2G/3G HF ALE) protocols. These waveforms

are detailed in US DOD military standards such as-&MD-188110 and MI-STD-188-141 as

well as NATO STANAGS 4538 and 4539. The most iestandardization efforts define a family

of wideband (for HF) physical layer waveforms having bandwidths in 3kHz increments (e.g., 3, 6,

9, etc.) up to 24 kHz bandwidth.
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3.3.4.1 HF 2G/3G ALE Waveform Operational Characteristics

Modern HF tactical radios supp@f variety of data modulations and rates as well as secure digital
voice and data operation. As a consequence the cryptographic capabilities cover a broad span of
cryptographic equipment protocols and algorithms as well as TRANSEC operations including
Frequency Hopping and cover (link protection) for ALE control information.

In some cases with these waveforms the ALE functionality is independent of the underlying data
bearing waveform and thus, when enabled, must always be monitoring the receivechik¥t cha

for ALE related signals which may appear during idle periods or even when other traffic is being
received..

3.3.4.2 HF 2G/3G ALE Waveform Security Characteristics and Required Security Services

The specific functional services needed by the HF 2G/3G ALEefwaw are identified in the
remainder of this section.

3.3.4.2.1 HF 2G/3G ALE Waveform Access Control Services

Current HF waveforms do not directly require or support any access services. Thus, these services,
to the extent neede dpetatonssane relpgatedito thelplatermwrRl.v e f or m

Access Control Services (Identification and Authorization) for:

HMI SDRD Interface interactions Platform API
Software Downloads/Updates Platform API
Policy Downloads & Updates Platform API

ConfigurationData downloads/Updates Platform API

Remote access/use of platform resourcg Not applicable

3.3.4.2.2 HF 2G/3G ALE Waveform Authentication and Nomnepudiation Services

To the extent applicable to this waveform class, all configuration, management and access to
Authentication or Nofrepudiation Services are relegated to the Platform API.

This waveform does not require any specific services in support of waveform operations. Thus
configuration, management and accesalitsuch services in regard to this waveido the extent
applicable are relegated to the Platform API.

Authentication and Norrepudiation Servicedor:

Users Platform API
User Devices Platform API
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Authentication and Nonrrepudiation Servicesor:
Network Devices Not applicable
Software content providers Not applicable
Network Operators Not applicable
Service Providers Not applicable

3.3.4.2.3 HF 2G/3G ALE Waveform Information Integrity Services

To the extent applicableo this waveform classall configurationmanagement and access to
Information Integrity Services are relegated toRtetform API.

Information Integrity Servicedor:

Platform resident user data Platform API

Waveform related resident radio &

network configuration data Platform API

Platform resident software and firmware| Platform API

Any waveform specific related
downloadable data or software

Over the Air Control and configuration
commands

Not applicable

Not applicable

3.3.4.2.4 HF 2G/3G ALE Waveform Information Securit{INFOSEC) Bypass and
Confidentiality Services

HF waveforms provide diverse operations and suppoferdiit modes of voice and data
communications employing a variety of cryptographic protocols and algorithms. In addition,
legacy waveform support of cryptographic bypass for plain text audio communications is required.
Other services to the extent applieahre relegated to a platform API

Information Security (INFOSEC) Bypass and Confidentiality Serfaces

User communications Waveform API

Network Control communications Not applicable

Device Uploads to networks (e.g., Log
data, configuration data)

Policy (security, regulatory, etc.)
downloads

Not applicable

Platform API
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Information Security (INFOSEC) Bypass and Confidentiality Serfaces
Configuration Data downloads Platform API
Software Downloads Platform API
User data Storage Platform API
Configuration Data Storage Platform API
Key Material Storage Platform API
Control Bypass Waveform API
Header Information Bypass Waveform API
Plain Text Audio Bypass Waveform API

3.3.4.2.5 HF 2G/3G ALE Waveform Transmission Security (TRANSEC)

When operating in modes using ALE, there is the potential thaiftrenation exchanged in ALE
protocols will be protected by a for pbasitc TRAN!
form of which is defined by the aent military standard for ALEMIL -STD-188141B). The

standard permits different levels of Kinprotection. Depending upon platform security
requirements, the Link protection information may be generated and applied by the waveform or

the keystream used for the link protection could be generated by ther@S&pplied by the

waveform The IRSSvavedorm API shall support both options.

In addition, HF tacticaradios also provide a frequency hopping capabilithe capabilities

defined for other waveforms in this document should be adequate to support HF waveform
frequency hoppingnd other TRANSE®©perations.

Transmission Security (TRANSEC) Servares
Spread spectrum applications Waveform API
Frequency hopping applications Waveform AP
_Cover fqr waveform control (ALE) Waveform API
information
Cover for waveform data Not Applicable

3.3.4.2.6 HF 2G/3GALE Waveform- Key and Credentidflanagement Services

The IRSS APkhall support the ability for thidF 2G/3G ALEwaveform to select keys to be used
for traffic encryption/decryptiorand for TRANSEC operations include ALE link protection
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functions Some legacy cryptographic units provide capabilities for OTAR and perhaps even
OTAT, but in these instances the waveforms are not aware that those operations are occurring as
the functionality resides totally within the bounafsthe cryptographic compents which have
been configured€vhi ch have been configured by an. opera
Thus any APIOTAR or OTAT functionality for current waveforms remains a platform API
function.

Any usage of PINs, passwords, biometric data and other forms of electronic credentials would be
strictly relegated to platform functionality and are not applicable to the waveform.

This waveform class does not require atherspecificKey and CredentldManagemenservices
in support of waveform operations

The remaining services, to the extent applicable to this waveform class, are assumed to be a
platform API and not a waveform API.

Key and Credentidllanagement Servicefor:

User 6 s Nadandpnvaté keys h| Waveform API

User PKI certificates and related

private/shared keys Not Applicable

Regional and/or Coalition shared keys Waveform API

PINs, Passwords, Biometric access and

other electronic credential data Platform AP

Devicecertificates and private/shared ke Not Applicable

Root & intermediate Certification Not Applicable

Authority Certificates

Over the Air Zeroize Not Applicable
Over the Air Rekey Platform API
Over the Air key Transfer Platform API

3.3.4.2.7 HF 2G/3G ALE Waveform Platform Resource Security Management Services

To the extent applicabl® this waveform classall configuration, management and access to
Platform Resource Security Managem@atvices are relegated to the Platform API.

Platform Resource Security Management Servides

Memory Management Security

Enforcement Platform API
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Platform Resource Security Management Servides

RPOE Software Configuration

Management & Version Control Platform AP
RPA S_oftware Configuration Manageme Platform API
& Version Control

3.3.4.2.8 HF 2G/3G Wavefornbogging, Auditing and Security Alarm Services

To the extent applicable to this waveform classfiguration, management and accedsagging,
Auditing and Security Alarm Servicese relegated to a platform API.

Logging, Auditing an&ecurity Alarm Service®r:
Usage logs Platform API
Security Event logs Platform API
Cognitive/DSA Operations logs Not Applicable
Non-repudiation logs Platform API
Security Related Alarm services Platform API
Audit log preparation Platform API

3.3.4.2.9 HF 2G/3G WaveforniPolicy Enforcement and Management Security Services

To the extent applicable to this waveform clagkcanfiguration, management and access to
Policy Enforcement and Management Services are relegated to the Platform API.

PolicyEnforcement and Management Security Services for:

The Platform security policy Platform API

Waveform/application security policies Platform API

SDRD Behavioral control (cognitive/learnin

radio ) Not Applicable

Regulatory Policies Platform API

Otherdownloadable policies (e.g., Network

Management, Network Security Not Applicable

3.3.4.3 HF 2G/3G Waveform Other Relevant Characteristics
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During waveform operations when the ALE functions have been activated, there is the possibility
that the ALE function will étect an incoming ALE request from another radio. ALE settings will
determine whether or not the ongoing link traffic will be interrupted to permit the radio to respond
to the ALE request. To respond, the waveform would have to temporarily cease angrapiuto
operations that may be occurring and later resume these operations when the ALE exchange is
finished. This function will necessitate the ability of the waveform to cause a cessation and later
resumption of the cryptographic operations withoutitgadown any cryptographic channels.

3.3.4.4 HF 2G/3G Waveform Required APl Use Case Waveform Operations

Based on the security service requirements outlined in S&8oh2 the APl use case waveform
operations indicated &®ing applicable to this waveform are identified able7. Details of these
operations are described in SectébA

Table 7: HF 2G/3G Waveform - Applicable API Use CaseéOperations

ID API Use Case WavefornOperation Wav_eforr_n
Applicability
WE 01 Setup (configure)/teardown waveform Control Yes
Channels
WF 02 | Update Waveform Policy No
WF 03 | OTAR/OTAT (Waveform specific) Yes
WF 04 | OTAZ (Channel specific keys/Certs) No
WF 05 | Extract/Forward Audit Log No
WE 06 Setup (qonflgure)/tegrdown Waveform Yes
Encryption/ Decryption Channels
WF 07 | Algorithm Selection Yes
WF 08 | Key Selection Yes
WF 09 | Reserved -
WF 10 | Key Negotiation / Session Establishment No
WF 11 | Encrypt / Decrypt User Traffic Yes
WE 12 Setup(configure)/teardown Waveform TRANSE Yes
Channels
WF 13 | Perform TRANSEC Operations Yes
WF 14 | Provide TRANSEC Keystream Yes
WEF 15 | Provide/Generate Randadumber Yes
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Table 7: HF 2G/3G Waveform - Applicable API Use CaseOperations

: Waveform
ID APl Use Case WavefornOperation Applicability

WF 16 | Provide TRANSEC Key No
WE 17 Setup(configure)/teardown Waveform Bypass Yes

Channels
WEF 18 | Plain Audio Text Bypass Yes
WEF 19 | Control Bypass Yes
WEF 20 | Header/In channel Bypass No

Setup (configure)/teardown Waveform
WF21 Authentication/ Integrity Channels No
WEF 22 | Authenticate Remote Device / Application No
WE 23 Authenticate Remote User (with/without physicad No

token)
WEF 24 | Authenticate Local Device/ Application No
WEF 25 | Authenticatdfile/token/data/certificate No
WF 26 | Integrity Checkfile/token/data/certificate No
WEF 27 | Provide Digital Signaturéor file/token/data No
WF 28 | Provide HasHor file/token/data No
WF 29 | Verify Hashfor file/token/data No
WF 30 | Retrieve Certificate (S) No
WF 31 | Accept/pass ilCertificate No
WF 32 | WF 32 Encrypt/Decrypt File/Token/Data No
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3.3.5 VHF/UHF LOS Waveform

This class of waveforms includes simple tway VHF or UHF line of sight waveforms used for
tactical Ground to Ground and Air Ground Air as well asa@ircommunications. Security
measures include voice and data encryption as well as ECCM techniguesarfple measures

such as frequency hopping. Current examples of this class include starufizold theVULOS,
SINCGARS and HAVEQUICK waveform&hich typically operate on 25 kHz channels. Current
operations ongoing in Central Asia involve multinationallitioa forces. Operations such as this
demonstrate the critical need for interoperable communications. All too often interoperability is
achieved by an exchange of radios at different levels of command in order for the deployed forces
to be able to commucate with each other. Future coalition networks will need greater
interoperability and the ability to communicate amongst themselves on shared communication
channels. The potential exists for these 25 kHz channel radio waveforms to evolve in order to
facilitate coalition force operationgor these reason this section will consider possible additional
capabilities for consideration as to how the API could support such future features.

An effectivealliance force structure is based on force contributioys bothallied (e.g. NATO)

and norallied nations leading to multinational force structuogerating cooperativelgiown to

ever lower levels of command, e.g. company level. The principle communications mechanism to
support command and control at lowevdks is combat radio mainly operating in the military
VHF/UHF frequency bargl As we have observedjteroperability between natiowsirrentlyis

very limited and then mostlynsecureTo enhance operatiaheffectivenesanAPI setsupporting

both securevoice and data has to be defindthe main area of operation of such a waveform is
used for ground to ground, ground to air and ground to sea (littoral) operation.

I n operations such as these radi os immuaicatedi f f er
with each other on short notice and without special preparation of the radio on site. As an example,
NATO-Nation A and NoANATO nation B as well as organization C (perhaps a local cooperating
authority) have to communicate in theatre. This carebbzed without any local interaction with

their equipment, such as additional key filling, etc., by developing new waveforms whose signaling
protocols support the security features necessary to ensure the security of the joint operations.

The principalflow of events can be outlined as follows:
1. The participating radios join the Deployed Col groups.
2. Individual radios are authenticated as they join
3. The session keys for confidentiality protection are negotiated between designated units
and distributed tohe group participants using asymmetric key technology.
4. Secured channels are set up.
5. All terminals can participate in the group communication.
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Figure 4: Dynamic formation of Community of Interests

This of course assumes ttecommon interoperable waveform is present in all coalition force
radios. In order for such a waveform to be ported to diverse radio platforms, a common set of
APl 6s, especially for Radio Security Services

Note: in a deployed coalition opéian, several Communitiesf-Interestmay ceexist with a need

for passing encrypted user traffic in national or other negotiated keys, but without the need for
private encryption of the network control traffic. Consequently common independent levels of
protection at the network layer could be used while for user traffic a combination of national, allied
and common coalition forces keys could be employed

However, since such Dynamic Group Key Establishment and distribution methods have not yet
been develogd for military use, prplaced keys for eadBol group will likely be necessary in the
interim. To facilitate both current and future operations a common cryptographic key tag structure
and format would facilitate the distribution of keys amongst theitmoalforce participants an
aiding in misidentification or misuse of key material.

3.3.5.1 VHF/UHF LOS Waveform Operational Characteristics

This class of waveforms include simple waveforms such standard clear voice over VHF FM and
UHF AM channels, as well as waforms providing both INFOSEC and TRANSEC functions
such as the SINCGARS, and HAVEQUICK I/Il waveforms. Also considered are the needs of next
generation waveforms to meet the emerging requirements derived from operations involving allied
and coalition foces as highlighted in the preceding section.

3.3.5.2 VHF/UHF LOS Waveform Security Characteristics and Required Security Services

The protection requirements for the application data, telemetry, network access and control layers
may be different. So separatiohpootection of théransport Domain and the Information Domain
should be supporteid tactical environmentdt is possible that separate protection between the
different sub layers within the transportation domain may be neEdgpde5 provides a notional

view of the separation between transport domain and information domain as well as different sub
layers of the Transport Domain.
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Figure 5: Potential layers of (confidentiality) protection

A logical high level architecture of such radio could be as showigure6. Again it may worth
highlighting that there can be up to three layers of protection, denoted in this figure as TRANSEC,
LINKSEC, and COMSEC. We see a similar form in the HF ALE 2G/3G waveform. Some forms
of TRANSEC need to be integral parts of the afavm (e.g. frequency hopping, spread spectrum,
etc.) while COMSEC is quite independent from the carrier. Between the two layers there may be
routing, network and/or radio control information to be protected. These all may be at the same or
different leves of classification, but regardless they could all be independent operations each using
their specified algorithms and keys.

Antenna

Voice Applioatin Application/Data layer Radio / Link
sub system sub system
Data Application g
o COMSEC TRANSEC
i

Figure 6: High level overview on the security components in a combat radio

3.3.5.2.1 VHF/UHF LOS Waveform Access Control Services

I n todayds conventional VHF/ UHF LOS radio net
radio if indeed such a function even exi®adio controls are inherent to the radio front panel in

ground radios and to a cockpit intexéan tactical fixed/rotary wing aircraf\s such formal access

control mechanisms are rare and in many respects are undesired since user/operators lives are in
jeopardy in combat operations. Future operations are speculative, and it is possible that some

the functions in the table below might one day apply to radios using this class of waveferm.
expected that any such functions will be similar to those already in use by those radios which
already support such operations. Consequently for thes dfradio waveform the presumption

is that any operations listed in the table would be relegated to a radio platform API.
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Access Control Services (ldentification and Authorization) for:
HMI SDRD Interface interactions Platform API
SoftwareDownloads/Updates Platform API
Policy Downloads & Updates Platform API
Configuration Data downloads/Updates Platform API
Remote access/use of platform resources Platform API

3.3.5.2.2 VHF/UHF LOS Waveform Authentication and Nonepudiation Services

Authentication and nerepudiation services involve methods to unambiguously identify an entity
(device or user) via their credentials, authenticate that identity and any information provided by
the entity and, when necessary, to record in a securitydtzgrdlevant to the activity so that the
event and/or data cannot be repudiated by the entity. Additionally positive identification and
mutual authentication is required between any entity joining the network and any entity which is
already a part of theatwork. This is aimed at preventing either a legitimate device or the network
from being impersonated by adversarial forces and allowing the network to be compromised as a
result.

In typical VHF/UHF combat radios using these waveforms there are no fonethlods or
protocols by which identification or authentication occurs. The presumption is that if the radio has
the correct keys and hopsets, then it is a legitimate device (although its user may not be). User
identification is typically performed by speakrecognition. Emerging and future radio systems

are likely to have the capabilities to support formal (e.g. PKI based) methods of authentication and
user identification..

Notwithstanding these possibilities, specifics of these types of operations beigiunsidered
speculative. Thus, this waveform does not require any specific Authentication-oepiahation
services in support of waveform operations. Thasfiguration, management and accessilto
such services in regard to this waveform to theredpplicable are relegated to the Platform API.
Future versions of this waveform will likely require services as indicated in the table below.

Authentication and Norrepudiation Servicesor:

Users Platform API

Platform/Future Waveform
API

Not Applicable/Future
Waveform API

User Devices

Network Devices
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Authentication and Nonrrepudiation Servicesor:

Software content providers Platform API

Not Applicable/Future
Waveform API
Not Applicable/Future
Waveform API

Network Operators

Service Providers

3.3.5.2.3 VHF/UHF LOS Waveform Information IntegrityServices

To the extent thafluture applications of these waveforms employ network or radio control then
information integrity is likely to be employed. It is believed that any of these operations will be
similar or identical to those in use for other wavrais which do support the need for these
services.

Information Integrity Servicegor:

Platform resident user data Platform API

Waveform related resident radio &

network configuration data Platform API

Platform resident software and firmwar¢ Platform API

Any waveform specific related
downloadable data or software
Over the Air Control and configuration | Not Applicable/Future
commands Waveform API

Platform API

3.3.5.2.4 VHF/UHF LOS Wavefornt Information Securitf{INFOSEC) Bypass and
ConfidentialityServices

INFOSEC services can provide encryption and decryption servicesséarddmmunicationas

well as NetworkControl communicationsas well as for platform resident data and software. For
this waveform these services will be provided as summanzéte table and described below.
The protection levelneeded for the User communication (i.e. in the information domain) and for
the Network Control (i.e. in the transport domain) ardyike be different. The IRSS API Security
Services shall allow foa protection (encryption) layer for each of those with different setups in
terms of keys, algorithms, modes etc.

Encryption and decryption services must be supported for all user communicatioasyand
required network control and management functiamghé information domain, this includes the
ability to support multiple algorithms or cryptographic unit emulations each employing one or
more COMSEC Keys as might be used in support of National, Regional and/or Coalition force
communications. The contrahd routing information of the transport domaiaybe used on a
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netted (aHinformed) protection scheme among all partr@rsertain classes of information may
need separate protectidror this kind of information the sharing of transport related datang
all Colsis less critical thafor the content itself.

If future 25kHz tactical networks are going to support shared usage radio channels on which
national, NATO (or similar alliances) and nrallied coalition forces can be simultaneously
communicatng amongst themselves as well as to their allied/coalition partners, then a means for
a radio to identify which key to use to decrypt received signals and a schema to select the correct
encryption key for transmission will be essential.

Proper decryptiokey selection is perhaps the simplest to solve since the cryptographic protocol
could embed information in the encrypted transmission that could identify the class of key to use
and high speed cryptographic hardware could quickly cycle through a selgfdteys to find the
proper key.

However, selecting the correct key for transmission must be done in such a way that a user does
not inadvertently broadcast sensitnagional information to a coalition or allied partner. This may

be particularly challerigg since the user may not have direct access to a control panel and the
radio handset may be the only device readily available. Any such method would have to be failsafe
in operation and is could be platform specific. Certainly a new handset, headsetatrid be
developed but that might require a significant modification to the standardized headset connectors
and interface.

Information Security (INFOSEC) Bypass and Confidentiality Serfaces

User communications Waveform API

Not Applicable/Future
Waveform API
Device Uploads to networks (e.g., Log | Not Applicable/Future

Network Controlcommunications

data, configuration data) Waveform API
Policy (security, regulatory, etc.) Platform/Future Waveform
downloads API
Configuration Data downloads ,I:IF?It form/Future Waveform
Software Downloads Platform API
User data Storage Platform API
Configuration Data Storage Platform API
Key Material Storage Platform API
Control Bypass Waveform API
Header Information Bypass Waveform API
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Information Security (INFOSEC) Bypass and Confidentiality Serfaces

Plain TextAudio Bypass Waveform API

3.3.5.2.5 VHF/UHF LOS Waveform Transmission Security (TRANSEC)

The availability of the physical carrier is paramount for the users' (e.g. soldiers’) situational
awareness. For instance, solid gathming protection needs to Ipeesent. This is a feature of
existing waveforms such as SINCGARS and HAVEQUICK and it is likely to be relevant to future
25 kHz channel tactical waveforms as well.

Transmission Security (TRANSEC) Servares

Spread spectrum applications Waveform API

Frequency hopping applications Waveform API

Not Applicable/Future
Waveform API
Not Applicable/Future
Waveform API

Cover for waveform control information

Cover for waveform data

3.3.5.2.6 VHF/UHF LOS Waveform Key and Credential Management Services

The IRSS APEhall support the ability for théHF/UHF LOSwaveform to select keys to be used

for traffic encryption/decryptioras well as TRANSEC operatianSome legacy cryptographic

units provide capabilities for OTAR and perhaps even OTAT, but in these instamges/eforms

are not aware that those operations are occurring as the functionality resides totally within the
bounds of the cryptographic componewtsich have been configured by an operator using the
pl atfor moés THMIahy©OdARIOTATIAPRI. functionality for current waveforms
remains a platform API function.

Any usage of PINs, passwords, biometric data and other forms of electronic credentials would be
strictly relegated to platform functionality and are not applicable to the wavefbimmwaveform

class does not require antherspecificKey and Credential Managemes#rvices in support of
waveform operations

Future waveforms are likely to include many of these other functions but the operations may still
be relegated completely the CSF and embedded into the cryptographic equipment emulation
protocols but the current API set should consider the nature of APl operations should the waveform
become involved. As noted earlier a common key tag structure and format could facilitate
distribution and interoperability in coalition and allied force operations.
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Key and Credentidlanagement Servicefor:

User 6s National st WaveformAPI
User PKI certificates and related Not Applicable/Future
private/shared keys WaveformAPI

Regional and/or Coalition shared keys | Waveform API

PINs, Passwords, Biometric access an(
other electronic credential data
Device certificates and private/shared Not Applicable/Future

Platform API

keys Waveform API
Root & intermediate Certification Not Applicable/Future
Authority Certificates Platform API

Not Applicable/Future
Waveform API

Platform/Future Waveform
API
Platform /Future Waveforn
API

Over the Air Zeroize

Over the Air Rekey

Over the Air key Transfer

3.3.5.2.7 VHF/UHF LOS Waveform Platform Resource Security Management Services

To the extent applicable this waveform classall configuration, management and access to
Platform Resource Security Managem@atvices are relegated to the Platform API.

Platform Resource Securitylanagement Serviceor:

Memory Management Security

Platform API
Enforcement
RPOE Software Configuration
Management & Version Control Platform AP
RPA Software Configuration
Management & Version Control Platform AP

3.3.5.2.8 VHF/UHF LOS Waveform Logging,Auditing and Security Alarm Services

To the extent applicable to this waveform classfiguration, management and accedsagging,
Auditing and Security Alarm Services are relegated to a platform API. Future waveform examples
could employ the API falities postulated for the IPBAHN waveform.
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Logging, Auditing and Security Alarm Services
Usage logs Platform API
Security Event logs Platform API
Cognitive/DSA Operations logs Not Applicable
Non-repudiation logs Platform API
Security Related Alarreervices Platform API
Audit log preparation Platform API

3.3.5.2.9 VHF/UHF LOS Waveform Policy Enforcement and Management Security Services

To the extent applicable to this waveform claskcanfiguration, management and access to
Policy Enforcement and Managem&msrvices are relegated to the Platform API

Future generations of this waveform class may be required to be cognizant of security and other
network related policies.

Policy Enforcement and Management Security Servieas f

The Platform security policy Platform API

Platform/Future Waveform

Waveform/application security policies AP

SDRD Behavioral control (cognitive/learning Not Applicable

radio )

Regulatory Policies Platform API

Other downloadable policies (e.dletwork Not Applicable/Future
Management, Network Security) Waveform API

3.3.5.3 VHF/UHF LOS Waveform Other Relevant Characteristics
None identified.
3.3.5.4 VHF/UHF LOS Waveform Required APl Use Case Waveform Operations

Based on the security service requirements outlined in S&8dn2the APl use case waveform
operations indicated as being applicable to thigef@am aradentified inTable8. petails of these
operations are described in SectibA
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Table 8: VHF/UHF LOS Waveform - Applicable API Use CaseOperations

VHF/UHF
Waveform
ID API Use Case WavefornOperation Applicability
Current Future
Generation | Coalition
WE 01 Setup (configure)/teardown waveform Contro Yes Yes
Channels
WEF 02 | Update Waveform Policy No No
WF 03 | OTAR/OTAT (Waveform specific) Yes Yes
WF 04 | OTAZ (Channel specific keys/Certs) No Yes
WEF 05 | Extract/Forward Audit Log No No
WE 06 Setup (gonflgure)/tegrdown Waveform Yes Yes
Encryption/ Decryption Channels
WEF 07 | Algorithm Selection Yes Yes
WF 08 | Key Selection Yes Yes
WF 09 | Reserved - -
WF 10 | Key Negotiation / Session Establishment No Yes
WF 11 | Encrypt / Decrypt User Traffic Yes Yes
Setup(configure)/teardown Waveform
WF 12 | TRANSEC Channels ves ves
WF 13 | Perform TRANSEC Operations Yes Yes
WF 14 | Provide TRANSEC Keystream Yes Yes
WEF 15 | Provide/Generate Random Number Yes Yes
WF 16 | Provide TRANSEC Key Yes Yes
WE 17 Setup(configure)/teardown Waveform Bypass Yes Yes
Channels
WEF 18 | Plain Audio Text Bypass Yes Yes
WEF 19 | Control Bypass Yes Yes
WF 20 | Header/In channel Bypass No Yes
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Table 8: VHF/UHF LOS Waveform - Applicable API Use CaseOperations

VHF/UHF
Waveform
ID API Use Case WavefornOperation Applicability
Current Future
Generation | Coalition
Setup (configure)/teardown Waveform
WE 21 Authentication/ Integrity Channels No ves
WEF 22 | Authenticate Remote Device / Application No Yes
WE 23 Authgntlcate Remote User (with/without No Yes
physical token)
WEF 24 | Authenticate Local Device/ Application No No
WEF 25 | Authenticatdile/token/data/certificate No No
WEF 26 | Integrity Checkile/token/data/certificate No No
WEF 27 | Provide Digital Signaturéor file/token/data No Yes
WEF 28 | Provide HaslHor file/token/data No Yes
WEF 29 | Verify Hashfor file/token/data No Yes
WEF 30 | Retrieve Certificate (S) No Yes
WEF 31 | Accept/pass iCertificate No Yes
WF 32 | WF 32 Encrypt/Decrypt File/Token/Data No Yes

3.4 Public Safety Waveforms

There are two internationally recognized and standardized waveforms serving the public safety
community around the globe. These are the P25 waveform developed by the Telecommunications
Industry Association (TIA) in the USA (see r€TlA, 2012) and relatedspecifications), and the

Tetra waveform developed in the European Community(l[de€RA + Critical Communications
Association) Proprietary nosstandardized waveforms are not considered in this document.

3.4.1 P25 Waveform

Thus far the waveforms we have beerscdssing either rely on either sparse or-agistent
infrastructure other than satellites. This is not the case for public safety communications systems.
For these systems, in addition to handheld and vehicular radios, there are fixed and mobile
infrastructure elements (Relay stations, base stations, and fixed locations like 911 centers, and
other communication facilities as well as end users) which provide access to fixed facilities as well
as to fixed and mobile control/management elements.

3.4.1.1 P25 Waveform Operational Characteristics
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The P25 system provides the public safety community the ability for secure asdaog voice
and data communications. The system operates on 12.5 kHz communication channels.

As this report is being prepared, the PubliteBaCommunity is developing the standards for
services which will be provided for use in the recently allocated Long Term Evolution (LTE) band
in the USA. When completed these may involve additional security services or different
application of current PRsecurity services

3.4.1.2 P25 Waveform Security Characteristics and Required Security Services

Figure7 illustrates the P25 reference model. In the context of this document, the P25 Subscriber
Unit (SU) corresponds to the SDRD, and theddd Un2 reference points carry the P25 waveform.

As a gneral rule, the bolded elements (Consoles, Subscriber Units, Key Fill Devices, and Key
Management Facilities) are thought of as belonging to a user organization, while -ihe!awexoh
elements are owned by an operator (which may or may not be in the ggamezation as the
users, but are certainly not part of the same security domain).

Project 25 key management is performed via a Key Management Facility (KMF) and employs
either manual keying (i.e. through a key fill device), or Gllee-Air-Rekeying throgh pointto-
point IP packet exchange over the P25 waveform.

Figure8 illustrates the protocols stacks for Project 25 security. As illustrated, P2&jerdice is
endto-end encrypted and relayed through the RFSS by the P25 waveform. Optionally, the
subscriber unit may be authenticated to the RFSS and vice versa through "link layer authentication™
protocols which may be thought of as part of or abogdP®5 waveform itself.

Keys may be distributed either via OTAR or manually. In either case key security is provided
between the key management facility and the SU. A second layer of security is optionally provided
for OTAR, but is not present for manuyalbaded keys.

3.4.1.2.1 P25 Waveform Access Control Services

Project 25 does not standardize mmaachine interfaces, software management, policy
management, or configuration data (with the exception of security key management), and has no
mechanisms for remotese of the radio platform. Therefore, Access Control Services as defined
herein are all considered to be part of the Platform API.

Access Control Services (Identification and Authorization) for:

HMI SDRD Interface interactions Platform API

SoftwareDownloads/Updates Platform API

Policy Downloads & Updates Platform API
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Access Control Services (Identification and Authorization) for:

Configuration Data downloads/Updateg Platform API

Remote access/use of platform resourg

Not Applicable

Other
Key Mgmt
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Figure 7: Project 25 Reference Model
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Project 25 SU RFSS Project 25 SU or Console
P25 Voice = » P25 Voice
Encryption - - Encryption
LL Auth & - LL Auth |LL Auth & » LL Auth
P25 Waveform - > - > P25 Waveform
Waveform Relay

Project 25 SU RESS/KFD Key Management Facilit
P25 Keys - » P25 Keys
Key Security -4 - Key Security
KFD
OTAR Prf)ti)?:ol B o B o Prgt'z)?:ol OTAR
Security Key Relay Security
- >
UDP/IP }4 » UDP/IP
RFSS
P25 Waveform - » - » P25 Waveform
Waveform Relay

Figure 8: Project 25 Protocol Stacks

3.4.1.2.2 P25 Waveform Identification, Authentication and Nemrepudiation Services

The Project 25 waveform specifies a mutual authentication technique by which a subscriber unit
(SDRD) may be authenticated to the infrastructure and vice versa. Thus authentication of User
Devices and Network Operators (i.e. "the infrastructure™) is pathe® Waveform API and
employs a notPKI based authentication mechanism which requires the use of a pseudorandom
(PN) number which could either be generated by the CSF or by a suitable algorithm in the
waveform. For purposes of this specification we sasflume the CSF is the source of the PN
number. P25 uses the higher order Secure Hash Algorithms (SHA), such as SHA256.

Users, Network Devices, Software Content Providers, and Service Providers have no identity per
se in P25, and the related services #@heeenot applicable or relegated to a Platform API.
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The P25 waveform does not require any Mepudiation services.

Authentication and Norrepudiation Servicedor:
Users Platform API
User Devices Waveform API
Network Devices Not Applicable
Software content providers Not Applicable
Network Operators Not Applicable
Service Providers Not Applicable

3.4.1.2.3 P25 Waveform Information Integrity Services

The Project 25 suite of standards is mute with regard to information integrity. Timferafiation
integrity services, to the extent they are applicable to a specific platform implementation, are
relegated to a Platform API.

Information Integrity Servicesor:

Platform resident user data Platform API

Waveform related resident radio &

network configuration data Platform API

Platform resident software and firmwar¢ Platform API

Any waveform specific related
downloadable data or software

Over the Air Control and configuration
commands

Platform API

Platform API

3.4.1.2.4 P25 Waveform Information Security (INFOSEC) Bypass and Confidentiality
Services

Project 25 specifies erid-end encryption for voice, therefore INFOSEC for user communications
are part of the Waveform API. In addition, specific implementations may require the use of th
bypass services. All other INFOSEC services, to the extent supported by a particular device
instance, are related to the Platform API.
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Information Security (INFOSEC) Bypass and Confidentiality Serfaces
User communications Waveform API
Network Control communications Platform API
B e i e (€120 | piatorm A
Zg\l/:;)l/ O(;ggurlty, regulatory, etc.) Platform AP
Configuration Data downloads Platform API
Software Downloads Platform API
Userdata Storage Platform API
Configuration Data Storage Platform API
Key Material Storage Platform API
Control Bypass Waveform API
Header Information Bypass Waveform API
Plain Text Audio Bypass Waveform API

3.4.1.2.5 P25 Waveform Transmission Security (TRANSEC)

Project 25 does not define any service for Transmission Security. Therefore, all TRANSEC
services are Not Applicable.

Transmission Security (TRANSEC) Servares

Spread spectrum applications Not Applicable

Frequency hopping applications Not Applicable

Cover for waveform control information | Not Applicable

Cover for waveform data Not Applicable

3.4.1.2.6 P25 Waveform Key and Credential Management Services

Copyright © 2013 The Software Defined Radio Forum Inc Pager3
All Rights Reserved



WIRELESS

IRSS API Work Group
[INNOVATION

IRSS API Functional Requirements Analysis and Specification
Fo R U™ WINNF -13-S-0004V1.0.0
P25 Key management is based on the upeegblaced keys, although the waveform does support
an OTAR function as well as an over the air zeroize (OTWHich will be summarized below.
When joint operations with other organizations are required multiple keys can be stored and have
their usage ass@ted with specific talk groups.

P25 currently does not utilize any public/private asymmetric key functionality and thus does not
require any digital certificates or related materials. This may change as P25 operations migrate to
the national public safe network being planned for the LTE band. Any such future usage by P25

is likely to be addressed by current waveforms already addressed in preceding sections.

Any usage of PINs, passwords, biometric data and other forms of electronic credentials would be
strictly relegated to platform functionality and are not applicable to the waveform.

Over the Air key management functions are supported by the P25 system and are managed by a
Key Management Facility using a Key Management Message (KMM) structure, rsngpo
rekeying and other functions,. The KMM&s are
when containing key material, are doubly encrypted. One layer, which is the inner layer encrypts
the key material in a Unique Key Encryption Key (UKEK e€Tkey material may be comprised of
individual keys or sets of keys. The outer layer of encryption encrypts both the key management
message and the inner layer as well. Hence the key material is doubly encrypted when sent over
the air.

The outer layer ofrecryption uses a specialized key which also serves to authenticate the source

of a KMM. For the purposes of this document it shall be assumed that the P25 Waveform will
configure a BLACK SIDE to BLACK side decryption channel for purposes of
decrypting/adt ent i cating t he KMMs. Not all KMM6s woul
Once authenticated the KMM message would then be passed into the CSF where the key material
would be decrypted and placed into storage. This assumes that the CSF will be ratelgtet i

the P25 KMM suite of messages, including the command to change over from one keyset to
another keyset, as well as the various zeroization commands.

The Zeroize KMMo6s all ow zeroization of i ndi vi

Key and Credentidilanagement Services:

User 6s National / or
private keys

User PKI certificates and related
private/shared keys

Waveform API

Not Applicable

Regional and/or Coalition shared keys | Waveform API

PINs, Passwords, Biometric access an(
otherelectronic credential data

Device certificates and private/shared
keys

Root & intermediate Certification
Authority Certificates

Platform API

Not Applicable

Not Applicable
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Key and Credentidllanagement Services:
Over the Air Zeroize (OTAZ) Waveform API
Over the Air Rekey (OTAR) Waveform API
Over the Air key Transfer (OTAT) Waveform API

3.4.1.2.7 P25 Waveform Platform Resource Security Management Services

Project 25 does not specify platform security management servicesthgodxtent applicable
a device all configuration, management and ass toPlatform Resource Security Management
Services are relegated to the Platform API

Platform Resource Security Management Services:

Memory Management Security Platform API
Enforcement

RPOE Software Configuration

Management & Version Control Platform AP
RPA Software Configuration

Management & Version Control Platform AP

3.4.1.2.8 P25 Waveform Logging, Auditing and Security Alarm Services

Project 25 does not specify Logging, Auditing or Security Alarm services, so to the extent
applicable to aevice, these services are relegated to a platform API.

Logging, Auditing and Security Alarm Services

Usage logs Platform API
Security Event logs Platform API
Cognitive/DSA Operations logs Not Applicable
Nonrepudiation logs Not Applicable
SecurityRelated Alarm services Platform API
Security Related Alarm services Platform API

3.4.1.2.9 P25 Waveform Policy Enforcemenand Management Security Services
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Project 25 does not standardielicy Enforcement and Manageme#rvices so to the extent
they are applicable a device, such servaresrelegated to the Platform API

Policy Enforcement and Management Security Services for:

The Platform security policy

Platform API

Waveform/application security policies

Not applicable

SDRD Behavioral control
(cognitive/learning radio )

Not Applicable

Regulatory Policies

Platform API

Other downloadable policies (e.g.,
Network Management, Network Securif

Not Applicable

3.4.1.3 P25 Waveform Other Relevant Characteristics

None identified

3.4.1.4 P25Waveform- Required APl Use Case Waveform Operations

Based on the security service requirements outlined in S&#dh2 the APl use case wawem
operations indicated as being applicable to this wavefwendentified ifmmable9. Details of these
operations are described in SectibA

Table 9: P25 Waveform- Applicable API Use CaseDperations

P25
ID API Use Case WavefornOperation Waveform
Applicability
WE 01 Setup (configure)/teardown waveform Control Yes
Channels
WF 02 | Update Waveform Policy No
WF 03 | OTAR/OTAT (Waveform specific) Yes
WF 04 | OTAZ (Channel specific keys/Certs) Yes
WF 05 | Extract/Forward Audit Log No
WE 06 Setup(cpnflgure)/tegrdown Waveform Yes
Encryption/ Decryption Channels
WF 07 | Algorithm Selection Yes
WF 08 | Key Selection Yes
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P25
ID API Use Case WavefornOperation Waveform
Applicability
WF 09 | Reserved -
WEF 10 | Key Negotiation / Session Establishment No
WF 11 | Encrypt / Decrypt User Traffic Yes
WE 12 Setup(configure)/teardown Waveform TRANSE No
Channels
WEF 13 | Perform TRANSEC Operations No
WF 14 | Provide TRANSEC Keystream No
WEF 15 | Provide/GeneratRandomNumber Yes
WF 16 | Provide TRANSEC Key No
WE 17 Setup(configure)/teardown Waveform Bypass Yes
Channels
WEF 18 | Plain Audio Text Bypass Yes
WEF 19 | Control Bypass Yes
WEF 20 | Header/In channel Bypass Yes
Setup (configure)/teardown Waveform
WE21 AuthenticationAntegrity Channels Yes
WEF 22 | Authenticate Remote Device / Application Yes
WE 23 Authenticate Remote User (with/without physic No
token)
WF 24 | Authenticate_ocal Device/Application No
WF 25 | Authenticatefile/token/data/certificate Yes
WEF 26 | Integrity Checkfile/token/data/certificate No
WF 27 | Provide Digital Signaturéor file/token/data No
WF 28 | Provide Hastor file/token/data Yes
WEF 29 | Verify Hashfor file/token/data Yes
WF 30 | Retrieve Certificate (S) No
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Table 9: P25 Waveform- Applicable APl Use CaseDperations

P25
ID API Use Case WavefornOperation Waveform
Applicability
WEF 31 | Accept/pass in Certificate No
WF 32 | WF 32 Encrypt/Decrypt File/Token/Data No

3.4.2 TETRA (Futue Work GrougObjective)

Any organization desiring to contribute information concerning security service needs of the Tetra
System may submit information to the Wireless Innovation Fdntennational Security Services

APl Work Group Until such time as a contributiae made, no specific requirements will be
considered for inclusion in future editions of this document or those documents addressing the
IRSS API.

3.5 Commercial SATCOM Waveforms (Future Work Group Objective)

Any organization desiring to contribute information concerning security service needs of
commercial satellite services such as INMARSAT, Iridium etc., may submit information to the
Wireless Innovation Forunmternational Security Services APl Work Growmtil such time as a
contribution is made, no specific requirements will be considered for inclusion in future editions
of this document or those documents addressing the IRSS API.

3.6 Commercial Terrestrial Waveforms (Future Work Group Objective)

Any organizéion desiring to contribute information concerning security service needs of
commercial Terrestrial communications services such as GSM, CDMA, WCDMA, and other 2G,
2.5G, 3G and 4G services etc., may submit information to the Wireless Innovation Forum
Intemational Security Services APl Work Grougntil such time as a contribution is made no
specific requirements will be considered for inclusion in future editions of this document or those
documents addressing the IRSS API.
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4 API Use Case OperationsJsageOverview

The following lists comprise an overview of APl operations for the Use Cases to be drafted in the
future. Use Cases shall consider the impact of different Security Architecture and platform
Channel configuration needs. For example, a platform coagist of a single radio channel or
multiple radio channels. In either case the radio platform may possess one or more user/operator
interfaces, each operating at different security levels. Thus a single user interface may need to
support different waveim applications if there are waveform specific software components that
must operate on the plain text side of Cryptographic operations and the user side of the Crypto
interface must support traffic for multiple radio channels. The user interfaces mag aigerating

at different security levels ranging from a single level of security, to multiple single levels of
security, to Multiple Independent Levels of Security or to Mudivel Security. This requires the
platform as well as the Radio Security Seve APl 6s t o be able to asso
streams with specific user channels as well as the different security levels that may exist within a
user channel.

The operations listed in the next two sections are low level operations whiolstxneg together

in a specific sequence with the appropriate data parameters will provide the means to provide a
specific Waveform or platform security service function as called out in Section 3. The Security
service APl must provide the capability tgoport equivalent operations.

This section thus documents examples of how an API set could be constructed to meet the
Waveformneeds identified and defined in Section 3. However, the API need not provide a 1:1
correspondence for the listed operationsosg las the APl meets the security service needs of the
Waveform and/or platform and is capable of providing the functionality required by the waveforms
and platform. As will be seen there is substantially more detail in Section 4.2 than in 4.1 as the
wavebrm APl was the focus of our analysis and the analysis contributed substantially to the
development of the waveform/application IRSS API requirements contained in Section 5.

4.1 Platform Use Case APOperations

Identified sets ofPlatform API Operatiors for gpplication touse casexamplesare listed below
and are described in the sections following the table. It is understopdtttias time, the IRSS
APl will defer any work on defining a standar

These sets of Platform APl Opeaats shall not be construed to define a specific set of API
operations for implementation by the International Tactical Radio Security Services API (IRSS
API), nor is this listing claimed to be a complete listing of the service classes that may be required
by a radio platform. They are instead defined simply for the convenience of identifying the general
nature of the operations needed by the platform. The IRSS APl may define any combination or set
of API operations, which may contain either fewer or atgreaumber of API sets which provide

the equivalent functional capabilities associated with the total set of functional operations defined
herein.

The listed set of Radio Platform ARperations do not include the capability to create any

0 ¢ h a n n b &sshose detined by teaveform API operations in WF 01, M06, etc. This is

because such channels are presumed to be created and in existence as part of the Radio Platform
Operating Environment instantiation/boot process. Security design requirenibrtigomsally
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requirements.

Many of the API operation setisted below involve humamachine interfaces and the resultant
effects of some operations could render the radio platform inoperable. While this might not be true
for all operations listed, there is the potential that a subset of these where the CB€ dmestly
involved with ascertaining and validating the identity of the user/operator as defined by the
platform security policy and related design requirements. This may include verifying that such
operations fall within those to which the user/opmra authorized to perform these set of API

operationsandare addressed by the 2B operations set.

It i

S

presumed that all of these operations
HMI of the radio control subsystem to the CSF. Any usage of PINs, passwords, biometric data and
other forms of electronic credentials shall be strictly relegated to platform functionality and to

platform API 6s.

Table 10: Platform Use Case API Operations Summary

ID Platform Use Case API Operation
PF 01 Install/Uninstall/Manage cryptographic algorithms
PF-02 Update/Load/Fill/Manage Keys
PF 03 Zeroize Key (s) (Includes Zeroize All)
PF 04 Install/Manage/Replace Trust Anchors
PF 05 Zeroize Trust Anchor(s)
PF 06 Load/Fill/Manage Certificate(s)
PF 07 Zeroize Certificate(s)
PF 08 Load/Fill/Manage User/Device/Entity Credentials
PF 09 Zeroize Credentials
PF 10 Install/Uninstall Manage waveform/application/platform resident software
PF 11 Install/Uninstall/Manage waveform/application/platform resident software Update
PE 12 Inst.all /Up-dz.ite/ Uninstall/Manage waveform/application/platform Security
Policy/Policies
PF 13 Platform Operating Environment boot (Includes all Radio SecurityServices)
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Table 10: Platform Use Case API Operations Summary

ID Platform Use Case API Operation

PF 14 Instantiate/De-instantiate Waveform/Application Software

PF 15 Start /Stop Waveform

PF 16 OTAZ Platform

PF 17 OTAR Platform

Install, Retrieve and Update Compromised Key Lists (CKLs) and Certificate

PF 18 Revocation Lists (CRLs)

PF 19 Install/Update Platform Operating Parameters

PF 20 Install/Update Channel Operating Parameters

PF 21 Setup/teardown Platform Encryption/Decryption Channels

PF 22 Encrypt/Decrypt User Data/Platform Data/Files/applications

PF 23 Request CSF AuthenticatdJser/Device/Entity and Authorize Operations

PF 24 User Authentication (with/without physical token)

PF 25 Local or Remote Device/ Entity Authentication

PF 26 Manage Security Faults/Alarms

PF 27 Report/Manage Auditable event/alarm condition

PF 28 Manage/Review/Extract Audit Log(s)

PF 29 Platform Memory Resource Management enforcement/enablement

4.1.1 PF 01 - Install/Uninstall/Manage cryptographic algorithms

This platform set of APl operations provide the ability of the platform users or operatossad |

, uninstall and otherwise manage cryptographic algorithms used by the platform in support of
waveform or other platform cryptographic operations such as local file encryption as an example.
Management operations might include updating algorithmthéolatest software version or
regressing to a prior version of the algorithm and defining which versions are stored on the
platform in an archive should one exist.
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4.1.2 PF 2 - Update/Load/Fil/Manage Keys
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This platform set of API operations allow responsibeividuals to load, fill or update
cryptographic keys used by tiiéaveforms and other platforms.

The keys may be loaded by a designated fill port in which case this APl would define the set of

API operations that would allow the responsible individuaktccessfully load keys either
individually or in bulk. When such keys do not have standardized tags this or another designated
platform API operation would support the pas
operator and the CSF that will allcavsuitable key tag to be created and bound to the key. This
subset of API Operation should also allow any key tag field containing incomplete or erroneous
data to be edited and corrected by authorized individuals.

This set of API operations shall alsopport the ability to load one or more keys via other
designated platform interfaces. In such instances the platform will have one or more defined
methods and interfaces by which keys may be loaded. For example it may be possible to transfer
an encryptedet of keys to a specified IP address which is associated with a designated platform
port or function. This subset of APl Operations would thus allow these keys to be loaded into the
CSF and placed under local key managemensuth instances it can besamed that all such

keys have associated key tags which can be used to identify the kspeadje and includes any
operations necessary for the users to manage these keys other than for local key Zeroize operations.
This includes initiating defined gpyographic key updates, key transfers, Over the air Rekey
operations or over the air transtgyerations as they fall within the operational capabilities of the
radio platform

4.1.3 PF (3- Zeroize Key(s)

This subset of platform API operations are those whéafind the means by which an authorized
individual can cause one or more cryptographic keys stored and used by the platform for waveform
or platform cryptographic operations to Beroized. This does not include any physical means
employed (e.g. Zeroize ctnls) by the platform to Zeroize keys, but rather only those operations
which are initiated by an operator or user via the API. Such Zeroize operations might involve one
or more keys, including all of a type for 1) a designated waveform type, 2) al(&egtated
parameters) on the platform (Zeroize alijd3) all keys whose expiration date has been passed
and have been preserved in an archive or other designated groups of keys as defined by the
platform requirements.

4.1.4 PF (4 - Install/Manage/Replace Tist Ancho(s)

This subset of API operations providbe means to install, manage and/or replace the initial trust
anchor (e.g. root certificates and associate private keys) and any associated trust anchors (e.g
coalition root certificates) used by the tid@am. The initial installation may occur in a
manufacturing environment or in a designated depot repair facility. Replacements are needed when
certificates expire. Management of these might involve identifying or tagging a certificate with a
flag that dentes the private key may be compromised or that a certificate has been revoked.
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415 PF 05- Zeroize Trust Anchor

This subset of API operations provides the meanZeiwize one or more designated Trust
Anchors. Generally a Zeroize All as4ril.3above would eradicate all sensitive material including

the Trust Anchors so a separate Zeroize all trust anchors may not be needed but the API could
support sah in any event.

4.1.6 PF 06 - Load/Fill/Manage Certificate(s

Certificates and other forms of digital credentials are generally associated with local users, and
devices. Devices may be both within (e.g., internal router function) or external to the platform.
Each such certificate/credential loaded into the platform typically requires a designated use, and a
user or device identifier association. These designations may go beyond the designated name in
the certificate since the name does not necessarily defipecdis platform or network use/role

(but could). This kind of association is needed when role based access control mechanisms are
employed to authorize operations done either locally or remotely on the radio platform. This API
subset therefore shall suppthe identification of the roles and associations necessary to perform
such security functions when required by the radio platform specification.

4.1.7 PF 07 - Zeroize Certificate(s)

This subset of API operations provides the mearigetoize either an indivigal or a subset of
certificates and credentials held by the platform. For those certificates which the CSF also
maintains the private key, the associated Private key shall alBerbieedconcurrently with the
certificate to which it applies.

Generallyd Zer oi ze al Wb.3aboseoparhardwared ieitdted control would eradicate

all sensitive material including the certificates anceofiorms of digital credentials so a separate
Zeroize all certificates/credentials may not be needed but the API could support a Zeroize all
certificates in any event.

4.1.8 PF-08 Load/Fil/Manage User/Device/Entity Credentials

This subset of API operationstise equivalent of the operations defined above in sedtib2

except that they apply to certificates and other forms of digital credentials such as ergonometric
data (finger prints, retinal images) or other information relating to user or device identification.
Certificates and other forms of digital credentials generally associated with local users, and
devices. Devices may be both within (e.g., internal router function) or external to the platform.
Each such certificate/credential loaded into the platform typically requires a designated use, and a
user or dewe identifier association. These designations may go beyond the designated name in
the certificate since the name does not necessarily define a specific platform or network use/role
(but could). This kind of role/function association is needed when raedbaccess control
mechanisms are employed to authorize operations done either locally or remotelyRawlithe
Platform. This API subset therefore shall support the identification of the roles and associations
necessary to perform such security functishen required by thRadio Platform specification.
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419 PF 09 - ZeroizeCredentials

This subset of API operations provides the mea#@eto oi ze ei t her an individ
set or a designated subset of credentials held by the platform.

As notedpr evi ousl y a MMA4A8above wveuld arhdicaie akh sensitive material
including the certificates and other forms of digital credentiab a separate Zeroize
certificates/credentials may not be needed but the API could support a Zeroize all certificates in
any event if deemed useful.

4.1.10 PF 10- Install/lUninstallManage waveform/applicatioplatform resident software

Platform operations involving installing, uninstalling and managing software of any form are not
specifically security services. However, the processes involved generally do include the
application of security services. Any given software package maytbawe totally or partially
decrypted before it can be installed and it may be necessary to store the software or portions thereof
in encrypted form while it is retained inactive in platform memory. Other likely operations on
installing software are likelto include integrity checks as well as authentication of the source of

the software code and potentially authentication and authorization of the software distributing
agent in that role.

While conceivably the platform could use the same APl asWhaeefam used for similar
operations, the application of LPP and process separation security design principles would
generally necessitate separate and distinct platform interfaces (CORBA ports) for these platform
operations.

The manner in which the softwaedelivered to the platform may also affect the way the security
services are applied and whether additional verifications are needed. For example, a platform may
have a security policy design requirement that software can only be installed from a specific
physical port on the platform. Thus the platform would need a security service function that would
enforce or otherwise ensure that the specific requirement is met.

4.1.11 PF 11 - Install/Uninstall/Manage waveform/applicatiorglatform resident software
Update

This group of platform operations is essentially identical to those1irlQ with the possible
exception that version configuration managementrobmtiles could be enforced by the CSF
rather than some other functions on the radio platform. To allow such a possibility a platform API
should support the requisite functionality. This should also include any operations which involved
rollback to a priowversion.

4.1.12 PF 12 - Install /Update/ Uninstall/Manage aveform/application/platform
Policy/Policies

This set of API operations assumes that there are separate, downloadable security, regulatory,
cognitive/behavioral, or other policy types that apply to wanre$, specific applications (e.g. IP
routers or firewalls) or other platform based security functions. These policies may be enforced by
the CSF or other suitably protected/safeguarded funciiod gmilar to the software installation
discussed irl.1.10above regarding the interfaces over which the policy is received and loaded

Copyright © 2013 The Software Defined Radio Forum Inc Page84
All Rights Reserved



WIRELESS

IRSS API Work Group
[INNOVATION

IRSS API Functional Requirements Analysis and Specification

Fo R U™ WINNF -13-S-0004V1.0.0

may be subject to specific security policy requirements in additiosthter services such as
decryption, integrity checking and authentication of the policy and it source and
delivery/distribution agent.

4.1.13 PF 13 - Platform Operating Environment boot (Includes all Radio Security Services)

This set of API operations could invelwviumerous interactions with the CSF depending upon
platform design and platform security policy specific requiremens. example, thignight
involve file/software decryption, authentication and integrity verification services or even secure
file managerent services for thRadioPlatform operating environment software as well as for the
CSF software itself.

Because of the nature of the boot operation, the use of APIs such as those used by waveforms are
not yet in place until the boot process is subglintcomplete. Thus the APIs for the boot
operations are of necessity different and as such may not be able to be standardized as they will
likely be platform hardware and software design dependent and subject to specific platform
security policy designequirements.

4.1.14 PF 14 - Instantiate/Deinstantiate Waveform/Application Software

The Waveform operations sets defined izinclude those necessanyrthe waveform/application

to assemble and activate all security related services and mechanisms needed by the
waveform/application as well as to perform an orderly shutdown oWwtheform operations.
However, a similar set of APl operations might beeassary for the operating environment
software to employ when instantiating other applications which may not have the ability to create
their own ports for the security services that they may require.

This need may be met with a duplicate set of API djmera such as those used by the waveforms
however, the process separation security principle would require that a designated port be used for
these operations that is only available to the software responsible for launching/tearing down
designated waveforshapplications.

4.1.15 PF 15 - Start/Sop Waveform

This operation set supports the hurmaachine interface whereby authorized individuals can cause

a Waveform to initiate, cease or resume normal waveform operations. This may be the result of
the need to alter opating parameters, initiate radio silence or by some other operational need.
Since the CSF is a separate component of the platfodependent of th@&/aveform, it should

also be informed of the change in status and security specific requirements ceskltatcCSF
enforcement of the operation.

SomeWaveformge.g. 2G/3G HF ALE) may need to have a similar capability as a part of normal
waveform operations, but notwithstanding such
used to permit LPP enfogment.

4.1.16 PF 167 OTAZPlatform

The manner and methods by whichGrer-The-Air-Zeroization of all platform security sensitive
data (keys, certificates, credentials, and perhaps waveform configuration data, platform operating
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data, etc.) will be determinebly platform specific security policy and other operational
requirements. As such it is believe that this cannot be subject to a standardized API. Furthermore,
a local Zeroize All function is often hardware activated anithplemented such that it does not
involve any operational software or APIs.

4.1.17 PF 17 - OTAR Platform

Platform specific security and operational requirements will ultimately determine the manner and
methods by which arOverTheAir-Rekey of platform security data (keys, certificates,
credentials, and security specific operating data) will be accomplished. As such it is believed that
these operations cannot be subject to a full set of standardized APIs. There may be a significant
portion of these operations or of parameter related imendich can be standardized.

4.1.18 PF 18i Install, Retrieve andUpdateCompromised Key Lists (CKLs) and Certificate
Revocation Lists (CRLS)

While the manner of requesting and distributing these lists moaype standardized, a set of
platform API operations will be necessary to pass these lists into the CSF so that they can be
integrity checked, authenticated and then stored within the CSF for use during other authentication
operations to the extent thaich lists are required to be supported by a platform security policy.

These operations are being designated as a platform API since 1) the network overhead associated
with requesting and retrieving these lists during IP based radio network operations toayigh

to support in tactical radio networks, 2) the radio platform does not yet have the IP based radio
network in an operational staedadthese lists are being distributed prior to operation8) the IP
protocols used do not support distributiof these lists via the network but might allow updates.

If a RadioPlatform does include CKLs and CRLs, then these lists should be automatically used to
validate any certificate being used for authentication purposes. Should the certificate oatiés priv
key be included in the listing then the authentication operation should be reported as a failure.

4.1.19 PF 19 - Install/Update Platform Operating Parameters

This set of API operations involves those needed for CSF support of either individual or bulk data
installation/updates of radio platform operating parameters/configuration data.

For individual data entries via the huraamachine interface this may be totally accommodated by
those defined in sectich1.24except when such parameters are maintained by and stored within
the CSF, in which case these would be covered by this set of API operations.

Another set of API operations relating to this de Ibulk installation or update of a portion or all

of the platform configuration data, including those included in sedtib20which follows. Ttese

data are likely to be passed as bulk files and the files will typically have to be decrypted, integrity
checked, authenticated as to the originator and possibly to the distributor being authorized to
create/distribute these data. Other forms of sectelated checks, such as time stamps or other
forms of version control can be applied to ensure that invalid or obsolete data is not accepted by
the radio platform.
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4.1.20 PF 20- Install/Update Channel Operating Parameters

These types of radio operating paraengtare a subset of those defined in the preceding section.
They are identified separately since a radio platform may, while on a deployed mission, be required
to instantiate a differetwaveform than originally planned as part of the mission. These @ata m

be distributed as bulk data files or manually entered via the HMI and may be accompanied by the
need to install a neWaveformand fill associated key materials as defined in the preceding
sections dealing with those operations.

This set of API operains may fall entirely within the set gfatform operations defined in the
preceding section but are separately identified to ensure that a critical aspect of these operations is
not overlooked and inadvertently not considered.

4.1.21 PF 21 - Setup/teardown Pl&irm Encryption/Decryption Channels

This set of API operations deals with those necessary to suppétathe Patform establishing

those cryptographic channels necessary to support platform related encryption and decryption
operations. It is recognizeldt these channels could be established by default duringigtadot
operations or separately established in a manner similar to waveform encryption/decryption and
only for the time frame that the channels are needed.

While the set of API operations mae similar or identical to that used by waveforms, LPP and
the process separation security principals dictate that these APIs be distinct and separate from those
used by the waveforms.

4.1.22 PF 22 - Encrypt/Decrypt User Data/Platform Data/Files/applications

This set of API operations relates to tRadio Platform use of the cryptographic channels
established by the preceding set of platform operations.

While the set of API operations may be similar or identical to that used by waveforms, LPP and
the process garation security principals dictate that these APIs be distinct and separate from those
used by the waveforms.

4.1.23 PF-23 Request CSF Authenticate User/Device/Entity and Authorize Operations

This set of API operations provides the platform with an APlsbhpports the ability of the CSF

to directly interact with the users, operators, devices, both internal and external, as well as any
entity that interacts with the platform via interfaces which do not support user and/or networked
traffic. This may includehe platform HMI or external computer terminals providing radio control

or management services, fill devices etc., in order for the CSF to verify the individuals/entities
identity and to allow the platform to ascertain and verify that the operation legjugsted by that

entity falls within those permitted by the entity via techniques such as role based access control,
authorizations lists or other techniques consistent with the platform security policy.

The identification process might involve direct aoomication and interaction between the CSF

and the entity via a trusted or encrypted path, including interaction with credential forms such as

user identifier tokens, smart cards, and biometric devices such as fingerprint scanners or retinal
scannerstoenur e t hat the data hasndét been altered
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The need for any of the above will be a result of platform specific requirements consistent with
the platform security policy. LPP and process separation security principles dictate that this API
be distinct and separate from those used by\theeformsor other applications, especially since
trusted paths may be involved.

4.1.24 PF 24 - User Authentication (with/without physical token)

This set of API operations includes those needed to perform general user authentication where the
CSF may not actually be diréetinvolved in the authentication process as described in the
preceding section. In this instance some other platform function is responsible for performing the
authentication. In such an instance, for example, the process may request random data from the
CSF for use as a Atokeno to be signed by a us
The actual authentication may be performed by that process or by design might rely on the CSF to
simply authenticate the signature applied to the token. Blegar which process actually
authenticates the signature, the overall control of the authentication operations is the external
process.

While the set of API operations may be similar or identical to that us¥daweforms, LPP and
the process separatioecsirity principals dictate that these APIs be distinct and separate from those
used by th&Vaveforms

4.1.25 PF 25 - Local or Remote Devic&ntity Authentication

This set of API operations incluslthose needed to perforgeneral authenticatioof a local or
remd e Afdeviceo or ot her entity where the CSF
authentication process as described earlidrir23

In thisinstance the actual authentication may be performed by another platform phocesh

an instance, for example, the process may r eq
to be signed by a user security process and returned for authenti¢aigoactual authentication

may be performed by that procees by design might rely on the CSF to simply authenticate the
signature applied to the token. Regardlelsa/hich process actually authenticates the signature,

the overall control of the authecation operations is the external process.

Each of these choices requires a different set of APl operations to be supported by tHeeAPI.
set of API operations for these functions should permit the combination or choice of either option
(external proces and/or CSF) to be supported.

While the set of API operations may be similar or identical to that us¥daweforms, LPP and
the process separation security principals dictate that these APIs be distinct and separate from those
used by th&Vaveforms.

4.1.26 PF 26 - Manage Security Faults/Alarms

The design and implementation of specific security related faults and alarm conditions will likely
very specific to a giverRadio Platform design. In many instances these alarm conditions are

detected and reported by deated hardware. Notwithstanding the unique platform aspects of these
functions, the CSF is typically required to be notified of all such security faults so that the Radio
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Platform Security Policy governing radio operations under security fault conditeomsbe
enforced by the CSF. Since external processes may not have any knowledge of the apthafic
security alarm policy, this set of API operations must provide the means for processes external to
the CSF to report relevant faults. Depending uponfgrta security requirements this may
necessitate either a separate API set for security alarms or it may allow the use of the auditable
event API operations set as defined in the next sedi@ome combination of the two.

4.1.27 PF-27 Report/Manage Auditablerent/alarm condition

This set of APl operations must provide the capability for any process responsible for monitoring
events which may be auditable, to report the occurrence of an event and any relevant associated
data. This relevant data may differ frame type of event to another. For a process event condition
(e.g., atimeout) it might include a reference toabentand identification of the reporting process,

while for an HMI related event, it would include identification of the user, the usersthmele
specific operation and details of that operation. Depending upon whether or not the CSF has
independent access to a thmieday etc., then the data might include time and date information.

In some systems, there may be a need to manage the aueéwabk list. This might involve a
class of event which can be enabled or disabled based on some policy statement or by human entry
via the HMI.

Enforcement of this latter aspect for security reasons could be allocated to the CSF,Rad#othe
Platform API set should support managing such events.

4.1.28 PF 28 - Manage/Review/Extract Audit Log(s)

This set of Security relateglatform APl operations involve those needed to support the
management, review and extraction of the contents or portion thereof related to the audit log.

4.1.29 PF-29 - Platform Memory Resource Management enforcement/enablement

The set of platform API operatiomsovide the capability for the RPOE components and other
applications to utilize the Radio PlatforMemory Resource Management facilities to the extent
that such facilities exist and are accessible to these software components.

4.1.30 PF-30 Software/Firmwarévlanagement

Platform management of software and firmware resources are typically an HMI initiated activity
related to installatiorand updating including version control and removal wfaveformand
platform software and firmware to includex@o Platform perating Environment components
waveforms and other installed applications as well as Cryptographic subsystem software/firmware
components. Version control may include rollback or version skipping restrictions or controls.

4.1.31 PF-31Logging, Auditing and Sedty Alarm Services

Processes related lkmgging, auditing and alarm services other than the actual logging activities

and the alarm monitoring services are generally focused dratthie Platformd sIMI since it is

through the HMI that users can obtaifoirmation about the contents of the audit logs and alarm
conditions that have been detected. These HMI based operations allow authorized individuals to
access details of the alarms and logs to include specialized searches using date and time ranges
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alongwith filter parameters so the search can focus on entries of specific types or those related to
a specific individuals or some combination thefe Other HMI activities would provide the
capability to off load the logs or portions thereof either to aeraat device or to send the
information as an encrypted file to a specified destination/addressee through one of the radio
networks. These latter operations could also possibly be configured so that the log was transmitted
when specified conditions exisihe specifics for any given radio platform will be determined by

t he Radio Platformés functional requi rements

4.2 Waveform Operations

The following sections providea list of identified waveform APl use case operations for
application to the Rl use case analysis along with a complete summary of the application to each
waveform based on the information presented in Section 3 of this docurhentlisting as a
waveform API operation does not necessarily preclude any of these from also péaitfgran
operation. However, because of LPP and process separation security requirements, the middleware
(e.g. CORBA) ports used favaveformoperations shall be separate and distinct from those used

for Platform operations. Furthermore the use of anyipeperation by any giveiWaveform

shall be subject to th&/aveforn®s security policy.

Each of these operations is further defined following the table.
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Table 11 Waveform Applicable APl Use CaseOperations Summary

Waveform Applicability
ID AP| Use Case Waveform Operation TDMA SATCOM UHF HF VHF/UHF
IPBAHN TACSAT 2G/3G — P25
Legacy | Future ALE Legacy | Coalition
WE 01 Setup (configure)/teardown waveform Control Yes ves Yes Yves Yes Yes Yes Yes
Channels
WF 02 | Update Waveform Policy Yes No Yes No No No No No
WF 03 | OTAR/OTAT (Waveform specific) Yes No Yes No Yes Yes Yes Yes
WF 04 | OTAZ (Channel specific keys/Certs) Yes No Yes No No No Yes Yes
WF 05 | Extract/Forward Audit Log Yes No No No No No No No
WE 06 Setup ((_:onflgure)/teardown Waveform Encryption Yes Yes Yes Yes Yes Yves Yes Yes
Decryption Channels
WF 07 | ChangeAlgorithm Selection Yes Yes Yes Yes Yes Yes Yes Yes
WF 08 [ ChangeKey Selection Yes Yes Yes Yes Yes Yes Yes Yes
WF 09 [ Reserved for Future Use - - - - - - - -
WF 10 [ Key Negotiation / Session Establishment Yes No Yes No No No Yes No
WF 11 | Encrypt / Decrypt User Traffic Yes Yes Yes Yes Yes Yes Yes Yes
WE 12 Setup(configure)/teardown Waveform TRANSEC Yes Yes Yes No Yes Yes Yes No
Channels
WF 13 | Perform TRANSEC Operations Yes Yes Yes No Yes Yes Yes No
WF 14 | Provide TRANSEC Keystream Yes No Yes No Yes Yes Yes No
WF 15 | Provide/Generate Random/PN Number Yes No Yes No Yes Yes Yes Yes
WF 16 | Provide TRANSEC Key No No No No No Yes Yes No
WE 17 Setup(configure)/teardown Waveform Bypass Yes Yes Yes Yes Yes Yes Yes Yves
Channels
WF 18 | Plain Audio Text Bypass No No No Yes Yes Yes Yes Yes
Copyright © 2013 The Software Defined Radio Forum Inc Pagedl

All Rights Reserved

IRSS API Work Group
IRSS API Functional Requirements Analysis and Specification
WINNF-13-S-0004V1.0.0



‘INNDVATIIZIN‘

Table 11 Waveform Applicable APl Use CaseOperations Summary
Waveform Applicability
ID AP| Use Case Waveform Operation TDMA SATCOM UHE HF VHF/UHF
IPBAHN TACSAT 2G/3G — P25
Legacy [ Future ALE Legacy | Coalition
WF 19 [ Control Bypass Yes Yes Yes No Yes Yes Yes Yes
WF 20 [ Header/In channel Bypass Yes No Yes No No No Yes Yes
WF 21 iﬁ:ﬁgrfgggtﬁ'gﬁﬂrﬁ%ggeﬁt?OCV;’]grYr‘fgl‘;efo”“ Yes No Yes No No No Yes Yes
WF 22 | AuthenticateRemote Device / Application Yes No Yes No No No Yes Yes
WE 23 Q#;ksl?crglictgt(de_r?)call Remote User (with/without No NoO NoO NoO No No Yes No
WF 24 | AuthenticateLocal Device/ Application Yes No Yes No No No No No
WF 25 | Authenticatdfile/token/data/certificate Yes No Yes No No No No Yes
WEF 26 | Integrity Check file/token/data/certificate Yes No Yes No No No No No
WEF 27 | Provide Digital Signature for file/token/data Yes No Yes No No No Yes No
WF 28 | Provide Hash for file/token/data Yes No Yes No No No Yes Yes
WF 29 | Verify Hash for file/token/data Yes No Yes No No No Yes Yes
WF 30 [ Retrieve Certificate(s) Yes No Yes No No No Yes No
WF 31 | Accept/pass in Certificate(s) Yes No Yes No No No Yes No
WEF 32 | Encrypt/Decrypt File/Token/Data Yes No Yes No No No Yes No
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4.2.1 WF 01- Setup (configure)/teardown waveform Control Channels

This set of API operations provides Waveforma capability to establish and configur€antrol
Channel which th&Vaveformcan then use to communicate specifics regarding etheeform
API operations to the CSF.

It is permitted for this operation to be able to support the establishment of both RED & BLACK
side Control Channels either as separate operations, one from eaidy sr with a composite
request from either side.

The channels thus established would be used to pass selected API operations requests to the CSF.
This Control Channelcould be used to support thWWaveform reporting waveform specific
auditable events for the Wavefarnoreportsadhesk evertsdGos a u d
another radio service (e.g. Core Framework logging service) which then passes the auditable
events as in PE5. All suchwaveformreporting should be in accordance with t&veform

and/or Radio Platform Security Policy.

Under no circumstanceshallthis channel ever be used to pass sensitive/classified data either to
or from the CSF, nor would it be used to support any type of bypesation.

This set of API operations also includes those necessary to tear do@ontihel Channels when
theWaveform is ddnstantiated or otherwise terminated.

It is assumed that this API operations set would only be used during waveform instaaimat
de-instantiation.

4.2.2 WF 02- Update Waveform Policy

This set of APl operations will supportda v ef or més need to update one
to thatWa v e f @peratis.

The operations assume that any new policy received By aveformwill be passed into the CSF
where it will be subjected to a seriesvedveformspecific verifications using other operations
defined in this set such as W5 (authenticate/integrity check file).

Where and how the policies are stored and enforced is arroffilatform andvaveformspecific
requirements but it is anticipated that the CSF will play a significant role.

The API set should support the ability of M&veform to identify the policy as to the type (e.qg.
security, regulatory, cognitive behaviaretwork, etc.) and a reference to the identity/reference
number of the policy which is being updated, superseded or modified.

This set of API operations should use the logi@ahtrol Channel configured by WB1.
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4.2.3 WF 03i OTAROTAT(Waveform specific)

For waveforms that support OTAR and/or OTAT, this set of APl operations presumes that a
Waveform will have awareness that an ethexair rekey or transfer operation is about to
commence. This knowledge may be obtained byWseformfrom an associatedaveorm
protocol, or the operation could be sensed by the CSF as a result of a cryptographic protocol
operation or change in cryptographic mode. Alternatively, the process could have been initiated at
the local marmachine interface by interactions betweenttMI and the CSF as well as tRadio
Platform fill port.

There are no known standardized methods regarding how an OTAZ or OTAT is performed.
Legacy operations involved the use of fill devices working directly with the Cryptographic
equipment.

As noted earlier, it should be assumed for emerging and futaneeforms that the keys may
include appropriate and standardized key tags for each key which will be a part of the key material
exchanged.

Included in these operations might be a forced, but temporary cessation of user traffic processing
and perhaps changes in waveform processing of the received/transmitted key material user traffic.

The process might require the CSF to directly authemtitte# source of the key material or
alternatively the key material file(s) might be separately and individually authenticated after they
have been transferred. There are also many possibilities for how the files would be transferred. It
could be initiatedby a download by an authenticated and authorized user to a radio platform as a
file transfer. Subsequent distribution could be via over the air exchanges between the CSF in each
of two radios, or simply sent as a file transfer to a designated and adtidssation in a radics
waveform. These are just some of the possibilities.

The use case analysis should consider the type of operations that will be needed for each of these
or other likely scenarios. The operations should be able supporting rekesimgieakey or an
entire set of keys.

API operations sets supporting these operations when there is waveform cognizance include WF
22 or WF 23 to authenticate and validate access privileges whéfatreform or platform security
required direct authentitan of the source, while individual key data sets received via the
Waveform could be authenticated using WF 25.

Another type of operation that could fall within this set of API operations is initiation of a process
involving the negotiation of sessiomys used to support user traffic or other operations such as
key transfer operations. However, when this is the case, then the LPP and process separation
principles would require that the protocol for the process should use a designated cryptographic
chanrel configured by th&/aveform per WF 06 for that purpose.

The operations for this API set, except as noted above should (Sertinel Channel configured
by WFO01.
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4.2.4 WF 04- OTAZ (Channel specific keys/Certs)

This set of API operations is relevant onlythe extent that the&/aveform needs to be cognizant

that an OTAZ operation is about to occur and is informed of this by a waveform control protocol
or message. This may be needed if confirmation of the Zeroization must be provided back to the
originator ofthe command. In this case the command would likely have to be fully authenticated
and verified for authenticity and the originator of the command identified and verified regarding
authorization to initiate such an operation. Such authentication and iaatioor may employ
processes such as WF 22 or WF 23. If the OTAZ operation is inherent to the cryptographic
protocols then it is assumed that the OTAZ operation is relegated to a platform operation since the
waveform need not be aware.

All interactions béeveen the waveform and the CSF regarding these operations should utilize the
Control Channel configured by WBL1.

4.2.5 WF 05- Extract/Forward Audit Log

This set of API operations are those that would allow an waveform to receive a command
addressed to the spic radio platform that requests that all or some portion of the radio platform
audit log be extracted, offline encrypted, digitally signed using the requesting entities device
certificates public key, and returned via the waveform to the requestirgesour

TheWaveformbés extraction request for the | og s
either specific (from this date to another date) or more general (the last day, week, month), and
whether or not that portion of the log may be deletestigritten.

TheWa v e f @xtractios request may optionally permit identification of specific types of events
or designated event subsets (e.g. alarms).

The API set shall also permit tM¢aveformto specify a key and/or a digital certificate and its
associated private key to be used for securing the content of the log and for creating a digital
signature for the result log file.

The API set shall optionally allow th&aveform to specify the hash and/or signature algorithms
in the event that morethann e must be supported in accordanc:i
platformdbs security policy.

All such requests shall be in accordance withvitereformand/or platform security policies.
When the request has been received and authorization vetifeedesponsible process shall
prepare the log which will then be forwarded by the CSF using this API set of operations.

The Forward of an audit log to \Waveform could also optionally be initiated using the radio
platform HMI and the CSF would then formggthe log to the waveform after it has been prepared.
Any such interactions between the Radiatform HMI and the CSF fall within thdRadio

Pl at fAPIrsend s
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All interactions between thé&/aveform and the CSF regarding these operations should utédize t
Control Channel configured by WB1 or alternatively may use another channel configured
specifically for an operation such as this.

4.2.6 WF 06- Setup (configure)/teardown Waveform Encryption/ Decryption Channels

This set of API operations will permit theaweform/application to setp and configure one or
more encryption or decryption channels for the waveforms use.

The API shall support the establishment of channels for traffic encryption and, when permitted by
the Waveform Security Policy, an additiondlut separate channel for file/data/token
encryption/decryption.

For any channel established using this set of APl operations, the API will providéatregorm
the capability to specify the cryptographic equipment protocol (e.g5K¥XG-84) or equivalat,
the cryptographic algorithm and mode (when applicable) and the associated keys to be used.

The keys may be pyglaced or negotiated via an IKE or similar process and associated with the
waveform channel being sep and configured.

Forfile/token/d&a encryption the API shall support the option to specify the use a private or public
key associated with a specifidigjital certificate for encryption and or decryption and whether the
use of the key applies to the encryption process, the decryptiogsprochboth.

This API operations set will permit the definition/specification for the direction of the encryption
or decryption operation and support RED to BLACK, REED, BLACK-BLACK and BLACK

to RED encryption or decryption and be able to-pase link encryption and decryption channels

for both the cipher text and plain text operations. This is especially important when a CSF channel
must support multiple encryption/decryption contexts.

Encryption and decryption channels should never be used fosdgparations, except optionally
for packetized data headers who contents must be bypassed.

This set of API operations also includes those actions necessary to tear down the channels when
the waveform is dénstantiated or otherwise terminated.

This setof API operations shall occur via the Control Channel created and configured by the
waveform API operations defined by WH.

4.2.7 WF 071 ChangeAlgorithm Selection

This API operation will permit a waveform to effect a change in the cryptographic equipment
protocol, the cryptographic algorithm and/or mode and the cryptographic key for a previously
established encryption/decryption channel.

The APl may provide this capability as a separate operation viaahgol Channeéstablished
WF-01 or it could be a vant of the operations in the INFOSEC channel created b§@/F
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4.2.8 WF 081 ChangeKey Selection

This API operation will permit a waveform to change the cryptographic key being used for a
previously established encryption/decryption or TRANSEC Channel.

The APl may provide this capability as a separate operation usir@otteol Channetreated by
WF-01 or it could be a variant of the operations in-@6~for encryption/decryption channels or

for WF-12 regarding TRANSEC channels. If the WEControl Channeis used then the request
would have to be able to identify the appropriate channel INFOSEC/TRANSEC to which the
request applies.

4.2.9 WF 09i Reserved

Sectionreserved for future use.

4.2.10 WF 10- Key Negotiation / Session Establishment

This API operation set willppvide theWaveform the capability to request the CSF to perform a
key-negotiation or session key establishment as required by IP based networks. This includes
Internet Key Exchange (IKE and IKEv2) and national systems such as thigb\ssurance
Interng Protocol Encryptor{AIPE).

The request for this set of APl operations should occur via the Control Channel created and
configured by the waveform API operations defined by -8IF while the requested key
negotiationgession establishment shall occua @aCryptographic Channel created and configured

by the waveform API operations defined by WE.

4.2.11 WF 11- Encrypt / Decrypt User Traffic

This set of APl operations is used by the waveform to pass traffic for decryption or encryption into
a previously estdished channel. Encrypted or decrypted traffic could then be pushed out to the

corresponding associated decryption/encryption channel after being transformed by the
cryptographic operation.

This set of API operations shall occur via tRacryption/Decryption channel created and
configured by the waveform API operations defined by-U8F

4.2.12 WF 12i Setup(configure)/teardown Waveform TRANSEC Channels

The set of API operations provides Waveform the capability to configure a channel thdt wi
be used for TRANSEC operations.

For any channel established using this set of API operations, the API shall prowdawierm
the capability to specify the Crypto Equipment Protocol or equivalent, the cryptographic algorithm
and mode (when applicable) and the associated keys.

1. These API operations will support establishing TRANSEC channels that support CSF
keystreamgemeat i on for the Waveformdbs use and ap
required by the waveform.
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a. When configured for this purpose, this set of API operations shall consider
supporting the waveform specifying parameters such as the length of each data
block of keystream provided, the frequency and/or application bit rate that the CSF
should be prepared to support or any other data that may be relevant to the
waveformdéds TRANSEC operations.

2. These API operations will support establishing TRANSEC channelsptioatde for
encryption and decryption of waveform control information.

a. When configured for this purpose the API set shall permit specifying whether the
plain text side of these channels is located on the BLACK or RED side of the CSF
unless defined by spiéic waveform and/or platform security policy requirements.

It is assumed that the cipher text side is always on the BLACK side.

b. Notwithstanding that these may be BLACK to BLACK operations the API should
enforce that separate CORBA ports are used by #veform for the plain text and
cipher text interfaces. Thus thWaveform shall also be able to pairse link
encryption and decryption channels for both the cipher text and plain text
operations.

3. These API operations will support establishing TRANSEC whkEn that support
TRANSEC Key extraction for application and use by the waveform. In the instance the
waveform is responsible for performing all TRANSEC operations and this channel will be
used to extract the key from the CSF as well as for requesting@kaathing random
numbers for th&Vavefornés use.

The creation of any of the above TRANSEC channel types shall be in accordance with the
waveform and/oplatformsecurity policy.

This set of API operations shall include those necessary to tear downatieetshwhen the
waveform is denstantiated or otherwise terminated.

This set of API operations which establishes these channels shall occur via the Control Channel
created and configured by the waveform API operations defined bQMWF

4.2.13 WF 13- Perform TRANSEC Operations

The set of API operations correspond to a request frorivdngeform for the CSF to encrypt or
decrypt waveform control or orderwire information using the a channel created and configured per
WF 122 and pushing the information to the @sponding cipher text and plain text output ports.

4.2.14 WF 14- Provide TRANSEC Keystream

This set of API operations is used by iNaveform to request the CSF provide the required and
previously defined block of TRANSEC keystream and by the CSF to provideystream data

to the waveform. These operations occur on the previously configured TRANSEC channel created
and configured by WF 12.

4.2.15 WF 15- Provide/Generate Random Number

This set of API operatioris used by th&aveform to request the CSF to generate and provide a
random number of Ano bits in | ength for and b
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data to th&Vaveform. These operations occur on a TRANSEC channel created and configured by

WF 123.
4.2.16 WF 16- Provide TRANSEC Key

This set of API operations used by théVaveform to request the CSF to provide a specified
TRANSEC key for and by the CSF to provide the requested key data Wabeform. These
operations occur on the previously configured TRANSE&noel defined by WF 13.

4.2.17 WF 171 Setup(configure)/teardown Waveform Bypass Channels

The set of waveform API operations provides the capability for the waveform-tgp setd
configure whatever bypass channels are permitted bywhey e f osecurify oy and are
required for proper waveform operation. These can be as follows:

1. A plain text audio bypass as required by some legacy tactical waveforms. Even though
configured for bypass, the bypass feature is enabled by the CSF only when specific
conditionsare met. Those conditions, as well as the specific method by which this bypass
is accomplished are determined by both waveform and platform specific design and
security requirements.

2. A control bypass that allows a waveform specific set of control comnaartiassociated
parameters which are permitted to pass between waveform software components located
on the respective RED and BLACK sides of the radio chasaeject to CSF scrutiny.

This channel is a separate logical channel with its own CORBA potifiden

3. A logical channel (associated with a specified cryptographic channel) through the CSF
which allows specified packet header fields and associated parameters which are to be
extracted from the data stream andnserted after the cryptographic tréorsnation (i.e.
encryption or decryption) has been applied to the data fisldsiect to CSF bypass
scrutiny. These channels do not share the same CORBA port ids witiphiee text
decryption angblain text encryption traffic channels configured by Yiaveform but are
specifically associated with them on a 1:1 basis. As a separate operation this API feature
can be used to defirespecific configuration of this bypass should such be required by a
waveform.

NOTE: The Winfrorumrecommends againstagena | fi p Id a itbay gptaesxsto fic hann e |
is significant potential for exploitation. Only waveforms running on platforms with certified MLS
channels would even have the capability to ensure that the unclassified data has not been
contaminated. Furtmmore passing of plain text data over the air allows hostile intelligence forces

the potential ability to conduct traffic flow and other forms of analysis. If plain text data does need
to be transmitted then an unclassified traffic channel can be cadiguara radio and used for that
purpose. However, it is common to encrypt such unclassified data for transmission over radio
channels to deny hostile forces any intelligence opportunity.

This set of API operations also includes those necessary to tearthi® bypass channels when
the waveform is dénstantiated or otherwise terminated.

This set of API operations shall occur via the Control Channel created and configured by the
waveform API operations defined by WH.
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4.2.18 WF 18- Plain Audio Text Bypass

This set of APl operations when configured and enabled may be usasisto

1. The demodulated plain text audio from the BLACK Side of the radio channel to the RED
side of the radio channel, bypassing the decryption cryptographic transform, and delivering
thei nf or mati on to t,)am user 6s audi o channel

2. Acceping user plain text audio from the RED side of thdio channel to the BLACK side
of the radio so that it can be modulated for transmission over the air without encryption or
digitization.

As noted in WF17, the specific means by which such a channel which has been configured for
plain text audio bypass can be enabled for operation in either the receive or transmit direction is
subject to waveform and platform specific requirements.

4.2.19 WF 19- Control Bypass

This set of API operations allows a waveform to pass specified control information from the
BLACK side of the radio channel to the RED side of the radio channel and vice versa. This set of
API operations are confined to a designated angeshp configured control bypass channel
establish per WF 172 which does not share any CORBA port with any user traffic or other
information. The CSF is responsible for ensuring that only specified control information passes
through this channel in eithdirection.

4.2.20 WF 201 Headeror In-channel Bypass

This set of API operations require¥\aveform to deliver the header data which is to be bypassed
for any given packet, whether from RED to BLACK or BLACK to RED, to be delivered to a
separate bypass portaimel for this purpose which has been established and configured per WF
17-3. Two general methods could be used to accomplish header bypass.

1. When the extraction operation is performed by an RSS component, the header data which
is to be bypassed for any giv packet, whether from RED to BLACK or BLACK to RED,
is passed to a designate interface with the CSF that has been established and configured for
this purpose. With this method, it will be a matter left to the platform designers and those
responsible foporting theWaveform to the platform to ensure the synchronization is
achieved between the data packets passing through the separate encrypt/decrypt channels
and their associated header information.

2. A variant of the preceding operation would be to haeevilaveform extract the packet
header data and pass it in over separate CORBA ports configured for that purpose. It would
then be theWavefornés responsibility to ensure synchronization which may be very
difficult to accomplish reliably.

An alternative m#hod would be to make the CSF cognizant of which specific header information
is allowed to be bypassed and which is not, including applicable restrictions. This could be
part of a waveform security policy or as basic design criteria. The CSF couléxtrant that
header information from the outgoing PT or incoming CT streams amsded the information
after the message packet has been decrypted / encrypted. Ind¢hnisdaea specific channel for
header bypass would not be required. When tlraetion operation is performed by the CSF, the
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RSS components simply pass in the data packets, including headers, to the CSF in accordance with
platform design and security policy requirements. It will then be the responsibility of the CSF to
ensure thathe packet header is bypassed as required.

It is recommended that the API set of operations support both options in order to allow the radio
platforms security policy to govern over which alternative should be implemented.

4.2.21 WF 21- Setup (configure)/teamivn Waveform Authentication/Integrity Channels

This set of API operations allows tiiéaveform to establish one or more channels to the CSF that
will support a wide variety of authentication and/or integrity checking operatindsiding
enabling or invokiag nonrepudiation services to be performed by the CSF when required by the
waveform security policy.

These operations include:

1. Establishing a logical channel that will allow the CSF to interact with and authenticate local
or remote entities (e.g. devicand/or applications other than users). (See WF 22, and WF
24))

2. Establishing a channel that will allow the CSF to interact with and authenticate local or
remote users who optionally may or may not be provided with a physical token (e.g. smart
card) to beused in the authentication process. (See WF 23)

3. Establishing aChannelthat will allow theWaveform to pass in files and/or other data
entities such as certificates and tokens to be authenticated and/or integrity checked by the
CSF. (See WF 25 and WF 26)

4. Establishing &Channel that will allow thaVaveform to pass in a file and/or other data
entities such as tokens for hash calculations or for digital signature to be applied by the
CSF. When a digital signature is performed it will utilize a specifiedfcertc at e6s pr i
key which theWaveform is authorized to either yse request its use in accordance with
waveform or platform security policy and/or waveform or platform configuration data.
(See WF 27, WF 28\VF 29)

5. Establishing &hannetthat will allow the Waveform to either pass in or retrieve a digital
certificate and the associated private key. The CSF shall ensiattedorm is authorized
access to the identified certificate in accordance with waveform or platform security policy
and/or wavefornor platform configuration data.(See WF 30 and WF 31)

These channels may be established on the RED, BLACK or both RED and BLACK sides of the
CSF as needed by théaveformand as permitted by the waveform security policy.

This set of API operations shalccur via the Control Channel created and configured by the
waveform API operations defined by WF 01.

4.2.22 WF 22- Authenticate Remote Device/Application

This set of API operations provides thNéaveform with the ability to request the CSF to
authenticate a degiated remote device or application entity as to their identity.
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This set of API operation shall optionally allow the waveform/application to identify the hash

and/or signature algorithms used for the authentication/integrity/signature processes vehien the

more than one possible choice.

TheWaveformmay optionally request that the CSF also verify that the entity is authorized access
to perform whatever operation/action initiated the authentication recarestto identify the
operation for which aces is being requested.

When entity access authorization verification is requested as part of the authentication, this API
set shall provide th&Vaveformthe ability to identify the entity and the specific waveform
configuration data to be used when asaing whether or not the entity is authorized to perform

the operation/action.

This API set shall include the ability to enable or invoke-repudiation logging services to be
performed by the CSF when required by the waveform security policy.

The aithentication processes for these operations may use certificates which have ist@megre
in the CSF or which has been received byMraeveform and passed into the CSF (IAW WF 31).
Whether or not the CSF retains a waveform provided certificate maywaweform or Radio
Platform Security Policy parameter.

The CSF shall provide th&/aveform with the results of this request when the authentication
process has been completed.

The API design may provide the related configuration operations outlined aitbee as a
separate operation via tl®ntrol Channeéstablished per WB1 or they may be incorporated as
operations within the channel established by WFL2The actual authentication request, CSF
responses and results as well as the authenticati@megzdetween the CSF and the Remote
Device/Application shall occur over the channel established per \AIE 21

4.2.23 WF 23- Authenticatd_ocal/Remote User (with/without physical token)

This set of API operations provides the waveform with the ability to reqhesiCSF to
authenticate a local or a remote user entity to the claimed identity. The authentication request shall
include the capability to indicate whether or not a user token will be involved.

This set of API operation shall optionally allow the wavef@pplication to identify the hash
and/or signature algorithms used for the authentication processes when there is more than one
possible choice.

The waveform may optionally request that the CSF also verify that the user is authorized access
to perform vihatever operation/action initiated the authentication request and to identify the
operation for which access is being requested.

When entity access authorization verification is requested as part of the authentication, this API
set shall provide the waveform the ability to identify the entity and the specific waveform
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configuration data to be used when ascertaining whether orenenthy is authorized to perform

the operation/action.

This API set shall include the ability to enable or invoke-repudiation logging services to be
performed by the CSF.

The authentication processes for these operations may use certificatebavieidieen pretored

in the CSF or which has been received by the waveform and passed into the CSF. Whether or not
the CSF retains a waveform provided certificate may be a waveform or Radio Platform Security
Policy parameter.

The CSF shall provide theaweform with the results of this request when the authentication
process has been completed.

The API design may provide the related configuration operations outlined above either as a
separate operation via tl®mntrol Channeéstablished per WB1 or the may be incorporated as
operations within the channel established by WR22The actual authentication request, CSF
responses and results as well as the authentication process between the CSF and the Local/Remote
user shall occur over the channel essigdd per WF 22.

4.2.24 WF 241 Authenticatd_ocal Device/Application

This set of API operations provides the waveform with the ability to request the CSF to
authenticate a local device or application entity as to their identity.

This set of API operation staptionally allow the waveform/application to identify the hash
and/or signature algorithms used for the authentication processes when there is more than one
possible choice.

The waveform may optionally request that the CSF also verify that the dakdr application
entity is authorized access to perform whatever operation/action initiated the authentication request
and to identify the operation for which access is being requested.

When entity access authorization verification is requested as part of the authentication, this API
set shall provide the waveform the ability to identify the entity and the specific waveform
configuration data to be used when ascertaining whether orenentity is authorized to perform

the operation/action.

This API set shall include the ability to enable or invoke-repudiation logging services to be
performed by the CSF when required by the waveform security policy.

The authentication processes these operations may use certificates which have beextqoesl

in the CSF or which has been received by the waveform and passed into the CSF. Whether or not
the CSF retains a waveform provided certificate may be a waveform or Radio Platform Security
Policy parameter.
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The CSF shall provide the waveform with the results of this request when the authentication
process has been completed.

The API design may provide the related configuration operations outlined above either as a
separate operation viaglControl Channeéstablished per WB1 or they may be incorporated as
operations within the channel established by WH 2The actual authentication request and CSF
responses/results shall occur over the channel established perWF 21

The authentication process between the CSF and thedeaak/application shall occur over a
channel established per WF-21or a predesignated platform interface in accordance with
waveform and /or platform security policy design requirements.

4.2.25 WF 251 Authenticatdile/token/data/certificate

This set of API operations permit requesting waveform/application to have the CSF authenticate
the signature for a file or other data entity such as a token or digital certificate.

This set of API operations shalptionally allow the waveform/application to identify the hash
and/or signature algorithms used for the authentication/integrity/signature processes when there is
more than one possible choice.

This API set shall include the ability to enable or invoke-repudiation logging services to be
performed by the CSF when required by the waveform security policy.

The authentication processes for these operations may use certificates which have steeedpre

in the CSF or which hee been received by the waeem and passed into the CSF. Whether or not
the CSF retains a waveform provided certificate may be a waveform or Radio Platform Security
Policy parameter.

The CSF shall provide the waveform with the results of this request when the authentication
proces has been completed.

This set of operations also includes the act of the waveform/application transferring the
file/token/data to the CSF and the return of the CSF determination whether or not the file, token,
certificate or other data was determinedéoauthentic.

The API design may provide the related configuration operations outlined above either as a
separate operation via tl®ntrol Channeéstablished per WB1 or they may be incorporated as
operations within théogical Channelestablished by W 21-3. The actual authentication request

and the passg of the nformation to be authenticatedadl occur via the logical Channel created

and configured by the waveform API operations established per V8F 21

4.2.26 WF 26- Integrity ChecKile/token/data/cdificate

This set of API operations provides the requesting waveform/application with the ability to have
the CSF perform an Integrity check on a file, or other data entity such as a token or digital
certificate.
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This set of API operation shall optionakllow the waveform/application to identify the hash or
other type of algorithm to be used for the integrity check process when there is more than one
possible choice.

This operation includes the act of the waveform/application transferring the ®e/tizita to the
CSF and, after performing the requested check, the CSF shall return the pass/fail results to the
waveform/application via the same channel.

This set of API operations shall occur via tbgical Channel created and configured by the
wavefom API operations established per WF21

4.2.27 WF 27- Provide Digital Signature for file/token/data

This set of APl operations permits the requesting waveform/application to have the CSF create a
digital signature for a file, or other data entity such askartor other data using the public or
private key associated with a specified digital certificate which the waveform has authorization to
use.

The request shall optionally allow the waveform/application to identify the hash and/or signature
algorithm to be used when there is more than one possible choice.

The waveform request shall include the capability to identify a specific certificatetatbewr or
not the associated public or private key is to be used for the signature process.

When a public key is used for the signature, the authentication processes for these operations may
use certificates which have been-gtered in the CSF or whidtas been received by the waveform

and passed into the CSF. Whether or not the CSF retains a waveform provided certificate may be

a waveform or Radio Platform Security Policy parameter.

This operation includes the act of the waveform/application traigjetre file/token/data to the

CSF and the CSF returning the results (The signature or signed file/token/data) to the requesting

waveform/application.

This set of API operations shall occur via the Channel created and configured by the waveform
API operdions established per WF 21

4.2.28 WF 28 - Provide HasHor file/token/data

This set of API operations permits the requesting waveform/application to have the CSF generate
a hash of perform an Integrity check for a file, or other data entity such as a token.

This operation includes the acts of the waveform/application transferring the file/token/data to the
CSF and the CSF returning the results to the requesting waveform/application.

The request shall optionally allow the waveform/application to identdyhtésh algorithm to be
used when there is more than one possible choice.

This set of API operations shall occur via the Channel created and configured by the waveform
API operations established per WF21

Copyright © 2013 The Software Defined Radio Forum Inc Pagel05
All Rights Reserved



WIRELESS

IRSS API Work Group
IRSS API Functional Requirements Analysis and Specification
7 =l GE G G WINNF -13-S-0004V1.0.0

4.2.29 WF 29 - Verify Hashfor file/token/data

'INNOVATION

Thisset of API operations permits the requesting waveform/application to have the CSF verify the
hash code for a file or other data ent#iych as a token usingGhannelestablished per WE1-4,

and provide a response to the requestor that the calculatedshaaid or not validWith this
operation the waveform/application could calculate the hash for the file and is requesting the CSF
to compare against a known good and protected (by the CSF) value or could allow the CSF to
provide the calculation.

This operation includes the act of transferring the file/token/data to the CSF along with the
included hash and the return of the CSF verification whether or not the provided hash is correct.
The request shall optionally allow the waveform/application to ifyetite hash algorithm to be
used when there is more than one possible choice.

Note: This operation is almost identical with VEB. Two differences are that 1) in WF 26 the
integrity check may not necessarily use a hash algorithm and 2) the reshitsapdration are
simply pass/fail, whereas &6 allows for more possibilities.

4.2.30 WF Q) - Retrieve Certificate (s)

This set of operations provides the waveform/application the capability to request that the CSF
retrieve and provide a copy of a specifieditdigcertificate which the waveform/application has
been authorized to use (See description for2A45).

This set of operations includes the request containing the identification of the specific certificate(s)
and private//public key(s) needed by the waveform/application and subsequently the CSF response
which passes out the requested certificate and keyialate

This set of API operations shall occur via the Channel created and configured by the waveform
API operations established per WF2.1

4.2.31 WF 3L - Accept/pass in Certificate

The set of API operations provides the capability for a waveform/applicatipass in a digital
certificate associated with another entity in the network in which the platform operaites will

be used by either the CSF or the waveform/application for authentication and integrity checking
operations.

This operation assumes th#he certificate includes adequate information regarding the
Identification of the associated network entity.

It may be assumed that the function(s) and/or the operations that the network entity is authorized
to perform may be dcuded aseart off the aligital aentificatdiar ihdt #hed | n
waveform/application configuration data or the platform configuration data includes such
information associated with the identity of
passed into & CSF.
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This set of API operations shall occur via the Channel created and configured by the waveform
API operations established per WF2.1

4.2.32 WF 32 Encrypt/Decrypt File/Token/Data

This set of API operations provides the capability for a waveform/applicédi pass in a file,
token or other data set for encryption/decryption by the CSF and have the results passed out via a
designated port.

This API shall use the logical channels created by the waveform using the option available in WF
06 for this purpose
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5 Requirements in Support of Waveform Security Operations

This section presents tifienctional requirements for accessing doenmon services thatay be
supplied by arinternationalRadio Security Services componerit conjunction with theRadio

Pl at f or mPOogenersl &Bcription and list ofunctional requirements accompanies each
service. The API requirements in the following paragraphs are only intended to address API
functional requirements in support of wavefdapplicationportability. As such, there are no
requirements whichre directed at specifying API requirements for services delegatedRadlte
Platform or other components of a netwotik some instances there are services which are totally
left to the discretion of the PlatformPA set.In addition, for those services for which waveform

API requirements have been specified, they are not intended to constrain or limit in any way the
Radio Platform APIproviding anidentical API or similar servicefor use by norwaveform
applicatiors and servicesThose are left strictly to the discretion of the radio platform developer.
However, adherence to the LPP and process separation principles would require at least a separate
middleware (CORBA) port for use by the platform and preferablyaraée physical port into the

CSF which is not accessible by WWaveform or other noeplatform services/applications. The set

of requirements which follow are intended only to specify the required functionality and other than
indicating applicability of PP and process separation security principles, the requirements are not
intended to require any specific implementation.

The listed radio security services are an abstrath@tiide the underlying interfaces between the
radio platform and the embeddexyptographicmodule with the aim to make the waveform API
agnostic tothe Radio Platform Security Architectur@cluding the cryptographic module and
security services implementations.

Please note that there is no intémat there will be a onto-one corresponding API for each
security servicer API setidentified inthis documentvith the resultant set of IRSS APIs and their
operationsso long as the defined IRSS APIs includes the functional capabilities specified here
in.

As stated inearlier se¢ions there are some security service operations rreyt be performed

within the waveform or by &entralized Security Functioifhese choices are a function of the
waveform design and its associated requirements as well as the platform securitypttege
instancesthe API will need to support additional operations that might otherwise be internal. This

is necessitated by the need for the API to be independent and agnostic to the underlying radio
security architecture as discussed previous|g.& It is also relevant to the implementation of
some legacy waveforms.

In the process of developing the API operations sets, the design showofsisker the API from

the perspective that reflecall designated radio security servidésit will be provided by the
Centralized Security Function (CSF). When this is complete, the analysis shall then consider API
needs where th&vaveformwould performthose designated aspects of the security service as
exemplified throughout Chapter 3

Example:
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In some situations the Waveform might need tohave an authentication
performed.The actual authentication process (or portion thereof) could occur

within theWaveformor it might be relegated to a CSR.the first instance the
Waveformwould need to retrieve key material, certificates etc. in order to
perform the required authentication. It might also need to have any certificates
received in the process aatiticated down to the root levdlternatively the
Waveformcould pass into the CSF whatever material needs to be authenticated
and let the CSF perform the required operati@isarly these two different
approaches impose different requirements on thds.ARny necessary
derivation or clarification of the services used shall be clearly shown in the
details ofan appropriateise case example

Tablel2is a summary of thinternational Radi&ecurity Services needs for all of the waveforms

as described in Sectidh This table identifies in a higlevel manner those services which the
IRSS Waveform API Set must be capable of supporting as well as those which are fall within the
responsibility of the Radio Platform API set.

In the sections which follow thategrity requirements have besasmbined with theuthentication
andnon-repudiation requirements since all identified Integrity security services is a logical subset
of theauhenticationservices.

In addition and in the interest of simplification, the term waveform/application wtdshbeen

used previously throughout the document has
requirements which follow. Notwithstanding these requirements apply to anwanaform
application that is not a part of the RPOE applications and services.
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Table 12: Waveform Security Service Needs Summary

WAVEFORM
SERVICE CLASS SERVICES TDMA SATCOM VHF/UHF
IPBAHN UHF TACSAT| HF 2G/3G ALHE P25
Current Future Current Future
HumanSDRD Interface interactions Platform API Platform API Platform API Platform API Platform API Platform API Platform API Platform API
Software Downloads/Updates Platform API Platform API Platform API Platform API Platform API Platform API Platform API Platform API
Access Control Serviceg
for Identification and Policy Downloads & Updates Waveform API Platform API Platform API Not applicable Platform API Platform API Platform API Platform API
AUS AT Configuration Data Future Wavef
9 WaveformAPI Platform API uture Vvavetorm Platform API Platform API Platform API Platform API Platform API
downloads/Updates API
Remote access/use of platform Platform API Not Applicable Future Waveform Not applicable Not applicable Platform API Platform API Platform API
resources API
Users Platform API Not Applicable FutureX\Fl)?veform Platform API Platform API Platform API Platform API Platform API
User Devices Waveform API Not Applicable FutureX:/Dellveform PlatformAPI Platform API Platform API FutureX:/Dzlaveform Waveform API
. . Future Waveform . . . Future Waveform .
. Network Devices Waveform API Not Applicable Not applicable Not applicable Not applicable Not applicable
Authentication and Nonr PP API PP PP PP API PP
r iation Servi . . . . . .
ER L Software content providers Platform API Not Applicable Not Applicable Not applicable Not applicable Platform API Platform API Not applicable
Network Operators Waveform API Not Applicable FutureX:/Dellveform Not applicable Not applicable Not applicable FutureX:/D?veform Not applicable
Service Providers Waveform API Not Applicable Not Applicable Not applicable Not applicable Not applicable FutureA\f\éTveform Not applicable
All resident user data Platform API Platform API Platform API Platform API Platform API Platform API Platform API Platform API
Waveform rel resident radi
aveto e. ated .es dent radio & Waveform API Platform API Platform API Platform API Platform API Platform API Platform API Platform API
network configuration data
Informggﬁ)r!(:lggegrlty All resident software andirmware Platform API Platform API Platform API Platform API Platform API Platform API Platform API Platform API
VI
Any waveform specific related .
y P Waveform API Platform API Future Waveform Platform API Not applicable Platform API Platform API Platform API
downloadable data or software API
Over the Air Control and configuration . . . .
9 Waveform API Not Applicable atisucsiony Not applicable Not applicable Not applicable AT W EEeT Platform API
commands API API
User communications Waveform API Waveform API Waveform API Waveform API Waveform API Waveform API Waveform API Waveform API
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Table 122 Waveform Security Service Needs Summary
WAVEFORM
SERVICE CLASS SERVICES TDMA SATCOM VHF/UHF
IPBAHN UHF TACSAT| HF 2G/3G ALH P25
Current Future Current Future
C . Future Waveform . . : Future Waveform
Network Control communications Waveform API Not Applicable AP Not Applicable Not applicable Not applicable AP Platform API
Device Up_Ioads_ to networks (e.g., Log Waveform API Not Applicable FACIEG L Not Applicable Not applicable Not applicable AL WS Platform API
data, configuration data) API API
Policy (security, regulatoryetc.) Waveform API Not Applicable FOCIE Sl Platform API Platform API Platform API FUCIE S Platform API
downloads API API
. . FutureWaveform Future Waveform
Configuration Data downloads Waveform AP Platform AP AP Platform AP Platform API Platform API o Platform API
Software Downloads Platform API Platform API Platform API Platform API Platform API Platform API Platform API Platform API
Information Security
(INFOSEC) Bypass and User data Storage Platform API Platform AP Platform API Platform API Platform API Platform AP Platform API Platform API
Confidentiality Services
Configuration Data Storage Platform API Platform API Platform AP Platform API Platform API Platform API Platform API Platform API
Key MaterialStorage Platform API Platform API Platform API Platform API Platform API Platform API Platform API Platform API
Control Bypass Waveform API Waveform API Waveform API Not Applicable Waveform API Waveform API Waveform API Waveform API
HeaderInformation Bypass Waveform API Not applicable Not applicable Not Applicable Waveform API Waveform API Waveform API Waveform API
Plain Text Audio bypass Not applicable Not applicable Not applicable Waveform API Waveform API Waveform API Waveform API Waveform API
Spread spectrum applications Waveform API Not Applicable Not Applicable Not Applicable Waveform API Waveform API Waveform API Not Applicable
.. : Frequency hopping applications Waveform API Not Applicable Not Applicable Not Applicable Waveform API Waveform API Waveform API Not Applicable
Transmission Security i y hopping app
TRANSEC) Services ver for waveform control : : ,
( ) .CO € O aveform contro Waveform API Waveform API Waveform API Not Applicable Waveform API Not Applicable Future Waveform Not Applicable
information API
Cover forwaveform data Waveform API Not Application Not Application Not Applicable Not Applicable Not Applicable FutureX\éTveform Not Applicable

Key and Credential
Management Services

User's National shared and private
keys

Waveform API

Waveform API

Waveform API

Waveform API

Waveform API ‘

Waveform API Waveform API ‘

Waveform API
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Table 122 Waveform Security Service Needs Summary

WAVEFORM
SERVICE CLASS SERVICES TDMA SATCOM VHF/UHF
IPBAHN UHF TACSAT| HF 2G/3G ALH P25
Current Future Current Future
User PKI certificates and related . Future Waveform . . . Future Waveform .

. Waveform API Not Applicable Not Applicable Not Applicable Not Applicable Not Applicable
private/shared keys PP API PP PP PP API PP
Regional and/or Coalition shared keyq Waveform API Waveform API Waveform API Waveform API Waveform API Waveform API Waveform API Waveform API
PINs, Passwords, Biometric access alf .

_ _ Waveform API | Platform Ap| | Tuture Waveformi o\ itorm API | Platform API | Platform API | Platform API | Not Applicable
other electronic credential data API
Device certificates and private/shared Waveform API Not Applicable RTINS DR e Not Applicable Not Applicable Not Applicable FUNTE BERSe Not Applicable
keys API API
Root & intermediate Certification . Future Waveform . . . Future Waveform .

. g Waveform API Not Applicable Not Applicable Not Applicable Not Applicable Not Applicable
Authority Certificates PP API PP PP PP API PP
Over_ t_he Air Zeroize (OTAZ) (Channe WaveformAPI Not Applicable RIS BV Not Applicable Not Applicable Not Applicable RIS eV G i Waveform API
specific) API API
Over the Air Rekey (OTAR) Waveform APl | Platform AP | Futre X\Fl,?veform Platform API | Platform API | Platform API Fuwre'x:/)?veform Waveform API
Over the Air key Transfer (OTAT) Waveform API Platform Ap| | Futre X\F/,Tveform Platform API Platform API Platform API FUtureX\F/,?Veform Waveform API

Memory Management Enforcement Platform API Platform API Platform API Platform API Platform API Platform API Platform APl | Platform API

Platform Resource
Security Management
Services

RPOE Software Configuration

. Platform API Platform API Platform API Platform API Platform API Platform API Platform API Platform API
Management & Version Control

RPA Software Configuration

? Platform API Platform API Platform API Platform API Platform API Platform API Platform API Platform API
Management & Version Control

Usage logs Waveform API| Platform APl | PlatformAPI Platform API Platform API Platform APl | Platform APl | Platform API
Security Event logs Waveform API| Platform API | Platform API Platform API Platform API Platform API | Platform APl | Platform API
Logging, Auditing and . . . : . . . . .
Security Alarm Services Cognitive/DSA Operations logs Waveform API| Not Applicable | Not Applicable| Not Applicable | Not Applicable | Not Applicable| Not Applicable| Not Applicable
Non-repudiation logs Waveform API| Platform API Platform APl | Not Applicable | Platform API Platform APl | Platform API | Not Applicable
Security Related Alarm services Waveform API| Platform APl | Platform API Platform API Platform API Platform APl | Platform APl | Platform API
Logglr_lg, ATEL a'?d Audit log preparation Waveform API| Platform APl | Platform API Platform API Platform API Platform API | Platform APl | Platform API
Security Alarm Services
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Table 122 Waveform Security Service Needs Summary

WAVEFORM
SERVICE CLASS SERVICES TDMA SATCOM VHF/UHF
IPBAHN UHF TACSAT| HF 2G/3G ALE P25
Current Future Current Future
The Platform security policy Platform API Platform API Platform API Platform API Platform API Platform API Platform APl | Platform API
.. . . . Future Waveform .
Waveform/application security policieq Waveform API| Platform APl | Platform API Platform API Platform API Platform API AP Not Applicable]

Policy Enforcement and| SDRD Behavioral control (e.g.

Management Security | cognitive/learing radio ) Waveform API| Not Applicable | Not Applicable| Not Applicable | Not Applicable | Not Applicable| Not Applicable| Not Applicable

Services Regulatory Policies Platform API Platform API | Platform API Platform API Platform API Platform API | Platform APl | Platform API
Other downloadable policies (e.g., Future S —
Network Management, Network WaveformAPI | Not Applicable Not Applicable | Not Applicable | Not Applicable uture Wavetorm | njot Applicable
: Waveform API API
Security
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5.1 General RequirementsRelated to the Waveform IRSSAPI

The following general requirements shall apply to the extapplicable to the
waveform/application, the radio platform or the IRSS API.

5.1-1. As a design goal the International Radio Security Services (IRSS) waveform API shall
be agnostic to cryptographic module hardware and software implementations.

5.1-2. As a design goalhe IRSS waveform API shall be agnostic to the underlying radio
security services implementation.

5.1-3. As a design goal the IRSS waveform API shall be agnostic to the high level security
architecture of the Radio Platform.

5.1-4. As a design goal the IRSS API shadl bapable of being implemented in any of the
four high level security architecture variants described in section 3.2 of this document.
These are identified as

a. Multi-level Security,

b. Multiple Independent Levels of Security
c. Multiple Single Levels of Securifyand

d. Single Levels of Security

Note: The IRSS API designers should all consider the different high level architectural
implementations and examined them to determine if there is any influence on RSS API
requirements resulting from a given architectanel to ensure that any requirements
which emerge are appropriately captured and reflected in the resultant API.

5.1-5. In recognition that future needs of the IRSS API will evolve, the design of the IRSS
API shall include, to the extent feasible and practicalyigions for extending API
definitions to incorporate these needs.

5.1-6. The IRSS API design shall support enforcement of the Least Privilege Principle.
5.1-7. The IRSS API design shall support the process separation security principles.

5.1-8. The IRSS API shall suppdi based standardized network operations and protocols to
the extent that these protocols require radio security services.

5.1-9. The IRSS API design shall support standardized security services such as IPSEC V4
and V6, utilized in IP based networks being prodidéher by th&Vaveform or by the
M atformés CSF or in some combination of
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5.1-10.In order to claim compliance with the WinnForum Waveform API standard, any
waveform shall include a documented waveform security policy that is in compliance
with the reqirements stated hei.

5.1-11.As a minimum, the Waveform Security Policy shall define the extent to which the
waveform supports the RSS API.

5.1-:12.The Waveform Security Policy shall define/specify those API operations and their
features and capabilities thdavefom requires to support waveform operations

5.1-13.The Waveform Security Policy shall clearly identify those API features and capabilities
which are not required by tiWaveform

5.1-14.The Waveform Security Policy shall specify the number (max, min) and types of
interface channels (e.g. encryption, decryption, control bypass, TRANSEC etc.)
required for the Waveform API.

5.1-:15.The Waveform Security Policy shall, for each API permitted operatiiugicate
whether the operation is a RED side only, a BLACK side only or an operatuired
from both RED and BLACK processes.

5.1-16.The Waveform Security Policy shall also define those API exception conditions that
constitute a security alarm condition with regard to waveform operations.

Note: Waveform security policy elements that areonflict with Platform Security
Policy shall be superseded Byatform Security Policy.

5.1-17.In order for any Radio Platform to be able to claim compliance with the IRSS API, the
Radio Platform OE design shall support all of the security policy enforceneasures
specified heren unless specifically superseded by the Radio Platform Security Policy
requirements.

5.1-18.The Radio Platform shall ensure that Waveformshall only be granted the services
allowed within the constraints of the waveform security polimless further restricted
or superseded by the Radio Platform Security Policy.

5.1-19.The Radio Platform shall ensure that the nature and types of operations as well as the
number and type of channels needed by a given waveform shall be constrained to those
defined by the waveform security policy.

5.1-20.In accordance with the LPP, the radio platform design shall ensure that the IRSS and/or
CSF components do not permit any RED or BLACK side operation for a given
waveform that is not explicitly allowed by the wavefasecurity policy.

5.1-21.When permitted by the Waveform Security Policy, the IRSS API shall provide the
capability for the waveform to configure in entirety or in part, the IRSS API and
services required by the waveform during the waveform instantiation process.
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5.1-22.When permitted by the Waveform Security Policy, the IRSS API shall be support the
establishment of &€ontrol Channelvhich supports waveform API operations. The
capabilities specified for the API operations set define in seétibfifor WF 01 (Setup
/configure /teardown wavefor@ontrol Channélshall be used as a guide.

5.1-23.The IRSS APIControl Channetreated byb.1-22 shall support the creation of other
channels between the Waveform and IRSS components for use in cryptographic,
TRANSEC, Bypass as well as Authentication/ Integrity and othetiféehOperations
to the extent permitted by the Waveform Security Policy.

5.1-24.When permitted by the Waveform Security Policy, the IRSS API shall support the
ability of a waveform to reconfigure the nature and types of services as well as the
cryptographic, TRNSEC, control and bypass channels that have been established to
include the ability to:

a. Modify the characteristics of an existing channel
b. Delete an existing channel

c. Create an additional channel

5.2 Radio Security Services APl Requirements

Functional requirements for the IRSS API are contained in the sections which follow.

5.2.1 Access Controldentification& Authorization Services

Access control related services involve an entity such as a user, operator, remote management
center, routersoftware or policy distribution pointequesting access to a device, function or
service via a logn or other identification and authentication process for purposes such as
downloading informatiothat could includeonfiguration data, software and/or poligydates or

other such sithar processs and being granted access in accordance witldgfieed privileges

or because of an authenticated role as in role basedsacontrol

5.2.1.1 Introduction/Overview

References within this specification to the CSF perfiognan access control function should not
be construed to assign any level of assurance to the access control service since such matters are a
matter of Radio Platform Security Policy and design.

Waveform specific information such as Accesmol Lists,when employedbyy the waveform

are assumed to be available as part ofwheeform application configuration daba as part of

the radio platform configuration data. When required by the Radio Platform Security Policy the
access control datd not already managed by the C®fay beprovided to the GF for its use via

an appropriateadioplatform API.

Access control lists should include information concerning theamtbr access constraints of
each entity on the list. Specific properties regardaotgsfaccess constraints are a platform design
concern and are not construed to be a part dRBSAPI.
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Thus we may assume that ttentralizedsecurity servicedo the extent necessawyill be able to
determine from the defined role and/or accesslgges whether or not the entity is allowed access

to the requested information or service and the nature of the access being granted (i.e. read, write,
change, eraseetc.) It is a matter of radio platform design to ensure the validity of these
assumgbns.

Within the context of this specification, any access control service used Waweformis

requested as part of an authentication process and includes identification of the entity being
aut henticated, ref er enc e sialstodbe used indhe puthensicatiorf t h e
process, and optionally references to data wh
to access or perform some operation involving the waveform and the radio platform.

Thisincludes ay access contraervice relatetb OTAR, OTAT or OTAZ operations as well as

to waveform software downloads or updates, policy downloads and updates, configuration data
downloads and updates or requests from remote entities/individuals for access to the platform for
remote control or configuration of platform functionI.hese operationtypically alsoinvoke a
correspondingset of identification, authenticatipintegrity checkingand when requirednon
repudiation security serviceSOMSEC functions may also be applileab

The specific methods to be used are not to be construed as being a part of the IRSS API except so
far as the Waveform API set includes appropriate APl operations which permit these processes to
occur. When these operations are invoked via the wawefd?| set, it may be assumed that the
waveform is capable of invoking the required .
to manage the identification and authentication of the entity, and to ensure that the entity is
authorized to perform thessociated operation(s).

5.2.1.2 Access Control APl Requirements

The IRSS Waveform API shall conform to the following requirements regarding Access Control.

5.2.21. The Radio Platform, to include the CSF, shall only support waveform Access Control
Service requests frorwaveforms whose associated security policy stipulates this
functionality as a necessary component of the waveforms ARIngkbnly to the extent
permitted by the waveformds security poli

5.2.22. The access control service request shall include the capdbilitihe Waveform to
identify the entity to which the request applies.

5.2.23. The access control service request shall include the capability faWakeform to
identify the specific waveform configuration data to be used when ascertaining whether
or not the etity is authorized to perform the operation/action.

5.2.24. The access control service request shall include the capability faWakeform to
identify the types of actions/activities to which the request applies. Such activities
should consider the following axamples:
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a. The IRSS Waveform API shall support waveform requested access control services
for local or remote entities supporting download and distribution of waveform
related policies. Examples of such policies include but are not necessarily limited
to waveform related security policies, routing policies, cognitive radio behavioral
policies, Quality of Servicpolicies, and regulatory policies.

Note: The policy downl oad may have been
remote entity or at the requesfta processing component of the waveform or the
platform.

b. The IRSS Waveform API shall support waveform requested access control services
from local or remote entities supporting the download and distribution of waveform
associated configuration data aethted updates.

c. The IRSS API shaBupportwaveform requested access control services from local
or remote entities for purposes$ configuring or changing the configuration of a
radio channel to suppontaveform operations.

d. The IRSS API shall supportaveform requested access control services for devices
and/or users initiating OTAR or OTAT operations.

e. The IRSS API shall support waveform requested access control services for devices
and/or users initiating waveform specific OTAZ operations.

5.2.15. Access cotrol services shall only be employed in conjunction with corresponding
identification, authentication and, when so designatedyepundiation services.

5.2.1:6. Representative Waveform Use Case operations WF 22, WF 23 and WF 24 shall be
used as a guide for detammg requesting access control services in conjunction with
a corresponding Authentication request.

5.2.2 AuthenticationIntegrityand Nonrepudiation Services

Authentication services involve methods to unambiguously verify the identity of an entity.
Examplesof entities include a device such as a router, another radio, a network server, a specific
software/firmware application or process such as service providers, or the identity of a local or
remote user. Users may include actual communicators, operatarsl| as individuals fulfilling
network roles.

In addition, authentication can be applied to any form of digital documents, data files or credentials
such as PKE certificates to ensure the validity and integrity of the information containeththere

Non-repudiation services, when required as part of an authentication process, provide an
indisputable data record directly related to the activity so that the event and/or data cannot be
repudiated by the entity that performed the activity. They are @sedby the recording process.

The record is typically stored within an audit or similar protected log.
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The IRSS Waveform API shall support these types of services as defined.here

5.2.2.1 Introduction/Overview

Authentication processes in a modern tacticdior@mploying IP based operatioa®integral to

the operation of the radio. In some instances these processes may need to be performed within the
waveform, while in other instances the process may require the higher assurance level provided
by a CSF pedrming the authenticatioffhe use of Authentication and Noepudiation Services

for any specific function is waveform dependent and should thus be defined by the waveform
security policy.

Authentication may employ standards based processesanddatasus t hose defi ned
internet standards, however, other waveform specifiest@ndardized processes may also exists

such as those provided by the P25 public safety waveform. It is therefore important that the IRSS
Waveform API provide the capaityl and flexibility to support both types to the extent that the
detailed requirements for these can be defined.

Furthermore, PKI based authentication processes for these operations may use certificates which
have been prstored in the CSF or alternatlyevhich have been received by the waveform and
passed into the CSF. Whether or not the CSF retains such a waveform provided certificate may be
a waveform or Radio Platform Security Policy parameter.

Emerging waveforms will provide the capability to sugipadhoc networking among muiti
national forcesldentification and/or mutual authentication is required between any entity joining
such anetwork and an entity which is already a part & tietwork and is aimed at preventing
either a legitimate Devicerdhe Network from being impersonate@hese energing and future

radio systems are likely to have the capabilities to support formal (e.g. PKI based) methods of
authentication and user identification.

Because of the multinational use of these wavefarma future coalition force, the issue of
potentially multiple root certification authorities must be considered. This is necessary because the
roots form the trust anchor for authentication processes.

One approacthat may be employed wouikvolve eachnatioral forcesigning and distribuing to

their respective national forces copies of the root certificates of the other national authorities
(crosscerti fication). In this way the other CAOG6s
method allod i ndi vi dual nations the control of whioc
their own national radio communications, thus allowing them to revoke their certificatiomiggutho

should it become necessary.

An obvious alternative would be to disimte and install the roots of each nation/organization
involved in all radiosIn order to support this alternative, the radio platform would either have to
automatically select the proper root certificate, authenticate it against all installed roats threha
waveform identify which root should be used. This latter option assumes the waveform can
identify which to use based on information exchanged with the other radio platform.

5.2.2.2 Authentication, Integrity and NeRepudiation API Requirements
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The IRSS Wagform API shall conform to the following requirements regarding Authentication,
Integrity and NorRepudiation security services.

5.2.21. The Radio Platform, to include the CSF, shall only support waveform requested
Authentication and/or Noerepudiation requestsdm waveforms whose associated
security policy stipulates this functionality as a necessary component of the waveforms
APl set and only to the extent permitted

Authentication Channel Creation and Configuration

5.2.22. The IRSSAPI shallprovide the capability for a waveform to create and configure one
or more logical channels for use as a means to request authenticagigrty and non
repudiation services to be provided by the CSF for the following purposes.

a. Establishing alogical channel that will allow the CSF to interact with and
authenticate local or remote entities (e.g. devices and/or applications) other than
users or to retrieve/update CKLs and CRLs.

b. Establishing a logical channel that will allow the CSF to interath wand
authenticate local or remote users who optionally may or may not be provided with
a physical token (e.g. smart card) to be used in the authentication process.

c. Establishing a logical channel that will allow té&aveform to pass in files and/or
otherdata entities such as certificates and tokens to be authenticated and/or integrity
checked by the CSF.

d. Establishing a logical channel that will allow t&aveform to pass in a file and/or
other data entities such as tokens for integrity checking, hashlatadns or for
digital signatures to be applied by the CSF. When a digital signature is performed
it will wutilize a speci fWageformsauthorizedi c at e
to either use or request its use in accordance with waveform aosrpiagecurity
policy and/or waveform or platform configuration data.

e. Establishing a logical channel that will allow tidéaveform to either pass in or
retrieve a digital certificate and the associated private key. The CSF shall ensure
the Waveformis authoized access to the identified certificate in accordance with
waveform or platform security policy and/or waveform or platform configuration
data.

5.2.23. When creating a logical channel fge2.22 the IRSS API shall provide the capability
for theWaveform to designate if a channel is to be established on the RED side or the
BLACK side of the CSF as permitted by the waveform security policy.

Note: Some waverms may require distinct and separate channels on both RED and
BLACK sides and the request to establish these channels, dependingayedorm
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security policy, may originate on only one side or on both in accordance with the
waveform security policy.
Digital Certificate Related Operations

5.2.24. The IRSS API shall provide the capabilftyr the Waveformto request that the CSF
provide a copy to th#&vaveformof a specified digital certificate which the waveform
has been authorized to use.

5.2.25. The request d6.2.24 shall provide the waveform the capability to identify the specific
certificate(s) and private/public key(s) needed by the waveform.

5.2.26. The CSF shallaspond and pass out the requested certificate and key material over the
same channel on which the request was received.

5.2.27. The IRSS API shall provide the capability for a waveform, using a logical channel
created by the operations®.22.¢ to pass into the CSF, for storage and future use,
a digital certificate associated with another entity with which the waveform / platform
operates and which wibe used by either the CSF or the waveform for authentication
operations.

Notes:

a. Requirements governing the storage and retention of a waveform provided
certificate may be a specific Waveform Security Policy, and/or a Radio Platform
Security Policy or dsign parameter.

b. This operation assumes that the certificate includes adequate information regarding
the Identification of the associated entity. It further assumes that if the certificate is
to be used an access control operation, the function(s) dhd/operations that the
entity is authorized to perform may be
the digital certificate data or that the waveform configuration data or the platform
configuration data includes such information associated withdewity of the
certificateds owner at the time the cer

Credential Identification

5.2.28. The means of identifying specific credentials for use in the authentication process shall
employ standards based reference/naming conventiotne extent feasible.

5.2.29. When nonrstandards based identification methods must be employed it may be
assumed that the waveform configuration data files will provide a mapping between
the nonstandard and the standardized references. Use of a standérelyztad) bound
to the credential is the recommended method.

5.2.210. When such configuration data is to be used to map standardized references to non
standardized references, the IRSS API shall providé\taeeformthe capability to
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optionally identify the configutson data to be used. The specific parameters and their
interpretation is a matter of radio platform design.

Remote Device/Entity Authenticationand Access Control

5.2.211. The IRSS API shall provide the capability for a waveform to request the CSF to
authenticate a designateténtified remote device or application entity as toithe
identity.

5.2.212. The authentication service requesbd.211 shdl be subject to the following optional
configuration items:

a. The API shall provide the capability for thgaveform optionally to identify the
hash and/or signature algorithms used for the authentication/integrity/signature
processes when there is morentlo@e possible choice.

b. The API shall provide the capability for th&aveformoptionally to request that
the CSF also verify that the entity is authorized access to perform whatever
operation/action initiated the authentication request and to identifypia@tomon
for which access is being requested

c. When entity access authorization verification is requeatein b above, thaPI
shall provide thaNaveform thecapability to identify the entity and the specific
waveform configuration data to be used wheaseesining whether or not the entity
is authorized to perform the operation/action.

d. This API shall provide the capability for th&@aveformoptionally to enable or
invoke nonrepudiation logging services to be performed by the CSF when required
by the wavebrm security policy

e. The APIshall provide the capability fahe Waveformto identify the credentials
to be used by the CSF fdre authenticationThese operations may use certificates
which have been prstored in the CSEhrough platform API operatiora which
has been received by tii¢aveformand passed into the CPEr5.2.24.

f. It is the intent that the above configuration parameters are tochgled in the
authentication service request $2.211 to permit the authentication channel
created by the waveform with.2.22.3 to be used for multiple authentication
operations involving different entities. An alternative would be teupeand use
such a channdbr a single such authentication operation. In such an event then the
above configuration items could be applied as needed when the channel is created
using the API operation specified by2.22.a

Local or Remote User Authentication and Access Control

5.2.213. The IRSS API shall provide the capability for a waveform to request the CSF to
authenticate a designateténtifiedlocal orremote user entity tdvé claimed identity
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5.2.214. The authentication service requesbd.213shall be subject to the following optional
configuration items:

a. The API shall provide the capability for th&/aveform optionallyto indicate
whether or not a user token wilé employed as part of the process.

b. The API shall provide the capability for thgaveform optionally to identify the
hash and/or signature algorithms uded the authentication/integrity/signature
processes when there is more than one possible choice.

c. TheAPI shall provide the capability for th&/aveform optionallyto request that
the CSF also verify that thecal or remote usds authorized access torfmm
whatever operation/action initiated the authentication request and to identify the
operation for which access is being requested

d. When entity access authorization verification is requeatein c above, thaPI
shall provide theWaveformthe capability to identify the userand the specific
waveform configuration data to be used when ascertaining whether or not the entity
is authorized to perform the operation/action.

e. This API shall provide the capability for th&@aveformoptionally to enable or
invoke nonrepudiation logging services to be performed by the CSF when required
by the waveform security policy.

f. The APIshall provide the capability fahe Waveformto identify the credentials
to be used by the CSF fdre authenticationThese operationsiay use certificates
which have been prstored in the CSEhrough platform API operatiora which
has been received by the waveform and passed into thee&25R.24.

g. Itis the intent that the above configuration parameters are to be included in the
authentication service request $2.213 to permit the authentication channel
created by the waveform with.2.22.b to be used for multiple authentication
operations involving differengntities. An alternative would be to agt and use
such a channel for a single such authentication operation. In such an event then the
above configuration items could be applied as needed when the channel is created
using the API operation specified by22-2.b

Local Device/Entity Authentication and Access Control

5.2.215. The IRSS API shall provide the capability for a waveform to request the CSF to
authenticate a designatédentified a local device or application entity as to their
identity.

5.2.216. The authentication service requesbd.215shall be subject to the following optional
configuration items:
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a. The API shall provide the capability for thgaveform optionally to identify the
hash and/or signature algorithms used for the authentication/integrity/signature
processes when there is mtinan one possible choice.

b. TheAPI shall provide the capability for th&aveform optionallyto request that
the CSF also verify that thecal device/applicatiors authorized access to perform
whatever operation/action initiated the authentication recamesbtto identify the
operation for which access is being requested

c. When entity access authorization verification is requeatein b above, thaPI
shall provide thaNaveformthe capability to identify the entity and the specific
waveform configurationata to be used when ascertaining whether or not the entity
is authorized to perform the operation/action.

d. This API shall provide the capability for th&@aveformoptionally to enable or
invoke nonrepudiation logging services to be performed by the CSF vdwgrired
by the waveform security policy.

e. The APIshall provide the capability fadhe Waveformto identify the credentials
to be used by the CSF fdre authenticatianThese operations may use certificates
which have been prstored in the CSEhrough patform API operationsr which
has been received by the waveform and passed into the&?5R.24.

f. The API shall provide the capability fahe Waveformto identify whether the
authentication process between the CSF and the local Device/application will occur
over a channel established fieR.22.ao0r a predesignated platform interface in
accordance with waveform and /or platform security policy design requirements.

g. Itis the intent that the above configuration parameters are to be included in the
authentication service request 92.215 to permit the authentication channel
created by the waveform with.2.22.c to be sed for multiple authentication
operations involving different entities. An alternative would be teupeand use
such a channel for a single such authentication operation. In such an event then the
above configuration items could be applied as needed thieechannel is created
using the API operation specified by2.22.c.

File/Token/Certificate Authentication

5.2.217. The IRSS API shall provide the capldlp for a waveform to request the CSb
authenticate the signature for a file, or other data entity such as a token or digital
certificate. This operation includes the requesting waveform passing in the item to be
authenticated.

5.2.218. The authentication see request db.2.217 shall be subject to the following optional
configuration items:
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a. The API shall provide the capability for thgaveformoptiorally to identify the
hash and/or signature algorithms used for the authentication/integrity/signature
processes when there is more than one possible choice.

b. This API shall provide the capability for th@aveformoptionally to enable or
invokenonrepudiation logging services to be performed by the CSF when required
by the waveform security policy.

c. The APIshall provide the capability fahe Waveform to identify the credentials
to be used by the CSF fdre authenticationThese operations majse certificates
which have been prstored in the CSEhrough platform API operatiora which
has been received by the waveform and passed into the&25R.24.

d. It is the intent that the above configuration parameters are to be included in the
authentication service request $2.217 to permit the authentication channel
created by the waveform with.2.22.d to be wed for multiple authentication
operations involving different entities. An alternative would be teupeand use
such a channel for a single such authentication operation. In such an event then the
above configuration items could be applied as needed tigechannel is created
using the API operation specified by2.22.d

File/Token/Certificated Inteqgrity Operations

5.2.219. The IRSS API shall provide ¢hcapability for a waveform to request the G&provide
an integrity based service for a file, or other data entity such as a token or digital
certificate as follows.

a. Theservice request shall specify one of the following possible actions.
i. Verify data efity integrity
ii. Providehash for data entity
iii. Verify hash for data entity
iv. Providesignature for data entity

b. This operation includes the requesting waveform passing in the item to be
authenticated or integrity checked and optionally a hash/integrity chagk teabe
verified by the CSF.

5.2.220. The service request 6f2.219 shall be subject to the following optional configuration
items:

a. The API shall allowthe Waveform optionally to identify the hash and/or signature
algorithms used for the authentication/integrity/signature processes when there is
more than one possible choice.
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b. When a digital signature has been requeste8.ge219.a.iv theAPI shall provide
the capability for theVaveformoptionally to identify a specific certificate and
whether or not the associated public or private key associated with the certificate is
to be used for the signature process.

c. When a public key is used for the signature, the authentication processes for these
operatons may use certificates which have beergtoeed in the CSF or which has
been received by th&aveformand passed into tl@SFper5.2.24.

Note: Use of a private key implies the certificate has beestpred.

d. It is the intent that the above configuration parameters are included in the
authentication service request $2.219 to permit the authentication channel
created by the waveform with2.22.dto be sed for multiple authentication or
integrity related operations involving different entities. An alternative would be to
setup and use such a channel for a single such authentication operation. In such an
event then the above configuration items couldapplied as needed when the
channel is created using the API operation specifiesl by2.d

5.2.3 Information Integrity Services

All Waveform API functons regarding integrity services are available using specific API services
and options within the authentication services. (®2€22.d, 5.2.219and5.2.220)

5.2.4 Information Securit{INFOSEC) Bypass and Confidential®grvicesncluding
encryption and decryption

Information Security Services for International Tactical Radios are arguably one of the most
important service sets available to the modern tactical environment. Thesesémclade the
confidentiality services of encryption and decryption of traffic, platform data and software in
storage, as well as secure and protected storage of sensitive files and data such as the cryptographic
key material. Another critical aspect offormation security is the management and control of
bypass channels. The IRSS API shall provide the waveforms the capability to use these services
as follows.

5.2.4.1 IntroductionOverview

Table 12 includes among all of the identified security services a summary of those needed by
contemporary and future waveforms. AS can be seen several of these INFOSEC security services
are not applicable to waveform needsl avill be addressed by the Radio Platform Security Policy

and API design requirements.

As indicated by the analyses described in Section 3, a diverse range of confidentiality services are
required to protect user communicatiomgfwork management and rdool communications
including the distribution of policies, configuration data and other information.

The distribution of software and the protection of data in storage are also required, but only as a
function of Radio Platform Security Policy.

Copyright © 2013 The Software Defined Radio Forum Inc. Pagel26
All Rights Reserved



WIRELESS

IRSS API Work Group
[INNOVATION

IRSS API Functional Requirements Analysis and Specification
7 =l GE G G WINNF -13-S-0004V1.0.0

The aalysis has shown that some waveforms must support multiple simultaneous
encryption/decryption operations for traffic and/or the associated network control and
management information, requiring the ability to configure multiple channels with pdiential
different encryption algorithms and keys and the associated complication of establishing and
maintaining a proper association between cipher text and plain text traffic streams. The need for a
single waveform to have multiple channels operating at diffeseatrrity levels for user and
network traffic is also an important factor. In some instances network traffic encryption may be
considered a TRANSEC function while in others it may be considered an INFOSEC function.
Thus the API needs sufficient flexibilittpo accommodate either when a Waveform or Radio
Platform Security indicates a specific approach.

In addition waveforms such the IP Based Ad Hoc Networking waveform and the future VHF/UHF
LOS waveform supporting coalition operations require multiple samehus traffic channels

using multiple keys which may be a combination ofpleeced and negotiated keys. In the case of
negotiated keys the CSF must be able to directly access the traffic channel in order to participate
in key negotiation processes suactlae Internet Key Exchange protocol.

Furthermore the ability to configure the INFOSEC channels for virtually any combination of RED
and BLACK interfaces facilitates the portability of ttiaveformto any of the various system
security architectures digssed ir3.2

Another aspect of reonfigurability emerges from HF 2/3G ALE waveforms with the need to
switch between voice and data operations amying air interfaces depending upon what the
channel usage may be at any given time. With the kind of waveform the ability to rapidly switch
between different cryptographic equipment protocols or modes within a given protocol is essential.
Additionally, the HF waveform needs the ability to cease/suspend traffic encryption/decryption
operations when ALE operations are required.

5.2.4.2 INFOSEC Bypass and Confidentiality Services APl Requirements

The IRSS Waveform API shall conform to the followingguirements regarding INFOSEC
Bypass and Confidentiality security services.

5.2.51. The Radio Platform, to include the CSF, shall only support waveforms INFOSEC
Security Service requests from waveforms whose associated security policy stipulates
this functionally as a necessary component of the waveforms API set and only to the
extent permitted by the waveformds securi

Encryption/Decryption Channel Setup and Configuration
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5.2.52.

5.2.53.

5.2.54.

5.2.55.

The IRSS APkhallprovide the capability for a waveform to 4gt logical chanels
for use as a means to request encryption, decryption services from the CSF for any of
the following uses.

a. Traffic encryption
b. Traffic decryption
c. File/data/token encryption
d. File/data/token decryption
e. Session Key Negotiation

The IRSS APkhall provide the capability for a waveform to tear down the channels
established by the service requesb@.52 when the waveform is di@stantiated or
otherwise terminated.

When permitted by the waveform security policy the IRSS API shall permit the
waveform to configure multiple channels for encryption or decryption, each with their
own set of operating charaastics and parameters.

The IRSS APkhallprovide a waveform with the capability configure an encryption
or decryption channareatedising the service request®mP.52 using one or more of
following configuration options to the extent allowed by the waveform security policy:

a. This APl operations sahallpermit the definition/specification for the direction of
the encryption or decryption oeion and support RED to BLACK, RERED,
BLACK-BLACK and BLACK to RED encryption or decryption operations.

b. When applicable, the ARdhall provide the capability for the waveform to pair
wise link encryption and decryption channels for both the cipheatekplain text
operations.

c. When applicable, and not otherwise inherent to the waveform operation, the API
shall provide the waveform the capability to specify the cryptographic equipment
protocol (e.g. K&84) or equivalent, and if none, then the algoritionbe used for
encryption and/or decryption operations.

d. When applicable, and not otherwise inherent to the waveform operation, the API
shallprovide the capability for the waveform to specify the cryptographic mode to
be used for encryption and/or decigptoperations.

e. The APIshallprovide the capability for the waveform to specify the key to be used
for the encryption or decryption process. The keys may belpced or
subsequently negotiated via an IKE or similar process and associated with the
wavebrm channels being sap and configured.
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5.2.56.

5.2.57.

f. For file/token/data encryption the IRSS ABhall support the option for the
waveform to specify the use a private or public key associated with a specified
Digital certificate for encryption and /or decryption amdether the use of the key
applies to the encryption process, the decryption process or both.

The IRSS API shall provide a waveform the capability to change the cryptographic
equipment protocol, the cryptographic algorithm and/or mode and/or the crygtmgra
key for an encryption/decryption channel previously establishef. p&¥2.

Reserved

Encryption/Decryption Channel Operations

5.2.58.

5.2.59.

5.2.510.

The IRSS API shall provide the waveform the capability to request the CSF to perform
a keynegotiation or session key establishment as required by IP based networks using
a channel previously created by the API operatiof.26-2.e

When the CSF completes the operation request&d2y8, the CSF shall provide the
waveform with the results via the IRSS API (i.e. success/failure) and when relevant to
the operation, a reference ID for the key thus created.

Note: The reference ID would preferably be in the form of a specific parameter which
is part of a standardized key tag format.

The IRSS APl request 6f2.58 shall provide to capability for the waveform to identify
the specific protocol to be used i f not

Note: This operation is applicable to InterKety Exchange (IKE and IKEv2) as well

as protocols that may be used by proprietary national systems. The IRSS API shall
provide the waveform//application, using an decryption or encryption channel
previously created by the API operation52.52, the capability to pass traffic into

the CSF for decryption or encryption according to the defined channel type;where
the CSF shall perform the requestencryption or decryption transformation operation
and pass the resultant traffic out the designated corresponding and previously
associated decrypted/encrypted traffic channel.

Bypass Channel Creation and Configuration

5.2.511.

The ITS RSS API shall provide teaveform with the capability for the waveform to
setup and configure bypass channels but only to the extent that they are permitted by
the waveforms security policy and are required for proper waveform operation. The
following channel shall be supported:

a. A plain text audio bypass. Even though configured for bypass, the bypass feature
shall only be enabled by the CSF only when waveform specific conditions are met.
Those conditions, as well as the specific method by which this bypass is
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accomplished are termined by both waveform and platform specific security
design requirements.

b. A control bypass that allows a waveform specific set of control commands and
associated parameters which are permitted to pass from between waveform
software components located the respective RED and BLACK sides of the radio
channel subject to CSF scrutiny. This channel shall be a separate logical channel
with its own CORBA port identifier

c. A header bypass channel which is a logical channel (associated with a specified
cryptogaphic channel) through the CSF which allows specified packet header
fields and associated parameters which are to be extracted from the data stream and
re-inserted after the cryptographic transformation (i.e. encryption or decryption)
has been applied th¢ data fields subject to CSF bypass scrutiny in accordance
with platform and waveform specific requirements. As a separate operation this
API feature can be used to define specific configuration of this bypass should such
be required by a waveform.

Note:Refer to Sectiod.2.20WF 20 for guidance.

d. This set of API operations also includes those necessary to tear down the bypass
channels when the waform is deinstantiated or otherwise terminated.

PT Audio Bypass

5.2.512. When aplain text audio bypass has been configured by the operati@dn?2.6{L1, the
IRSS API shall permit a waveform to perform either or both of the following operations
when waveform and/or radio platform specific conditions exist. Under the proper
conditions it shallbe possible for the waveform to perform the following bypass
operations:

a. The demodulated plain text audio from the BLACK Side of the radio channel to
the RED side of the radio channel, bypassing the decryption cryptographic
transform, and delivering thaif or mati on t o the userds au
consistent with Waveform and Platform Security Policy.

b. In accordance with Waveform and Platform Security Policy, when the proper
conditions exist to enable the transmit PT audio bypass in a channel s/hich i
processing secure voice, the user plain text audio from the RED side of the Radio
shall be passed to the BLACK side of the radio so that it can be modulated for
transmission over the air without encryption. The manner in which this transmit
bypass operain is achieved is a matter for waveform and platform security
policy and design.

Note: The specific means and conditions by which such a channel that has been
configured for plain text audio bypass can be enabled for operation in either the
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receive or trasmit direction will be subject to waveform and platform specific
requirements.

Control Bypass

5.2.513. When a Control bypass has been configured by the operatidn2.6f.1, the IRSS
API shall provide the Waveform with the capability to pass waveform configuration,
control and/or status information from the RED (plain text) side of the radio to the
BLACK (cipher text) side of the radio and vice versa.sT$et of API operations are
restricted to a designated and properly configured control bypass channel which does
not share any CORBA port with any user traffic or other information. The radio
platform shall provide the capability to ensure, in accordanite platform and
waveform security policy requirements that only the configuration, control or status
information, as detailed in the waveforms bypass security policy, passes through this
channel in either direction.

PacketHeader or In-channel Bypass

5.2.514. When an encryption or decryption channel has been properly configuréges,
the IRSS API shall provide the capability for a waveform toveéelthe packets to the
channel for encryption and or decryption. Either the IRSS components or the CSF may
optionally extract separate the packet header data in accordance with the configuration
defined by5.2.53. Either of the following methods may be used to bypass the
designated header information.

c. The header data shall be bypassed only to the extent permitted by the waveform
and platform bypassecurity policies.

5.2.5 Transmission Security (TRANSEC) Services

TRANSEC operations are prevalent in tactical waveforms and these operations encompass a broad
range of security services. Frequency hopping and other forms spread spectrum methods are
intended trovide an antjam (AJ) capability or alternatively and low probability of interception

or detection (LPI/LPD). Other forms of TRANSEC are more akin to INFOSEC in that encryption

is being used to protect waveform, network or other types of control infiomigke that of the
SATCOM orderwire or the HF 2/3G ALE link protection. The summary informatioraivie 12
illustrates that most, but not all, weferms utilize TRANSEC services to one extant or another

and that there is a need for the IRSS API to support the full range of services.

5.2.5.1 IntroductioriOverview

Some forms of TRANSEC are more security sensitive than others. In some legacy waveforms, the
TRANSEC operations, including keystream generation, were fully performed by waveform
components rather tharce/ptographic keystream generator or other similarly protected function.
Consequently the IRSS API requirements stipulated below are intended totsbppbility of a
waveform component to provide the full ranges of TRANSEC functionality in the event that such
a capability is needed and permitted by a Radio Platform Security Policy. The IRSS API will also
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provide the capability to allow for all repite TRANSEC security sensitive functions such as
keystream generation and encryption/decryption of control and orderwire information to occur
within the CSF. It is has been assumed that the waveform components will still be allowed to
receive and apply 8F generated keystream to the process of frequency hopping and spreading
during waveform operations. RadRlatform Security Policyshall define and determine the
allocation of TRANSEC operations between the waveform and the CSF. The IRSS

5.2.5.2 Transmission Serity (TRANSEC) Services APl Requirements

The IRSS Waveform API shall conform to the following requirements regarding TRANSEC
services.

5.2.51. The Radio Platform, to include the CSF, shall only support waveform INFOSEC
Security Service requests from waveforms whose associated security policy stipulates
this functionality as a necessary component of the waveforms API set and only to the
extentpemi tt ed by the waveformdés security pol

Setup (configure)/teardown Waveform TRANSEC Channels

5.2.52. The IRSS APIshall provide the capability for a waveform to 4gt and configure
logical channels for use as a means to request and receive TRANSEC searmidbe fr
CSF for any of the following uses.

a. Requesting the CSF to generate and provide keystream to the waveform for use in
Waveform TRANSEC operations

b. Requesting Encryption/decryption of Waveform control/orderwire/ALE and other
designated information foreh wavef or més use in waveforr
related network and transport layer operations.

c. Requesting andeceiving an identified TRANSEC Key for use by the Waveform
in waveform TRANSEC operations, and

d. Requesting the CSF to generate a Random or Pgeaddom Number for use by
the Waveform for TRANSEC Operations.

e. (Note: It is intended to allow operatioB.52 c. and5.2.52 d. to share the same
logical channel/CORBA port for these operations, but it is not required the IRSS
API mandate sharing.)

5.2.53. The IRSS API shall provide th&/aveform with the capability to configuraultiple
channels of the type created®h®.52 aor by5.2.52b for TRANSEC @erations, each
with their own set of operating characteristics and parameters but only to the extent
permitted by the waveform security policy.

5.2.53.  When configured for the purpose of keystream generatidn20%2a, the IRSS API
shall provide theWaveform with the capability for specifying th®llowing
parameters.
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a. When applicable, and not otherwise inherent toMaeefornd eperation, the API
will provide theWaveform the capability to identikeystream characteristics such
as the length of each data block of keystream provided per reduegiedquency
and/or application bit rate that the CSF should be prepared to support, any
specialized parameters such as time of day, or offsets that the CSF must factor in
to the generation of the keystream, as well as any other data that may be relevant t
the keystream generation and delivery fori@ v e f or més TRANSEC op

b. When applicable, and not otherwise inherent toMaeefornd eperation, the API
will provide theWaveform the capability to identify the cryptographic equipment
protocol (e.gKG-84) or equivalent, and if none, then the algorithm to be used for
keystream generation operations.

c. When applicable, and not otherwise inherent toMaeefornd eperation, the API
will provide the capability for th&/aveform to specify the cryptographimde to
be used for keystream generation operations

d. The API will provide the capability for thé/aveform to specify the cryptographic
key to be used for keystream generation operations.

5.2.54. When configured for the purpose of TRANSEC encryption/decryption of waveform
related control/orderwire/ALE information 6f2.52b, the IRSS API shall provide the
waveform of specifying the following operational parameters.

a. The API shall permit specifying whether the plain text side of theaar®ls is
located on the BLACK or RED side of the CSF unless other defined by specific
waveform and/or platform security policy requirements. It is assumed that the
cipher text side is always on the BLACK side.

b. When applicable, the API will provide themability for the/aveform to pahwise
link encryption and decryption channels for both the cipher text and plain text
operations.

c. When applicable, and not otherwise inherent toMeev e f @peratis, the API
will provide theWaveformthe capability tadentify the cryptographic equipment
protocol or equivalent, and if none, then the algorithm to be used for TRANSEC
encryption/decryption operations.

d. When applicable, and not otherwise inherent toMaev e f @perat®s, the API
will provide the capabity for the Waveformto specify the cryptographic mode to
be used for TRANSEC encryption/decryption operations

e. The API will provide the capability for th&/aveformto specify a reference ID to
identify the cryptographic key to be used for TRANSEC enaooyytiecryption
operations.
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5.2.55.

5.2.56.

5.2.57.

5.2.58.

5.2.59.

Note: The reference ID would preferably be a unique parameter for that key whose
value has been extracted from a standardized key tag.

Notwithstanding that TRANSEC encryption/decryption may be BLACK side to
BLACK side operatios, the IRSS API should enforce that separate CORBA ports are
required to be used by the waveform for the plain text and cipher text interface
operations.

The IRSS API shall provide a waveform the capability to change the cryptographic
equipment protocothe cryptographic algorithm and/or mode and/or the cryptographic
key for a TRANSEC encryption/decryption channel previously establishesl.hér

2b.

When configured for the purpose of the TRANSEC Key extraction for application and
use by the waveform, the IRSS API shall provide the wavefoitim tive ability to
identify the key using a reference ID parameter which is unique to the key. (Note: In
this instance the waveform is responsible for performing all TRANSEC operations and
this logical channel will be used to extract the key from the G&Findicated
previously it may also be used for requesting and obtaining random numbers for the
waveforms use.

When configured for the purpose of requesting and receiving random or pseudo
random (PN) numbers, the IRSS API shall provide the waveform watlcapability
of configuring the following:

a. Whetherrandom or pseudmandom numbers, or both are needed.

b. If pseudo random (PN) numbers are required, then the waveform must identify any
parameters, including algorithms and their values, needed by the @&spasly
generate the PN number unless the method is inherent to the waveform (i.e. there
is only one method used by the waveform), in which case reference to the identifier
which is the proper name for the algorithm/method may be used.

The IRSS APEhallprovide the capability for a waveform to tear down any one or all
of the logical channels established by the service reques2.6f2 when the waeform

no longer requires the channel or the waveform isng&ntiated or otherwise
terminated.

Perform TRANSEC Encryption/Decryption Operations

5.2.510. The IRSS API shall provide the waveform//application, using a decryption or

encryption channel previouslyeated by the APl operation 6f2.52, the capability

to pass traffic into the CSF for decryption or encryption according to the defined
channel tpe, wherein the CSF shall perform the requested encryption or decryption
transformation operation and pass the resultant traffic out via the IRSS API the
corresponding and previously associated decrypted/encrypted traffic channel.
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Provide TRANSEC Keystrean

5.2.511. ThelRSSAPI shall provide the waveform//application, usingTdANSEC channel
previously created by the APl operation502.5-2, the capabilityto passa keystream
requestinto the CSHor the generation and return of the requested keystream data ,
wherein the CSF shall perform the requested keystream generation in accordance with
the previously defined criteria and pass the resultant keysttataroutvia the IRSS
API to the waveform over the same logical channel.

Provide/Generate Random Number

5.2.512. The IRSS API shalprovide the waveform//application, usingTRANSEC channel
previously created by the API operationba?.52, the capability to passrequesinto
the CSFfor the generation and return of a random or pseaddom number. In
response the CSF shall perform the requestatiom/pseudoandom number
generation in accordance with the previously defined criteria and pass the number data
out via the IRSS API to the waveform over the same logical channel.

Provide TRANSEC Key

5.2.513. The IRSS API shall provide the waveform, using a deaereated by the operations
of 5.2.52 ¢, with the capability to request the CSF to return a TRANSEC key identified
by a standardized reference ID (e.g. a parameter defined by a standardized key tag
format). The waveform request will includ
use to dentify the specific key being requested and, after any radio platform security
related checks, will return a copy of the key, including any relevant identifying
information to the waveform for its use in waveform TRANSEC operations over the
same logical lsannel on which the request was received.

5.2.6 Key and Credential Management Services

As indicated inTable12 every waveform class listed in the tablguiges some aspect of key and
credential management services from the radio platforms Key and Credential Management Service
within the CSF. However the majority of these services are associated with other API operations
since the key/credential material tigpically being stored until it is needed for waveform
operations, and even then, the key material generally remains within the confines of the CSF. The
exceptions to this generality are when the waveform receives a certificate and passes it into the
CSFfor storage, or when a waveform requests a certificate and the associated private key for its
use in waveform authentication operations and finally a key may be extracted when the waveform
is responsible for a TRANSEC operation fully carried out bywWaseform

5.2.6.1 IntroductioOverview

All of the above Key and Credential Management IRSS API service requirements have already
been addressed in sectidng.2.2 5.2.4.2and5.2.5.2 These primarily consist of th&aveform
identifying the relevant key and certificate material to be used for CSF provided operations, and
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in once instance have the CSF perform the creafiansbared key created via an IKE or similar

process.

To that end, the CSF is presumed to provide storage and integrity protection services for all key
material and all forms of electronic credential d@tee CSAKey Management Service is assumed

to alsobe responsible for managiagd maintaimg the integrity and safety tie key/credential
information until it has been erased, zeroized or superseded by designatetcepagemenkey
material.The means and manner of providing confidentiality to@frthis information is a matter

left to waveform orplatform Security Policydesignrequirementand will not be not subject to
specification via any of the defined RSS API 0

Digital certificates for network users/devices can be received via standandqis and used for
a variety of other security services such as authentication, integrity checkiGpesequently it
is necessary thahe IRSSAPI support théVaveformpassing in certificates for temporary or long
term storage and for retrieving theshould theWaveformrequire them in support of another
waveform operatiornThese API operations have been called out in sebt2.2

As indicaed in Table 12 the remaining topic for waveform specific Key Management services
involves the ovethe-air initiated operations of zeroization, rekeyd key file transfers. Other than

P25 which supports OTAZ function there are no standardized methods regarding how an OTAZ

is performed. Once again while P25 supports an OTAR operation, legacy tactical radio OTAR and
OTAT operations were operator initidtand involved the use of fill devices working directly with

the Cryptographic equipment. The Awaveformo w
Besides P25, the only other waveform classes that are presumed to support these operations are
hypottetical /future waveforms. Thus there is no specific information about these types of
operations other than that for P25.

For the remaining waveforms which are representative of those whose cryptographic equipment
supported OTAR and OTAT, there are no aggille waveform IRSS API requirements since this
functionality is allocated to the Platform IRSS API.

These operations only apply to those waveform classes which have cognizance that such an
operation has been initiated to one extent or another. This is the case for the P25 waveform which
includes a set of Key Management Messages (KMMs) used foitlosrair rekeying as well as

over the air zeroization.

For example th&aveformmay be informed that a key management service request is required
but not be aware of the specific services. In such an instanééateformmight initiate a service
request andhen pass in an encrypted file which when decrypted an authenticated by CSF would
be recognized as, for example, an ethexair zeroization request. This is the case for the P25
waveform.

Alternatively theWaveformcould have cognizance that an ct#eg-air zeroization request has
been received along with an encrypted file containing the reference identifiers of all of the channel
specific keys that are to be zeroized. This file could then be passed into the CSF for decryption
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and authentication and sulgsent zeroization of the identified keys assuming that all of the listed
keys were associated with the channel making the request.

Note:lt is assumed that Zeroizationtoth e w a vcehfaonrnnedls speci fi c keyds ¢
is a waveform API fuction but general Zeroization operatioaecting other channels or the
entire radicare platform API functios.

The requirements in the next section have been written to allow either of these two scenarios to be
applicable.

5.2.6.2 Key and Credential ManagemieServicesRadio Platform Assumptions

5.2.6.21. It is assumed that all key materiaicluding certificates and user/device/entity
credentialswill be identified via standardizedlentifier tags and that one or more
common standards are shared by the waveform aadplétform for means of
identifying and referencing any specific key used by the waveform.

5.2.6.22. It is assumed that any platform which accepts a key without a standardized tag will
provide the means to create such a tag when the key material is loaded ediostizll
the platform.

5.2.6.23. It is assumed that the radio platform will provide the capability to map non
standardized key references, such the legacy key position/slot ID number, to specific
keys. Such mapping may be via a waveform configuration data fileadhe&iradio
HMI.

5.2.6.3 Key and Credential Management Serviééd Requirements

The IRSS Waveform API shall conform to the following requirements regarding Key and
Credential Management services.

5.2.6.31. The Radio Platform, to include the CSF, shall only support Key Gradiential
Management Security Service requests from waveforms/applications whose associated
security policy stipulates this functionality as a necessary component of the
waveform/ applicationods AP I set and onl
wavefopmhbsataponds security policy.

5.2.6.32. The IRSSAPI shall provide the capability for thH&aveformto discovefinquire what
key material is available for th&aveformto use for a given instantiatiohhe request
will include a listing of the type of standardizedykag data fields the CSF response
to the request should include or indicate the default set. The CSF response to this
request will be a listing of the standardized identifiers of keys available to the waveform
instantiation along with the specified orfalglt key tag data fields.

5.2.6.33. For any IRSS API operation requiring the identification of a key API shalprovide
the capabilityfor the waveform to identify key®ither by defined standardized
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identifiers(which may be platform specifior those whichmay correspond to legacy

methods such a8 k eagsition/slotiDo referencesA ny  skeycpositign/sloit D 0

used by a waveform shall be considered specific to that waveform instantiation and the
associated keys used by that instantiation. As such thetaimaalis use of numerically

i d e n kday position/sicd r ef er ences shall be permitte
associations to specific keys are unique to each such instantiation.

5.2.6.34. For any IRSS API operation requiring the identification of a digitdifazate the API
shall provide the capabilityfor the Waveform to identify credentials by defined
identifiers which may be specific to a given type of credential. For credentials such as
digital certificates content sieldvshdlilbe n t he
capable of being used in addition to anytfolan specific reference scheme based on
the use of standardized key tags.

5.2.6.35. The IRSS API shall provide th&/aveformwith the capability to create a logical
channel to be used for Key Management ojp@mna between the waveform and the
CSF.

5.2.6.36. The IRSS API shall provide the capability for the waveform to pass into the CSF any
externally received Key Management Messages used for any of the following purposes:

a. To download one or more keys into the CSF fertfaveform

b. To zeroize one or more, including all keys being stored by the CSF for the
waveform.

c. To cause a changeover in use for Waveformfrom a current key to a new key
either previously downloaded, or that is included in the changeover KMM.

5.2.6.37. The IRSS API shall support the capability for the CSF, using the channel created by
the API operations 0f5.2.6.35 to return an appropriate (forhé waveform)
acknowledgement that a KMM has been received or any other waveform appropriate
response indicating the action requested by the KMM has been performed successfully
which the Waveform may then process according to its requisite performance
requrements.

5.2.6.38. The IRSS API shall support the capability for the CSF, using the channel created by
the API operations 06.2.6.35, to perform a sequenad operations which allow the
CSF to directly authenticate the identity of a remote device/entity/application as the
source of a KMM when stipulated by the waveform security policy.

Note: Other requirements regarding waveform interfacing either direcihgimectly

with the KMF within the CSF have been addressed in earlier sections. These include
passing in or extraction of certificates by the waveform for use in authentication
processes, and the extraction of TRANSEC keys for use by the waveform tatgene
and apply keystream for TRANSEC purposes.
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5.2.7 Platform Resource Security Management Services

The range of services involved in Platform Resource Security Management is solely dependent
upon the Radio Platform Security Policy and Design requirements whtenmine and drive the
Radio Platform Security Architecture.

These might include active hardware based memory resource allocation and operations restrictions
to ensure that data is not executed as code, to prevent and/or control overwriting softweaegfir
program memory spaces. This might include the enablement of the removal of write protection for
write protected memory used to protect the integrity of the operating environment software during
platform operations or during starp and shutdown presses. It might also include active data

and control bus access control to ensure proper separation and that only authorized
devices/services have access to the bus at any given time for any security sensitive operation.

Other obvious services that aftehe security of the radio platform, involve the Installation of
updates/patches for software components which compriseRtHwo PRatform Operating
Environment (RPOE) and for any Rad#atform applications such as the waveforms. Besides
the core frameork, RPOE software includes all the software components providing the RSS AP,
all CSF functionality to include the cryptographic algorithms, and any other services which a
specific to the radio platform design.

These software management services invgsenarily authentication of any downloads or
updates however they may have been received, and ensuring that obsolete software retention is
properly managed as mandated by the Radio Platform Security Policy. Other examples of such
services include enforceat of the Radid?latform Security Policy regarding software version

control including rollback to an earlier version as well as providing various measures to protect
the confidentiality and integrity of the various versionssoftware that may be mainteid in

platform file systems.

Based upon the waveform functional requirement analysis there have been no specific Services in
this class which have been identified that require any specific interaction between the waveform
or other noARPOE applicatiorand the CSF. Thus any APIs that may exist are relegated to the
Radio Platform API set.

5.2.8 Logging, Auditing and Security Alarm Services

Logging, Auditing and Security Alarm services are generic to any taBadib Patform and are
essential tools in the dadtion of potential intrusion attempts or compromising activities, as well
as providing evidence of any such activities. Nepudiation records are similarly maintained in
a log which may be separate or integrated with other logs.

Audit logs are typicall designed to record many different types of events. Logs which maintain a
record of security related events might include cognitive/DSA activities, HMI activities, non
repudiation events, and security related alarm events typically will record the nainecevient

and a time of occurrence as a minimum, but might include additional information such a identifiers,
credentials etc., when an HMI or nogpudiation event is involved. In some cases logging can be
configured to allow selective disabling of redimig certain event types.
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